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1 Introduction: Corporate Information
Security

1-1

Purpose

The Postal Service™ s committed to creating and maintaining an
environment that protects Postal Service information resources from
accidental or intentional unauthorized use, modification, disclosure, or
destruction. Information resources are strategic assets vital to the business

~ performance of the Postal Service. Refer to Exhibit 1-7 for examples of

information resources. Information resources are also protected by law and
governed by faw, Handbook AS-805, Information Security, establishes an
organization-wide standardized framework of information security policies to
ensure the detection, prevention, response to, and investigation of
cybercrime incidents and misuse of Postal Service information technology
assets. Adherence to information security policies will safeguard the
integrity; confidentiality, and availability of Postal Service information and
protect the interests of its personnel, business partners, and the pubiic.

Adherence to information security policies enables compliance with
regulations to which the Postal Service is subject, including Sarbanes-Oxley
(8OX) and Payment Card Industry Data Security Standards (PCI-DSS). This
policy reflects standards and guidelines suggested by industry organizations
such as the Public Company Accounting Oversight Board (PCAOB),
American Institute of Certified Public Accountants (AICPA), Committee of
Sponsoring Organizations (COSO), and National Institute of Standards and
Technology (NIST).

Information security policy will ensure the creation and implementation of an
envirchment that:
a. Protects information resources critical to the Postal Service.

b.  Protects information as mandated by federal laws, regulations,
directives, law enforcement and judicial processes, and industry
requirements.

c. Protects the personal information and privacy of employees and
customers.

d.  Reinforces the reputation of the Postal Service as an institution
deserving of public trust.



1-2 Scope

Information Security
f. Assigns responsibilities to relevant Postal Service officers, executives,
managers, employees, contractors, partners, and vendors.

g. Reviews and revises information security policies and procedures in
accordance with evolving security threats.
The following principles guide the development and implementation of Postal
Service information security policies and practices:
a. Information is:
] A critical asset that must be protected.
E Restricted to authorized personnel for authorized use.

b. Information security is:

m  Cornerstone of maintaining public trust.

= A business issue — not a technology issue.

 Risk based and cost effective.

m  Aligned with Postal Service priorities, industry-prudent
practices, government requirements, and federal laws,
Directed by policy but implemented by business owners.
Everybody's business.

1-3 Policy

Information resources are strategic assets vital to the business performance
of the Postal Setvice. These strategic assets belong to the Postal Service as
an organization and not to any individual or group of individuals and must be
protected commensurate with their tangible value, legal and regulatory
requirements, and their critical role in the Postal Service's ability to conduct
its mission. -

Information security applies to all information resources, organizations, and
personnel. Chapter 1 addresses the following:

a. Infrastructure components/systems.

b Information resources.

C Organizations and personnel.
d. Importance of compliance.

e Policy exception and review.

- The Postal Service information security policies are grouped in the following

areas:
a.  Security roles and responsibilities.
b.  Information designation and control.
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Introduction: Corporate Information Security
¢.  Security risk management.

d Acceptable use.
e.  Personnel security.
f Physical and environmental security.

Development and operations security.

- @

Information security services.

Hardware and software security.
Corporate network security.

[S—

k.  Business continuity management.
l. Security incident management.
m.  Security compliance and monitoring.

Gertain-Information about individuals that is collected and stored by
information resources is subject to the Privacy Act of 1974, as amended
(Privacy Act).

The Privacy Act requires all federal agencies, including the Postal Service, to
adhere to a minimum set of standards for the collection and storage of
certain personal data and restricts-limits the disclosure of such Privacy Act
information. Agencies are required to establish appropriate administrative,
technical, and physical safeguards to protect Privacy Act data. These
safeguards ensure the integrity and confidentiality of information resources
containing Privacy Act data and protect against unauthorized disclosure of
such data, which could result in substantial harm, embarrassment,
unfairness, or inconvenience to an individual.

1-4  Supporting Documentation

The following handbooks, management instructions, and contract clauses
provide implementation policy and guidelines for this handbook:

a. Handbook AS-805-A, Information Resource Certification and
Accreditation Process.

b. Handbook AS-805-D, Information Security Network Connectivity
Process.

c.  Handbook AS-805-G, Information Security for Mail Processing
Equipment/Mail Handling Equipment (MPE/MHE).

d.  Handbook AS-805-H, Cloud Security.

e. Management Instruction FM 640-2011-3, Payment Card Industry Data
Security Standard (PCI DSS).

f. Contract clauses 1-1, Privacy Protection, and 4-19, Information
Security Requirements Reseurce-in the Postal Service’s Supplying
Principles and Practices.
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1-5 Policy Owner

The policy owner of this handbook is the manager of the Corporate
Information Security Office.

1-6 Infrastructure Components/Systems

1-6.1

1-6.2

1-6.2.1

General

Infrastructure components/systems are the underlying foundation for
information resources and include cyber-based resources (e.g., network
hardware and software).

The infrastructure components/systems are usually major groupings or
network segments that provide reusable and repeatable services for
application systems and are generally considered to be critical components/
systems of the Postal Service computing environment.

An infrastructure component/system typically does the following:

a. The system is typically an underining-underlying part of the Postal
Service network environment.

b.  The system does not provide a direct user interface and multiple user
functionality.

c.  The system provides reusable and repeatable services for multiple
applications.

d.  The system does not typically require periodic code changes or
/customer acceptance testing, developer intervention or regular
upgrades.

External Technology Solutions
External technology solution types are categorized as follows:

a. Service-based contract solution.
b. Hosted solution.
c. Cloud solution.

Service-Based Contract Solution

A service-based contract solution is required for a company that is providing
a service to the Postal Service such as financial services (Wells Fargo),
Licensee (NCOA Link, Stamp reseller), and Inter-Agency Agreements. A
service-based contract is different from other external technology solutions in
that the service provider has custody of USPS data and is responsible for:

a. Protecting Postal Service data.

b.  Allaspects of its security (e.g., physical, personnel, network,
application).

(e Mitigating and reporting incidents such as breaches.

Handbook AS-805
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1-6.2.2

1-6.2.3

1-6.3

1-6.3.1

Hosted Solution

A hosted solution requires the business partner to host a separate instance
of an application for Postal Service use. The business partner typically owns
or leases the physical servers used in the solution and the servers utilized for
Postal Service are not shared with anyone else. Data storage and backup
requires segregation through encryption and physical or logical isolation/
separation based on data classification.

Cloud Solution

A cloud solution enables network access to a shared pool of configurable
virtualized computing resources (e.g., networks, servers, storage,
applications, and services) in which information technology enabled
capabilities are delivered “as a service” to multiple customers using the same
computing resources. The cloud environment can be rapidly scaled up or
down and tailored to serve multiple consumers on demand with minimal
management effort or service provider interaction.

Cloud solutions must not be confused with [1] hosted solutions that are
managed and maintained by the supplier and provide physical separation of
the hardware that is leased, purchased or isolated for the exclusive use of
Postal Service or [2] service-based contracts where the supplier takes
ownership and full responsibility for the security of the data.

Data must not be viewed, processed, transmitted. or stored outside the
United States (including U.S. territories). See Handbook AS-805-H for
additional cloud security requirements.

External Technology Solution Security and Privacy
Assessments

Service-Based Contract Solution Security and Privacy
Assessment

To determine how the service provider will protect Postal Service data, all
service-based contract solutions must be evaluated by Corporate Information
Security (CISO) and the Privacy Office to evaluate the service provider's
protection posture. This evaluation will include, but is not limited to a review
of the service provider's internal documentation as well any third-party
assessment documentation that can assist in verifying third-party control
implementation, such as, ISO 27001, SOC2, and-PCI DSS, NIST/FedRAMP.

1-6.3.2Cloud and Hosted Solution Security and Privacy Assessment

1-6.3.3

To determine how the solution provider will protect Postal Service data:

a.  The offsite hosting letter must be reviewed and approved by CISO and
Privacy Office.

b.  Allhosted and cloud solutions must complete the USPS infrastructure
security-assessment-prosess-Certification and Accreditation process.

Cloud Solution Security and Privacy Assessment
All cloud solutions collecting, transmitting, or storing sensitive or sensitive-
enhanced (including PII, PCI, and law enforcement) data must complete and

maintain a current FedRAMP Authorization as guided by the AS




Information Security
805Hcertification. H-FedRAMP-certification-is-in-process-an-interim-Unless
otherwise stated in the contract with the CSP, a security assessment will be
conducted using the Postal Service infrastructure-sesurity
assessmentCertification and -precessAccreditation process.

All cloud solutions that-are-nen-sensitive-and-nen-critisalregardless of
sensitivity and criticality, will utilize the
Postal Service infrastructure—security —assessmentCertification and

Accreditation —process if—net—already—FedRAMPio —evaluatee: the risk
regardless of the FedRAMP status. If the solution has been FedRAMP

evaluated, CISO will assess that evaluation.

1-7 Information Resources

Exhibit 1-7

Information security policies apply to all information, in any form, related to
Postal Service business activities, employees, or customers that have been
created, acquired, or disseminated using Postal Service resources, brand, or
funding. Information security policies apply to all technologies associated
with the creation, collection, processing, storage, transmission, analysis, and
disposal of information. Information security policies also apply to all
information systems, infrastructure, applications, products, services,
telecommunications networks, computer-controlled mail processing
equipment, and related resources, which are sponsored by, operated on
behalf of, or developed for the benefit of the Postal Service.

Exhibit 1-7 shows examples of information technologies and the information

they contain that are collectively known as information resources.
Information resources may be referred to as technology solutions within the
Technical Solutions Life Cycle (TSLC).

Examples of Information Resources

Category

Description

Examples

Systems and
Equipment

All multi-user computers
and computer controlled
systems and their
components.

@ Data Processing

m Automated Information Systems (AlS)
B Process Control Computers

B Process Control Systems

® Embedded Computer Systems

® Mainframe Computers

| Minicomputers

B Microcomputers

| Microprocessors

m Office Automation Systems

m Stand-Alone, Shared Logic, or Shared Resource Systems
| Firmware

® Servers

2 Kiosks

E Intelligent Vending Machines
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Mail Processing

All computer-controlled

® Bar Code Sorters

or as a printed product of
data stored in digital
format.

Spreadshests
Digital Images
Electronic Mail
Tables
Databases

Equipment (MPE) | equipment and m Flat Sorters
networks used in m Optical Character Readers
processing, distributing, | g pats collection System
and transporting the )
mail. E Routers and Switches
W Tray Management System
® Forwarding Control System
& MPE Support System
Category Description Examples
Single-User All computers and their ® Personal Computers (PCs)
Computer components used by ® Workstations
Equipment individuals. m Mobile Computing Devices
— Laptop Computers
— Notebook Computers
— Tablet Devices
— Phablets
— Handheld Computers
— Smart Phones
—~ Scanners
Hardware All major items of ¥ Central Processing Units {(CPUs)
equipment or their E Random Access Memory (RAM)
components associated m Hard Drives
with a computer system. ®@ Network Interface Cards
M Terminals
m Monitors
E Speakers
m Video Display Terminals
| Projection Eguipment
® Modems
W Printers
m Scanners
Software All programs, scripts, B Operating Systems (0S)
applications, operating ® Programs (Source and Object)
systems, HTML, and m Applications
related resources. m Applets
® Macros, Scripts
m Database Management Systems
E Custom Code
& Associated Documentation
Data and All information or data m Text Flles
Information stored in digital format, m Documents
]
]
i ]
[ ]
a
(]

Biomettics Information
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Products and

All objects, processes,

m Information Delivery Services

Services functions, and m E-Commerce Applications
information delivered m Digital Certificate Services
by, for, or under the m Web Site Content
brand of the Postal = Managed Services
Service, <

Category Description Examples

Network Facilifies

All communicafions
lines and associated
interconnected
communications
equipment.

Transition Lines

Terminal Equipment

Routers

Firewalls

Hubs

Switches

Local Area Networks (LANS)
Wide Area Networks (WANs)
Virtual Private Networks (VPNs)
Infrastructure

Internst

intranet

Extranet

Telephone and Telephone Sysiems
Voice-Messaging Systems

Fax Machines
Videoconferencing Equipment
Wireless Communications

Media

All electronic and non-
electronic media used
for information
exchange.

Magnetic Tapes
Magnetic or Opfical Disks
Diskettes

USB Devices

Hard-Copy Printouts

1-8 Organizations and Personnel

Information security policies apply to all Postal Service functional
organizations and personnel, including Postal Service employees,
contractors, vendors, suppliers, business partners, and any other authorized
users of Postal Service information systems, applications, telecommunication
networks, data, and related resources, regardless of location. Information
security applies to the Office of the Inspector General and the Inspection
Service except where statutory authority exempts them.

For the purposes of these policies, the above entities are collectively known
. -+ as personnel. This definition of “personnel” excludes customers whose only
access is through publicly available services, such as public Web sites of the

Postal Service.

These policies do not change the rights or responsibilities of either
. management or the unions pursuant to Articles 17 and 31 of the various

Handbook AS-805



Introduction: Corporate [nformation Security

collective bargaining agreements or the National Labor Relations Act, as
amended. These revisions do not bar the unions from using their own
portable devices and media for processing information that is relevant for
collective bargaining and/or grievance processing, including information
provided by management pursuant to Articles 17 and 31 of the collective
bargaining agreement or the National Labor Relations Act. There is no
change to policy concerning restricted access to the Postal Service Intranet.

Note: For specific guidance regarding practices or actions not explicitly
covered by these policies, contact the manager, Corporate Information
Security Office, prior to engaging in such activities.

1-9 Importance of Compliance

1-8.1

1-9.2

19.3

1-9.4

Maintaining Public Trust

The public entrusts vast amounts of information to the Postal Service every
day — information that the Postal Service is required by law and goed
business practice to protect. Compliance with information security policies
will help protect information resources and enhance the reputation of the
Postal Service as deserving of public trust.

Continuing Business Operations

The Postal Service is committed to delivering superior customer service in
an increasingly competitive marketplace through the effective use of
technology, information, and automation. Compliance with information
security policies will help ensure the continuous availability and integrity of
the technological infrastructure that is critical to the Postal Service’s ability to
perform its mission.

Protecting Postal Service Investment

Postal Service information resources represent a sizable financial investment
in technologies and in information that can never be replicated. These
information resources are of paramount importance to the mission of the
Postal Service and to the country and must be protected.

Abiding by Federal Regulations
Postat Service information security policies are designed to respond to the
intent and spirit of government laws, regulations, and directives.
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1-10 Policy Exception and Review

10

1-10.1

1-10.2

Granting an Exception to the Policies

Any exception to the policies in this handbook must be based on a completed
risk assessment and documented in a risk acceptance letter approved by the
vice president, Information Technology, and the vice president of the function
business area. (Risk acceptance is defined in 4-6, Risk-Based Information
Security Framework, of this handbook). If the exception impacts sensitive or
sensitive-enhanced information, the Chief Privacy Officer (CPO) must also
approve the exception. (Information categories and levels are defined in 3-2,
Information Designation and Categorization, of this handbook).

Policy Review

Information security policy is reviewed on semiannual basis and updated as
needed to reflect changes to business objectives, government, and industry
requirements, and risks to the computing environment. A call for updates is
sent to applicable Postal Service organizations. Comments, suggestions, and
recommended changes are submitted to the Corporate Information Security
Office (CISO).

Organizations can submit suggestions and recommended changes to CISO
anytime throughout the year, as the need arises. Allcomments, suggestions,
and recommended changes are reviewed by the CISO for possible inclusion
in information security policy documents.

The CISO responds to the submitter with a summary of the action to be
taken. Approved changes are packaged into a draft change document which
is then vetted with Postal Service organizations. The CISO reviews all
comments received from the vetting process against federal laws,
regulations, directives, circulars, memoranda, and standards; industry
standards and best practices; and Postal Service business needs. The
finalized change document is submitted for signoff by the chief security
officer and for publication on PolicyNet.
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2 Security Roles and Responsibilities

2-1 Policy

Information security is the individual and collective responsibility of all Postal
Service personnel, business partners, and other authorized users. Access to
information resources is based on an individual's roles and responsibilities.
Only authorized personnel are approved for access to Postal Service
information resources.

All infermation technology managers are responsible for securing the Postal
Service computing envircnment, which includes information resources and
infrastructure, by implementing appropriate technical and operational security
processes and practices that comply with Postal Service information security
policies.

All officers, business and line managers, and supervisors, regardless of
functional area, are responsible for implementing information security
policies. All officers and managers must ensure compliance with information
security policies by organizations and information resources under their
direction and provide the persennel, financial, and physical resources
required to appropriately protect information resources.

All Postal Service personnel are responsible for complying with all Postal
Service information security policies.

2-2 Consolidated Roles and Responsibilities

November 2019

2-2.1

Chief Information Officer and Executive Vice

President
The chief information officer (CIO) and executive vice president is
responsible for the following:

a.  Acting as the senior information technology (IT) decision maker and
corporate change agent to securely integrate the key components of
business transformation: technology, processes, and people.

b.  Providing advice and assistance to senior managers on information
security policy and their compliance-based performance.

c. Promoting the implementation of an information security architecture to
mitigate information security-related risk.

d.  Promoting the protection of corporate information resources across
Postal Service organizations and business parthers.

11
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2-2.2

Information Security
Together with the vice president of the functional business area (data
steward) and chief privacy officer (CPO), approving the removal of
portable electronic devices or media containing sensitive-enhanced or
sensitive information from a Postal Service facility. If this responsibility
is delegated, notice to that effect must be writing. See 3-5.5.

Chief Postal Inspector
The chief postal inspector is responsible for the following:

a.

Establishing policies, procedures, standards, and requirements for
personnel, physical, and environmental security.

Approving the identification of sensitive positions.

Conducting background investigations and granting personnel
clearances.

Conducting site security reviews, surveys, and investigations of
facilities containing Postal Service computer and telecommunications
equipment to evaluate all aspects of physical, environmental, and
personnel security.

Providing technical guidance on physical and environmental security
activities that support information security, such as controlled areas,
access lists, physical access control systems, and identification
badges; providing protection of workstations, portable devices, and
media containing sensitive-enhanced, sensitive, or critical information.

Providing security consultation and guidance during system,
application, and product development to assure that security concerns
are addressed and information and/or evidence that may be needed for
an investigation is retained by the information resource.

Assisting the manager, Corporate Information Security Office (CISO),
with reviews, as appropriate.

Investigating reported security incidents and violations.

Conducting revenueffinancial investigations including theft,
embezzlement, or fraudulent activity.

Providing physical protection and containment assistance and
investigating information security incidents as appropriate.

Funding CISO investigative efforts outside of those normally required.

Managing, securing, scanning, and monitoring the Inspection Service's
network and information technology infrastructure.

Defining high-risk international destinations where personnel are
prohibited from traveling with their standard issue Postal Service
computers and communications equipment (including laptops,
notebook computers, external hard drives, Blackberr-mobile devices,
Universal Serial Bus (USB) devices, etc.).

Providing temporary equipment to use when traveling to high-risk
international destinations.
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Security Roles and Responsibilities

223 Vice President, Information Technology
The vice president, Information Technology (IT), is responsible for the

following:

a.  Sponsoring information security and business continuity
management programs and ensuring that financial, personnel, and
physical resources are available for completing security and
business continuity tasks.

b.  Ensuring confidentiality, availability, and integrity of information
processed by IT applications.

C. Ensuring compliance with the information security certification and
accreditation processes.

d.  Together with the vice president of the functional business area,
accepting, in writing, residual risks of information resources under
their control. The VP IT may delegate this authority to the applicable
Business Relationship Management manager. If this authority is
delegated, notice to that effect must be in writing.

e.  Reporting to senior management on the status of an incident with a
major IT application,

f. Defining and documenting secure coding best practices.

224 Manager, Computer Operations
The manager of Computer Operations is responsible for the following;

a.  Sponsoring information security and business continuity
management programs and ensuting that financial, personnel, and
physical resources are available for completing security and
business continuity tasks.

b.  Ensuring confidentiality, availability, and integrity of information
processed at [T sites.

c.  Ensuring the protection and secure implementation of the Postal
Setvice IT infrastructure.

d.  Supporting the information security cettification and accreditation
processes.

e.  Together with the vice president of the functional business area
(data steward) and CPO, approving the removal of portable
electronic devices or media containing sensitive-enhanced or
sensitive information from an IT facility. (If this responsibility is
delegated, notice to that effect must be writing. See 3-5.5.)

f. Reporting to senior management on the status of an incident at a
major
IT facility.

g.  Reviewing and utilizing C&A documentation in the IT Artifacts
Library.

h.  Resolving identified vulnerabilities.

November 2019 13
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Information Security

225 Chief Information Security Officer
The chief information security officer (CISO) is responsible for the following:

a. Setting the overall strategic and operational direction of the Postal
Service information security program and the program's implementation
strategies.

b.

Engaging at any point on any level for issues related to information
security that impact the Postal Service.

Recommending members to the Information-Sesurity Executive
Cyber Risk Committee (ECRC)Couneil.

Developing and disseminating information security policies,
processes, standards, and procedures.

Managing the certification and accreditation (C&A) process.

Providing guidance on application security, reviewing the C&A
documentation package, and accrediting sensitive-enhanced,
sensitive, and critical information resources developed for, endorsed
by, or operated on behalf of the Postal Service.

Managing the Network Change Review Board (NCRB) process.
Authorizing temporary access to information resource services.

Conducting site security reviews or providing support to the Postal
Inspection Service during its site security reviews, as requested.

Providing consulting support for securing the network perimeter,
infrastructure, integrity controls, asset inventory, identification,
authentication, authorization, intrusion detection, penetration testing,
and audit logs and for information security architecture, technologies,
procedures, and controls.

Approving encryption technologies.

Providing leadership of the security initiatives for the Enterprise
Architecture Forum.

Developing and implementing a comprehensive information security
training and awareness program that is mandatory for all employees
at time of hire and annually thereafter.

Serving as the central point of contact for all information security
issues and providing overall consultation and advice on information
security policies, processes, standards, procedures, requirements,
controls, services, and issues.

At least semiannually, assessing the adequacy of information
security policy and process to reflect changes to business objectives
and the operating environment (including technology infrastructure,
threats, vulnerabilities, and risks).

At least annually, assessing the adequacy of information security
controls and recommending changes as necessary.

Establishing evaluation criteria and recommending security
hardware, software, and audit tools.

Approving the establishment of shared accounts.
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Security Roles and Responsibilities
s.

aa.

Ensuring compliance to information security policies and standards
through inspections, reviews, and evaluations.

Providing support to the Office of the Inspector General (OIG) and
the Inspection Service during the conduct of investigative activities
concerning information security, the computing infrastructure, and
network intrusions, as requested.

Providing support to the chief postal inspector during the conduct of
facility/site security reviews, as requested.

Escalating security issues to executive management and
promulgating security issues and recommended corrective actions
across the Postal Service.

Authorizing monitoring and surveillance activities of information
resources.

Authorizing (in case of threats to the Postal Service infrastructure,
network, or operations) appropriate actions that may include viewing
and/or disclosing data to protect Postal Service resources or the
nation's communications infrastructure.

Confiscating and removing any information resource suspected of
inappropriate use or violation of Postal Service information security
policies to preserve evidence that might be used in forensic analysis
of a security incident.

Reviewing and approving information security policy for mail
processing equipment/mail-handling equipment (MPE/MHE).

Providing guidance and program direction for security solutions, and
ensuring adherence of the solution to the existing policies.

2-2.6 Information-Security Executive

CouncilEnterpriseExecutive Cyber Risk Committee

. F . . ; ' ” p S -

The purpose of the Executive Cyber Risk Committee (ECRC) is to establish, communicate, and regularly

review the USPS cyber risk capacity and appetite and keep the Postmaster General abreast of cyber

risks that may impact the cyber network.

2-27Vice Presidents, Functional Business Areas
The vice presidents of Postal Service functional business areas are
responsible for the following:

a.

November 2019

Ensuring resources are available for completing information security
tasks.

Ensuring the security of all information resources within their
organization.

Together with the VP IT, accepting, in writing, residual risks of
information resources under their control. The vice presidents of
functional business areas may delegate this authority to the

15




2-2.8

2-2.9

2-2.10
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Information Security
applicable executive sponsor. If this authority is delegated, notice to
that effect must be in writing.

d.  Ensuring that contractual agreements require all suppliers,
contractors, vendors, and business partners under each VVP's
purview to adhere to Postal Service information security policies.

e. _ Together with the CIO and CPO, approving the removal of portable
electronic devices or media containing sensitive-enhanced or
sensitive information from a Postal Service facility. (If this
responsibility is delegated, the delegation of responsibility must be

writing.)

ef Oversee organizational compliance for requlatory and external
requirements (SOX, PCI).

Vice President, Engineering
a. _The vice president, Engineering Systems, is responsible for ensuring
the security of information resources used in support of the
MPE/MHE environment, including technology acquisition,
development, and maintenance.
a-b. Oversee organizational compliance for reqgulatory and external

requirements (SOX, PCI)

Vice President, Network Operations
The vice president, Network Operations, is responsible for the security of the
mail and information resources used in support of strategies and logistics.

Officers and Managers
All officers, business and line managers, and supervisors, regardless of
functional area, are responsible for the following:

a. Implementing information security policies, ensuring compliance with
information security policies by organizations and information
resources under their direction, and invoking user sanctions as
required.

b. Identifying sensitive information positions in their organizations and
ensuring that personnel occupying sensitive positions hold the
appropriate level of clearance.

G Managing access authorizations and documenting information
security responsibilities for all personnel under their supervision.

d.  Ensuring all personnel under their supervision receive information
security training commensurate with their responsibilities upon hire
and annually thereafter, and maintaining auditable training records
when there isn’t an automated system.

e. Ensuring all personnel under their supervision comply with Postal
Service information security policies and procedures.

f. Including employee information security performance in performance
evaluations.
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Security Roles and Responsibilities

November 2019

22,11

d.

Supervising information security responsibilities of their onsite
contractor personnel.

Processing departing personnel appropriately and notifying the
appropriate system and database administrators when personnel no
longer require access to information resources.

Initiating a written request for message data content or Internet
usage monitoring and sending it to the CPO for approval.

Approving or denying requests, by personnel under their
supervision, for access to information resources beyond temporary
information resource services and reviewing those access
authorizations on a semiannual basis.

Ensuring that all hardware and software ara obtained in accordance
with official Postal Service processes.

Protecting information resources and ensuring their availability
through business continuity activities including plans, procedures,
off-site backups, periodic testing, workarounds, and training/cross-
training essential and alternate personnel.

Ensuring that personnel under their supervision who remove a
portable electronic device or media from a Postal Service facility are
aware of their responsibility for its security and have a place to
secure the device or media when it is not being used.

Ensuring compliance with Postal Service information security policy
and procedures.

Reporting suspected information security incidents to CyberSafe
immediately, protecting information resources at risk during security
incidents, containing the incident, and following continuity plans for
disruptive incidents (see Chapter 13, Security Incident
Management).

Executive'Sponsors

Executive sponsors, as representatives of the vice president of the functional
business area, are the business managers with oversight (e.g., funding,
development, production, and maintenance) of the information resource and
are responsible for the following:

a.

Consulting with the CPO for determining information sensitivity and
Privacy Act applicability.

Ensuring a business impact assessment (BIA) is conducted to
determine the sensitivity and criticality of each information
resource under his or her control and to determine the potential
consequences of information resource unavailability.

Providing resources to ensure that security requirements are
properly addressed and information resources are propetly
protected.

Ensuring completion of a site security review, if the facility hosts an
information resource designated as sensitive-enhanced, sensitive,
or critical.
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Ensuring that contract personnel under their supervision comply
with Postal Service information security policies and procedures.

Ensuring that all information security requirements are included in
contracts and strategic alliances,

Ensuring compliance with and implementation of the Postal
Service privacy policy; data collection, retention, and destruction
policies; customer or employee privacy notices; and software
licensing.

Appointing, in writing, an information systems security
representative (ISSR).

Ensuring completion of security-related activities throughout the
Information resource C&A life cycle.

Ensuring that information resources within their purview are
capable of enforcing appropriate levels of information security
services to ensure data integrity.

Preventing residual data from being exposed to unauthorized
users as information resources are released or reallocated.

Authorizing access to the information resources under their control
and reviewing those access authorizations on a semiannual basis.

Maintaining an accurate inventory of Postal Service information
resources and coordinating hardware and software upgrades.

Ensuring appropriate funding for proposed business partner
connectivity, including costs associated with the continued support
for the life of the connection.

Initiating and complying with the network connectivity request

requirements and process as documented in the Information
Security Network Connectivity Process.

Notifying the NCRB when the business partner trading agreement
ends or when network connectivity is no longer required,

On a semiannual basis, reviewing and validating business partner
connectivity to the Postal Service intranet.

Funding application recovery (including but not limited to hardware/
software licenses required, continuity plan development, testing,
and maintenance) for applications.

if the VP functional business area delegated this authority to the

_executive sponsot, the executive sponsor will work jointly with the

VP IT (or the Business Relationship Management manager if this
authority is delegated) to review the C&A documentation package,
accept the residual risk to an application, and approve the
application for production or return the application to the applicable
life cycle phase for rework.

Reporting suspected information security incidents to CyberSafe
immediately, protecting information resources at risk during the
security incident, containing the incident, and following continuity
plans for disruptive incidents.
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u.  Coordinating the resolution of identified vulnerabilities with the
appropriate IT organization (e.g., Computer Operations, Business
Relationship Management, Solutions Development and Support,
etc.).

2212 Functional System Coordinators

2-2.13

The functional system coordinator (FSC) role is an ad hoc activity assigned
by a data steward and is not a position or job function. An FSC has expert
knowledge of the information resource and is familiar with the people and
levels of access being requested. The FSC role may be required for all
information resources registered in eAccessARISeAccess/ARIS. The FSC
role is restricted to authorized Postal Service employees and contractors.

An FSC is responsible for approving or denying a request based on the role
or access level requested. If access to an information system is requested,
the FSC is responsible for ensuring that the requestor has successfully
completed the appropriate background investigation or obtained the
appropriate clearance. The FSC has the last level of approval before a
request is sent to the log-on administrator to create the account, which will
then become active.

Business Relationship Management Portfolio

Managers (formerly Portfolio Managers)
Business Relationship Management portfolio managers are responsible for
the following:

a. Supporting the executive sponsor in the development of
information resources and the C&A process, including the BIA, risk
assessment, and business continuity plans.

b. If an ISSR has not been assigned by the executive sponsor,
appointing an ISSR to perform security-related activities.

C. Providing coordination and support to executive sponsors and
disaster recovery (DR) service providers for all matters relating to
business continuity planning.

d.  Reviewing the C&A documentation package and completing a risk
mitigation plan for risks identified as high or medium. If a
documented high or medium vulnerability will not be mitigated,
preparing and signing a Risk Acceptance Letter as part of the C&A
process.

e. Business Relationship Management portfolio managers are
responsible for the following: If the VP IT delegated this authority to
the Business Relationship Management portfolio manager, the
Business Relationship Management portfolio managers will work
jointly with the vice president of the functional business area (or
the executive sponsor, if this authority is delegated) to review the
C&A documentation package, accept the residual risk to an
information resource, and approve the information resource for
production or return the information resource to the applicable life-
cycle phase for rework.
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f. Ensuring that the information resource is registered in
eAccessARISeAccess/ARIS.

g.  Accepting personal accountability for adverse consequences if the
information resource was placed in production before the C&A
process was completed.

h. Managing projects through their project managers who are
responsible for the following:

(1)  Incorporating the appropriate security controls in all
information resources.

(2) Developing and maintaining C&A documentation as
required.

(3) Ensuring that the information resource is entered in the
Enterprise Information Repository (EIR) and updated as
required.

(4)  Filing C&A documentation in the IT Artifacts Library and
maintaining the hardcopies and electronic copies for the
appropriate retention periods.

i. Notifying the NCRB when the business partner trading agreement
ends or when network connectivity is no longer required.

i On a semiannual basis, reviewing and validating business partner
connectivity to the Postal Service intranet.

k.  Completing along with their staff the annual C&A training.
I Resolving identified vulnerabilities.

Managers of Information Technology Solution

Centers
The managers of Information Technology Solution Centers are
responsible for the following:

a. Sponsoring information security and business continuity
management programs and ensuring that financial, personnel,
and physical resources are available for completing security
and business continuity tasks.

b. Ensuring confidentiality, availability, and integrity of data.

G Ensuring the protection and secure implementation of the
Postal Service IT infrastructure.

d. Ensuring compliance with the information security C&A
processes.

e.  Together with the vice president of the functional business
area, accepting, in writing, residual risk of applications and
approving deployment.

f. Together with the vice president of the functional business
area, approving the removal of portable electronic devices or
media containing sensitive-enhanced or sensitive information
from a Postal Service facility. (If this responsibility is
delegated, notice to that effect must be writing.)
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9. Managing projects through their project managers who are
responsible for the following:

(1}  Incorporating the appropriate security controls in
all information resources.

(2) Developing C&A documentation as required.

(3) Ensuring that the information resource is entered
in the Enterprise Information Repository (EIR) and
updated as required.

(4} Filing C&A documentation in the IT Artifacts
Library and maintaining the hardcopies and
electronic copies for the appropriate retention
periods.

h.  Notifying the NCRB when the business partner trading
agreement ends or when network connectivity is no longer
required.

i. On a semiannual basis, reviewing and validating business
partner connectivity to the Postal Service intranet.

i Functioning as the incident management team leader for their
facility.
k. [dentifying and training key technical personnel to provide

support in business continuity planning for their facility,
information resources housed in their facility, and the alternate
DR facilities,

1. Resolving identified vulnerabilities,

2215 [nstallation Heads
Installation heads are in charge of Postal Service facilities or
organizations, such as areas, districts, Post Offices, mail processing
facilities, parts depots, vehicle maintenance facilities, computer service
centers, or other installations. Installation heads are responsible for the
following:

a.  Designating a security control officer (SCO) who is responsible for
personnel and physical security at that facility, including the
physical protection of computer systems, equipment, and
information located therein,

b.  Implementing physical and environmental security support for
information security, such as the protection of workstations,
portable devices, and media containing sensitive-enhanced,
sensitive, or critical information.

c.  Controlling physical access to the facility, including the
establishment and implementation of controlled areas, access lists,
physical access control systems, and identification badges.

d.  Funding building security equipment and security-related building
modifications.
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e. Maintaining an accurate inventory of Postal Service information
resources at their facilities and implementing appropriate hardware
security and configuration management.

f. Maintaining and upgrading all security investigative equipment, as
necessary.

g. Ensuring completion of a site security review, providing assistance
to the Inspection Service and CISO as required, and accepting site
residual risk.

h.  Ensuring that the Postal Service security policy, standards, and
procedures are followed in all activities related to information
resources (including procurement, development, and operation) at
their facility.

i Ensuring that all employees who use or are associated with the

' information resources in the facility are provided information
security training commensurate with their responsibilities and
taking appropriate action in response to employees who violate
established security policy or procedures.

j. Cooperating with the Inspection Service to ensure the physical
protection of the network infrastructure located at the facility.

k.  Developing, maintaining, and testing:

(1) Emergency Action Plans required for each facility to
ensure personnel are safely evacuated and provides for
the protection of the employees.

(2) Incident Management Facility Recovery Plan required
for each major IT site.

(3) Workgroup Recovery Plan required for each business
function.

{(4) Disaster Recovery Plan (DRP) (business information
systems disaster) documents required for each critical
system that supports essential (core) business
functions.

i Implementing and managing the following plans and team members:
(1) Emergency Action Plan.
(2) Incident Management Facility Recovery Plan.

(3) Workgroup Recovery and “Beyond” Continuity of
Qperations (COOP) Plans.

(4) DRP (business information systems disaster)
documents.

i. Reporting information security incidents to CyberSafe immediately,
containing the incident, foliowing continuify plans for disruptive
incidents, and assessing damage caused by the incident.

i Resolving identified vulnerabilities.

2246 Chief Privacy Officer

The CPO is responsible for the following:
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Developing policy for defining information sensitivity and
determining information sensitivity designations.

Providing guidance on privacy issues to ensure Postal Service
compliance with the Privacy Act, the Freedom of Information Act,
Gramm-Leach-Bliley Act, and Children’s Online Privacy Protection
Act.

Developing privacy compliance standards, customer or employee
privacy notices, and customer data collection standards, including
cookies and Web-transfer notifications.

Developing appropriate data record retention, disposal, and
release procedures and standards.

Approving requests for message data content or Internet usage
monitoring.

Consulting on and reviewing the BIA and approving the
determination of information sensitivity.

Providing guidance throughout the investigation of a mass data
compromise relating to the privacy of customer and employee/
contractor personal information.

Developing communications to transmit to impacted parties to a
mass data compromise.

2217 Inspector General
The inspector general is responsible for the following:

a.

Conducting independent financial audits and evaluation of the
operation of the Postal Service to ensure that its assets and
resources are fully protected.

Preventing, detecting, and reporting fraud, waste, and program
abuse,

Investigating computer intrusions and attacks against Postal
Service information resources per agreement with the Inspection
Service.

Investigating the release or attempted release of malicious code
onto Postal Service information resources.

Investigating use of Postal Service information resources to attack
external networks.

Promoting efficiency in the operation of the Postal Sarvice.

Funding CISO investigative efforts cutside of those normally
required,

The manager, Technical Crimes Unit (TCU), is responsible for the
following;

(1)  Functioning as an ongoing liaison with CyberSafe.

(2) Serving as a point of contact between CyberSafe and law
enhforcement agencies.

(3) Conducting criminal investigations of attacks upon Postal
Service networks and computers.
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2218 Manager, Business Continuance Management
The manager, Business Continuance Management, is responsible for the
following:

a.
b.

I

k.

Protecting the health and safety of Postal Service employses.

Ensuring the continuity of business, expediting recovery from a
loss of a single critical system or a major disruption to business
functions.

Reviewing and assessing Business Continuity Management (BCM)
program plans.

Defining, planning, developing, implementing, managing, assuring
the testing and exercising, and monitoring for compliance of a
sustainable BCM program for the Postal Service.

Ensuting appropriate Business Continuity Plans (BCPs) are
developed, tested, and exercised for business functions and
information technology services.

Ensuring appropriate DRP documents are developed and business
information systems are tested for all critical and business
functions and services.

Ceriifying all DRP test and BCP exercise.

Developing and implementing lines of communication to the iT
organization about BCM matters.

Promoting BCM awareness and providing training for Postal
Service personnel.

Ensuring compliance with BCM and information security policies.
Establishing BCM pblicy and strategy.

2219 Manager, Telecommunications Services
The manager, Telecommunications Services (TS), is responsible for the

following:

a.

Implementing and maintaining operational information security
throughout the network infrastructure including timely security
patch management. Critical security patches for PCl-related
information resources must be installed within 30 days of release.

Recommending and deploying network hardware and software
based on the Postal Service security architecture.

Operational monitoring and tracking of all physical connections
between any component of the Postal Service telecommunications
infrastructure and any associated information resource not under
Postal Service control.

implementing security controls and processes to safeguard the
availability and integrity of the Postal Service intranet including
physical access to network infrastructure and the confidentiality of
sensitive-enhanced and sensitive information.

Implementing the network perimeter firewalls, demilitarized zones,
secure enclaves, and proxy servers.
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f.
g.

Designating TS representative(s) to the NCRB.

Ensuring secure and appropriate connectivity to the Postal Service
intranet,

Ensuring network services and protocols used by Postal Service
information resources provide the appropriate level of security for
the Postal Service intranet and the information transmitted.

Implementing secure methods of remote access and appropriate
remote access controls.

Implementing two-factor authentication and the associated
infrastructure for nefwork management.

Implementing only Postal Service-approved encryption technology.

Implementing appropriate network security administration and
managing accounts appropriately.

Maintaining the integrity of data and network information
resources.

Supporting the implementation of approved security incident
detection and prevention technologies (e.g., virus scanning,
intrusion detection systems, and intrusion prevention systems)
throughout the perimeter.

Maintaining an accurate inventory of Postal Service network
information resources.

Monitoring network security alerts and logs and providing network
security audit logs to the CISO I1SS.

Ensuring that recovery plans and sufficient capacity are in place for
the recovery of the telecommunications infrastructure for the IT-
supported Postal Service sites.

ldentifying and training key technical personnel to provide support
in BCM for information resources housed in IT-supported Postal
Service sites.

Monitoring network traffic for anomalies, conducting perimeter
scanning for viruses, malicious code, and usage of nonstandard
hetwork protocols, and immediately reporting suspected
information security incidents to CyberSafe.

Protecting infermation resources at risk during security incidents (jf
feasible) and providing support for CyberSafe incident containment
and response.

Approving all wireless technology before any implementation
activities are initiated.

Implementing and managing wireless local area network
connectivity.

Detecting unauthorized access points.
Resolving identified vulnerabilities.
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2220 Managers Responsible for Computing Operations
The managers responsible for computing operations are responsible for the
following:

a.

m.

Implementing information security policies, procedures, and
standards and ensuring compliance.

Coordinating and implementing standard platform configurations
based on the Postal Service security architecture.

Creating and maintaining a timely patch management process and
deploying patches to resources under their control. Critical security
patches for PCl-related information resources must be installed
within 30 days of release.

Maintaining an accurate inventory of Postal Service information
resources, tracking and reacting to security vulnerability alerts,
coordinating hardware and software upgrades, and maintaining
appropriate records.

Deploying and maintaining anti-virus software and recognition
patterns to scan for malicious code and usage of nonstandard
network protocols.

Supporting the C&A process for internally managed information
resources.

Ensuring that remote access is appropriately managed.

Implementing appropriate security administration and ensuring that
accounts are managed appropriately.

Maintaining the integrity of data and information resources and
ensuring the appropriate level of information resource availability.

Ensuring the installation of the authorized internal warning banner
(see Exhibit 14-3.3).

Disseminating security awareness and warning advisories to local
users.

Reporting suspected information security incidents to CyberSafe
immediately, protecting information resources at risk during security
incidents, implementing containment, and assisting in restoring
information resources following an attack.

Resolving identified vulnerabilities.

2221 Manager, Corporate Information Security Office

Information Systems Security
The manager, CISO ISS is responsible for the following:

a.
b.

Determining the requirements and standards for secure enclaves.

Assessing information resources to determine the need for
placement in a secure enclave.

Provide oversight for standard configurations and hardening
standards in collaboration with MPE/MHE System owners.
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Approving two-factor authentication (e.g., digital certificates, digital
signatures, biometrics, smart cards, and tokens) and the
associated infrastructure for network management.

Approving and managing intrusion detection systems and intrusion
prevention systems.

Approving, managing, and ensuring appropriate perimeter
penetration testing and network vulnerability scans and testing.

Providing support to the OIG during the conduct of investigative
activities concerning information security, the computing
infrastructures, and network intrusion as requested.

Approving the use of networking monitoring tools, except those
used by the OIG.

Providing support to the chief postal inspector during his or her
conduct of site security reviews as requested.

Conducting monitoring and surveillance activities.

Collecting, correlating, and reviewing all Postal Service security
audit log files and security alerts.

Reviewing information security policy and processes for
MPE/MHE. -

Developing and maintaining an information security architecture
and coordinating a secure Postal Service computing infrastructure
by setting standards and developing the security processes and
procedures.

Removing network connectivity from any computi_ng device that
does not meet the defined operating system and anti-virus
software and recognition pattern thresholds.

Managing the NCRB to control connectivity to the Postal Service
computing infrastructure.

Designating the chairperson of the NCRB and additional 1SS
representative(s) to the NCRB, as required.

Designating an information security policy and process program
manager who is responsible for establishing, documenting, and
disseminating information security policies, standards, and
processes.

The manager, NCRB is responsible for the following:

a.

Ensuring connecfivity requests are submitted in the established
format and sufficient in detail to be evaluated properly.

Contacting the submitter or technical contact for any additional or
missing information.

Forwarding the approved connectivity request to the
implementation organizations.

Providing technical guidance throughout the network connectivity
Process.
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Analyzing business cases and supporting documents for
connectivity requests.

Evaluating connectivity requests and approving or rejecting them
based on existing policy and industry leading best practices.

Evaluating connectivity requests for Postal Service information
resource to secure enclave needs.

Assisting the submitter in identifying alternative solutions for
rejected requests that are acceptable to the submitter and
comply with the Postal Service standards.

Reviewing new information resource, infrastructure, and network
connections and their effects on overall Postal Service operations
and information security.

Ensuring all changes made for an emergency request are
annotated and submitied via the NCRB process as soon as work
is complete.

Enforcing standard connectivity and documentation criteria to
expedite approval of connectivity requests.

Determining criteria for standard connectivity that will allow for
preapproved requests.

Ensuring compliance with Postal Service information system '
security policies and procedures, resources, and communications
standards.

Identifying and reporting unauthorized or non-compliant
connections in the Postal Service network to responsibie parties.

Reviewing and monitoring business partner connectivity to
ensure appropriate responses in event of a breach

Taking ownership of the NCRB process through stages leading
up to Telecom Implementation

Performing evaluation and endorsement of Google chrome
extensions.

Conducting regular training of teams new or unfamiliar with
current NCRB policy and procedure.

The manager, CyberSafe is responsible for the following:

a.

Providing immediate and effective response not to be restricted
to including removal of malware infected device, but also
implementing a recommended solution to the affected system
owner to repair and restore functionality.

Working with an organization to contain, eradicate, document,
and recover following a computer security incident. Coordinating
with the stakeholders for incidents involving mail processing
equipment.

Engaging other Postal Service organizations including, but not
limited to, the OIG and Inspection Service.

Escalating information security issues to executive management
as required.
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2-2.23

e.

Conducting a post-incident analysis, where appropriate, and
recommending preventive actions.

Maintaining a repository for documenting, analyzing, and tracking
Postal Service security incidents until they are closed.

Interfacing with other governmental agencies and private-sector
computer incident response centers.

Participating in and providing lesson-learned information from
information security incidents into ongoing information security
awareness and training programs.

Developing and documenting processes for incident reporting
and management,

Providing support to the OIG and the Inspection Service, as
reguested.

Managing CyberSafe to help the Postal Service contain,
eradicate, document, and recover following a computer security
incident and return to a normal operating state.

Managers, Help Desks
The managers, Help Desks, are responsible for the following:

a.

Creating the entry for the problem tracking management system
for security incidents reported to the Help Desks.

Providing technical assistance for responding to suspected virus
incidents reported to the Help Desks.

Escalating unresolved suspected virus events to CyberSafe.

Contracting Officers and Contracting Officer

Representatives
Contracting officers and contracting officer representatives are responsible
for the following:

a.

Ensuring that information technology suppliers, contractors, vendors,
and business partners are contractually obligated to abide by Postal
Service information security policies, standards, and procedures.

Thoroughly vetting service providers for PCI services prior to
engagement that includes a risk analysis and documentation to
reflect due diligence to the PCI assessor.

Updating the PCI Program Management Office (PMO) with status
information on service providers for the PCI environment.

Verifying that information technology suppliers, vendors, and
business partners responsible for storing, processing, or transmitting
Postal Service payment card information complete an annual Letter
of Attestation providing an acknowledgement of their responsibility
for the security of payment card data, under the current PCI DSS.

Monitoring service provider PCl compliance at least annually.

Verifying that all contracts and business agreements requiring
access to Postal Service information resources identify sensitive
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positions, specify the clearance levels required for the work, and
address appropriate security requirements.

g.  Verifying that contracts and business agreements allow monitoring
and auditing of any information resource project.

h.  Verifying that the security provisions of the contract and business
agreements are met.

i. Confirming the employment status and clearance of all contractors
who request access to information resources.

j- Verifying all account references, building access, and other
privileges are removed for contractor personnel when they are
transferred or terminated.

k. Notifying CyberSafe of any security breaches reported to them by

the service providers.

Directing the supplier to remedy code that is identified by the
Executive Sponsor, IT Program Manager and CISO ISSO and taking
such contractual action as necessary to enforce contract
requirements.

m. In the case the CO/COR oversees a SOX relevant service
provider, including PC Postage and/or meter vendors, the CO/COR is

responsible for the following:

n.Receiving a System QOrganization Controls 1 (SOC1) report type |l or
equivalent report (e.g. FedRAMP, SOC?2) if applicable, covering the
relevant services provided to the US Postal Service.

o. Communicating with compliance and finance groups, on the cadence
as requested by each team to discuss exceptions, issues and reporting

p.-Complying-with-all-regulations propeses Code-ofFedera
Regulations {CER} (See-39-CER Part 504 Complying with applicable
regulations on the authorization to manufacture and distribute postage
evidencing systems. (See 39 CFR Part 501).

k.g. Inthe case a third party is a new Postage Evidencing System (PES)
provider to the US Postal Service, the party must adhere to the application
auidelines proposed in the USPS Postage Evidencing System (PES)
provider Applicant Onboarding Guide”

2224 General Counsel
The general counsel is responsible for the following:

a.  Ensuring that information technology contractors, vendors, and
business partners are contractually obligated to abide by Postal
Service information security policies, standards, and procedures.

b.  Ensuring that contracts and agreements allow monitoring and
auditing of Postal Service information resource projects.
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Business

partners may request connectivity to Postal Service network

facilities for legitimate business needs. Business partners requesting or using
connectivity to Postal Service network facilities are responsible for the

following:

a.

Initiating a request for connectivity to the Postal Service executive
who sponsors the request.

Complying with Postal Service network connectivity request (see
Handbook AS-805-D, Information Security Network Connectivity
Process) requirements and process.

Abiding by Postal Service information security policies regardless
of where the systems are located or who operates them. This also
includes strategic alliances.

Protecting information resources at risk during security incidents, if
feasible.

Maintain Chain of Custody for information assets exposed during

security incidents, to track the movement of evidence through its
collection, safeguarding, and analysis lifecycle by documenting
each person who handled the evidence, the date/time it was
collected or transferred, and the purpose for the transfer. To
ensure the integrity of the evidence for post-incident review or law
enforcement involvement.

f. __Reporting information security incidents immediately to CyberSafe,

the executive sponsor, and the information systems security officer
(ISS0O) assigned to their project.

£9. _Taking action, as directed by CyberSafe, to eradicate the incident,

recover from it, and document actions regarding the security
incident.

g-h. _Allowing site security reviews by the Postal Inspection Service and

-

CISO.
Allowing audits by the OIG.

Remediateing deficiencies in their security posture as identified by

the CISO Risk team during the Third-Party Cybersecurity Risk
Assessments of contract requirements.

2226 Accreditor
The manager, CISO, functions as the accreditor and is responsible for the

following:
a.

Reviewing the risk mitigation plan and supporting C&A
documentation package together with business requirements and
relevant Postal Service issues.

Escalating security concerns or preparing and signing an
accreditation letter that makes one of the following
recommendations: accepting the information resource with its
existing information security controls, requiring additional security
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controls with a timeline to implement, or defetring deployment until
information security requirements can be met.

¢.  Forwarding the accreditation letter and C&A documentation
package to the Business Relationship Management manager and
execultive sponsor.
Certifier

The manager, Security Certification and Accreditation Process, who is
appointed by the manager, CISO, functions as the certifier and is
responsible for the following:

a.
b.

Managing and providing guidance to the ISSOs.

Reviewing the C&A evaluation report and the supporting C&A
documentation package.

Escalating security concerns or preparing and signing a
certification letter.

Forwarding the certification letter and C&A documentation package
to the accreditor.

Maintaining an inventory of all information resources that have
completed the C&A process.

Security Control Officers

SCOs ensure the general security of the facilities fo which they are
appointed, including the safety of on-duty personnel and the security of mail,
Postal Service funds, property, and records entrusted to them [see the
Administrative Support Manual (ASM) 271.3, Security Control Officers].
SCOs are responsible for the following:

a.

Establishing and maintaining overall physical and environmental
security at the facility, with technical guidance from the Inspection
Service.

Establishing controlled areas within the facility, where required, to
protect information resources designated as sensitive-enhanced,
sensitive, or critical.

Establishing and maintaining access control lists of people who are
authorized access to specific controlled areas within the facility.

Ensuring positive identification and control of all personnet and
visitors in the facility.

Ensuring the protection of servers, workstations, portable devices,
and information located at the facility.

Consulting on the facility COOP plans.

Conducting annual facility security reviews using the site security
survey provided by the Inspection Service.

Reporting suspected information security incidents to CyberSafe
and providing support for incident containment and response, as
requested.

Responding to physical security incidents and reporting physical
security incidents to the Inspection Service.
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j- interfacing with CyberSafe, Inspection Service, CISO, or OIG, as
required.

2229 Information Systems Security Representatives

2-2.30

ISSRs are appointed in writing by the executive sponsors or the Business
Relationship Management portfolio manager and are members of the
information resource development or integration teams. The role of the ISSR
can be performed in conjunction with other assigned duties. If an ISSR is not
assigned, the project manager assumes the role. ISSRs are responsible for
the following:

a.  Providing support to the executive sponsor and Business
Relationship Management portfolio manager, as required.

b.  Promoting information security awareness on the project team.
Ensuring security controls and processes are implemented.

Notifying the executive sponsor, Business Relationship

Management portfolio manager, and ISSO of any additional

security risks or concerns that emerge during development or
_ acquisition of the information resource.

e.  Developing or reviewing security-related documents required by
the C&A process as assigned by the executive sponsor or
Business Relationship Management portfolic manager.

f. Working with the 1SS0 to complete the eC&A artifacts in the eC&A
system and sending other required artifacts {e.g., TAD, operational
training, etc.) or their location (i.e., URL) to the ISSO.

Information Systems Security Officers
ISS0s are responsibie for the following:

a. Chairing the C&A team.
b.  Ensuring that a BIA is completed for each information resource.

c.  Ensuring that the responsible project manager records the sensitivity
and criticality designations in EIR,

d.  Advising and consulting with executive sponsors, Business
Relationship Management portfolio managers, and ISSRs during the
BIA process so they know the background for (1} baseline security
requirements that apply to all information resources and (2) the
security requirements necessary to protect an information resource
based on the resource's sensitivity and criticality designation.

e.  Recommending security requirements to executive sponsors and
Business Relationship Management portfolic managers during the BIA
process, based on generally accepted industry practices and the risks
associated with the information resource.

f. Providing guidance on how information resources are vulnerable to
threats, what controls and countermeasures are appropriate, and the
C&A process,

g.  Conducting site security reviews or helping the Inspection Service
conduct them.
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Reviewing the C&A documentation package.

Preparing and signing the C&A evaluation report and forwarding the
evaluation report and C&A documentation to the certifier.

Coordinate with the IT SOX program on matters pertaining to the C&A

documentation (i.e., Dataflow Mappings, Risk Acceptance Letters,
Disaster Recovery Plans) for SOX in-scope applications.

2-2.31 Penetration Testers

Penetration Testing are responsible for performing testing activities at the
direction of the CISO and Cybersecurity Risk Management. Additionally, the

penetration testers shall complete the following:

a.

Perform assessments using a variety of penetration testing tools on

b.

applications, infrastructure, and other information resources
Liaise on behalf of the CISO Risk Management to work with Business

Project Leaders and System owners to gather information in support of

penetration testing activities
Review findings discovered by penetration testing

2|0

Assist in planning and support of Red Team activities at the discretion of
the CISO Risk Management
Ensure that validation related activities are performed in support of

Vulnerability Remediation Management Team requirements
Informs the CISO Risk Management of any issues impeding progress

towards successful penetration testing engagements
Compile penetration testing reports for review by CISO Risk Management

Provide technical assistance and expertise to CISO pertaining to specific

vulnerabilities and findings within the enterprise.

202132 System and Network Administrators

System and network administrators are technical personnel who serve as
computer systems, network, server, and firewall administrators, whether the
system management function is centralized, distributed, subcontracted, or
outsourced. System and network administrators are responsible for the
following:

a. Implementing information security policies and procedures for all
information resources under their control, and also for monitoring
the implementation for proper functioning of security mechanisms.

b.  Implementing appropriate platform security based on the platform
specific hardening standards for the information resources under
their control.

c.  Complying with standard configuration settings, services,
protocols, and change control procedures.

d.  Applying approved patches and modifications in accordance with
policies and procedures established by the Postal Service.
Ensuring that security patches and bug fixes are kept current for
resources under their control.

e. Implementing appropriate security administration and ensuring that
log-on |IDs are unique.
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f.

Setting up and managing accounts for information resources under
their control in accordance with policies and procedures
established by the Postal Service.

Disabling accounts of personnel whose employment has been
terminated, who have been transferred, or whose accounts have
been inactive for an extended period of time.

Making the final disposition (e.g., deletion) of the accounts and the
information stored under those accounts.

Managing sessions and authentication and implementing account
time-outs.

Preventing residual data from being exposed to unauthorized
users as information resources ars released or reallocated.

Testing information resources to ensure security mechanisms are
functioning properly.

Tracking hardware and software vulnerabilities.

Maintaining an accurate inventory of Postal Service information
resources under their control.

. Ensuring that audit and operational logs, as appropriate for the

specific platform, are implemented, monitored, protected from
unauthorized disclosure or medification, and are retained for the
time period specified by Postal Service security policy.

Reviewing audit and operational logs and maintaining records of
the reviews,

Identifying anomalies and possible internat and external attacks on
Postal Service information resources.

Reporting information security incidents and anomalies to their
manager and CyberSafe immediately upon detecting or receiving
notice of a security incident.

Protecting information resources at risk during security incidents,
assisting in the containment of security incidents as required, and
taking action as directed by CyberSafe.

Participating in follow-up calls with CyberSafe and fixing issues
identified following an incident.

Ensuring that virus protection software and signature files are
updated and kept current for resources under their control.

Ensuring the availability of information resources by implementing
backup and recovery procedures.

Ensuring the compliance with Postal Service information security
policy and procedures.

Monitoring the implementation of network security mechanisms to
ensure that they are functioning properly and are in compliance
with established security policies.

Maintaining a record of all monitoring activities for information
resources under their control.
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y.

Z.

Information Security
Assisting with periodic reviews, audits, troubleshooting, and
investigations, as requested.

Resolving identified vulnerabilities.

223233 Database Administrators
Database administrators (DBAs) are responsible for the following:

a.

Implementing approptiate database security based on the platform
specific hardening standards for the information resources under
their control.

Impiementing information security policies and procedures for all
database platforms and monitoring the implementation of database
security mechanisms to ensure that they are functioning properly
and are in compliance with established policies.

Applying approved patches and modifications, in accordance with
policies and procedures established by the Postal Service.

Maintaining an accurate inventory of Postal Service information
resources under their control.

Implementing approptiate database security administration and
ensuring that log-on IDs are unigue.

Setting up and managing accounts for systems under their control
in accordance with policies and procedures established by the
Postal Service.

Disabling accounts of personnel that have been terminated,
transferred, or have accounts that have been inactive for an
extended period of time.

Making the final disposition (e.g., deletion) of the accounts and the
information stored under those accounts.

Managing sessions and authentication and implementing account
time-outs.

Preventing residual data from exposure to unauthorized users as
information resources are released or reallocated.

Testing database software to ensure that security mechanisms are
functioning properly.

Tracking database software vulnerabilities, and deploying
database security patches.

Ensuring database logs are turned on, logging appropriate
information, protected from unauthorized disclosure or
modification, and retained for the time period specified.

Reviewing database audit logs and maintaining records of log
reviews.

Assisting with periodic reviews, audits, troubleshooting, and
investigations, as requested.

Ensuring the availability of databases by implementing database
backup and recovery procedures.
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g. Ildentifying anomalies and possible attacks on Postal Service
information resources.

r. Reporting information security incidents and anomalies to their
manager and CyberSafe immediately upon detecting or receiving
hotice of a security incident.

S. Protecting information resources at risk during security incidents,
assisting in the containment of security incidents as required, and
taking action as directed by CyberSafe.

t. Resolving identified vulnerabilities.

2-2.3334 All Personnel
All personnel, including employees, suppliers, consultants, contractors,
business partners, customers who access non-publicly available Postal
Service information resources (e.g., mainframes or the internal Postal
Service network), and other authorized users of Postal Service information
resources are responsible for the following:

a.  Complying with applicable laws, regulations, and Postal Service
information security policies, standards, and procedures.

b.  Displaying proper identification while in any facility that provides
access to Postal Service information resources.

c. Being aware of their physical surroundings, including weaknesses
in physicat security and the presence of any authorized or
unauthorized visitor.

d.  Protecting information rescurces, including workstations, portable
devices, information, and media.

e.  Always using their physical and technology electromechanical
access control identification badge or device to gain entrance to a
controlled area.

f. Ensuring no one tailgates into a controlled area on their badge.

g.  Performing the security functions and duties associated with their
job, including the safeguarding of their log-on IDs and passwords.

h.  Changing their password immediately, if they suspect that the
password has been compromised.,

i. Prohibiting any use of their accounts, log-on IDs, passwords,
personal information numbers (PINs), and tokens by another
individual.

j. Taking immediate action to protect the information resources at risk
upon discovering a security deficiency or violation.

K. Only using licensed and approved hardware and software.
. Protecting intellectual property,

m.  Complying with Postal Service remote access information security
policies, including those for virtual private networks, modem access,
dial-in access, secure telecommuting, and remote management and
mainfenance.

n.  Complying with acceptable use policies.
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V.

Information Security
Maintaining an accurate inventory of information resources for
which they are responsible.

Protecting information resources against viruses and malicious
code.

Calling the appropriate Help Desk for technical assistance in
response to suspected virus incidents.

Immediately reporting to CyberSafe via telephone or email and, as
appropriate, to their immediate supervisor, manager, or system
administrator, any suspected security incidents, including security
violations or suspicious actions, suspicion or occurrence of any
fraudulent activity; unauthorized disclosure, modification, misuse, or
inappropriate disposal of Postal Service information; and potentially
dangerous activities or conditions.

Taking action, as directed by CyberSafe, to protect against
information security incidents, to contain and eradicate them when
they occur, and to recover from them.

Documenting all conversations and actions regarding the security
incident and completing PS Form 1360, Information Security
Incident Report, or an acceptable facsimile.

If an individual removes a portable electronic device from a Postal
Service facility, he or she must do the following:

(1)  Ifthe device contains sensitive-enhanced or sensitive
information, request approval in writing from his or her
functional area vice president (data steward), CPO, and the
VP IT Operations or their designees.

(2)  Protect the device and the data it contains.

(3) Keep the device within sight, secured with a cable lock, or
locked in a cabinet or closet.

(4) Do not check the device in baggage on an airplane, train, or
any other public transportation.

(5) If an individual must leave the device in his or her vehicle,
keep the device out of sight in a locked trunk. Never leave the
device in a vehicle overnight.

(6) Use Postal Service-approved encrypted flash drive or encrypt
sensitive-enhanced and sensitive data on the hard drive or
other removable media using WinZip or Encryption File
System (EFS).

Reporting any missing or stolen device or media immediately to his

or her manager, CyberSafe via e-mail to CyberSafe@usps.gov, and

to the local Inspection Service office. If the device has been stolen
somewhere other than Postal Service premises, report the theft to
the local police as well.

ww. Complete all security training required by the Postal Service for their

specific role.
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Postal Service information resources must be protected from time of
collection to retirement, disposal, and destruction commensurate with their
tangible value, legal and regulatory requirements, and their critical role in the
Postal Service's ability to conduct its mission.

All personnel must implement the protection requirements for information
resources associated with information designation, categorization, and
protection (including labeling, handling, controlling access and retention,
protecting in transit and in storage, disposal, and destruction).

The following roles are vital to the protection of Postal Service information:

a.

The data owner is the executive with statutory and operational
authority or specified information and responsibility for oversesing its
generation, collection, processing, dissemination, disposal, and for
the business results from using the information. The owner is
responsible for ensuring that appropriate steps are taken to protect
the information and for the implementation of policies, guidelines,
and memorandums of understanding that define the appropriate use
of the information.

The data steward is the manager with responsibility for providing
business users with high-quality data that is easily accessible in a
consistent manner. Data stewardship focuses on tactical
coordination and implementation. Data stewards are responsible for
carrying out data usage and security policies determined by the data
owner or through enterprise data governance initiatives. Data
stewards provide agreed-upon data definitions and formats and
ensure that business users adhere to specified standards. They often
collaborate with data architects; business intelligence developers;
extraction, transformation, and load (ETL) designers; business data
owners; and others to uphold data consistency and data quality
metrics.

The data custodian is responsible for administrative and operational
control over the information and for granting access to the
information based on direction provided by the data steward.

Chapter 3 addresses the following:

a.

b
C.
d.
e

Information designation and categorization.

Determination of the categorization of information resources.
Security requirements categories.

Protection of Postal Service information and media.
Protection of non-Postal Service information.
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The Postal Service must develop data security policies using a set of data
security standards, guidelines and requirements based on industry best
practices that reflect levels of sensitivity further defined in this chapter
according to privacy, access, retention, disposal, incident management,
disaster recovery, and configuration management. Data or information
designation, classification, and control is the process of sorting data or
information into groups based on sensitivity and/or criticality.

In essence, a classification system contains all data at a particular level of
criticality, or sensitivity. Classifications allow the organization to make rational
decisions about the value of data of a certain type. The Postal Service will
assign an appropriate degree of control for each type based on business
value. The assignment creates layered groups of control at different levels of
sensitivity and/or criticality.

The items in the group of highest priority are fully protected, while items of
lesser value will still be given some protection appropriate to their relative
status in the priority queue.

The term that is commonly used to describe the outcome of a classification
process is "defense in depth." Classification levels are implemented
hierarchically; each successive layer describes an increasingly rigorous
degree of control, which is required to ensure integrity. Every level
implements a well-defined set of rules that ensures that access is restricted
only to those individuals who have been authorized. Establishing
classification levels within an organization controls the resource allocation
process efficiently for compliance. The classification definitions allow the
Postal Service to make intelligent choices about how to protect three simple
groupings of data rather than an uncounted number, or ad-hoc division of
individual items. In conventional practice, these three groupings are labeled
“unclassified” (any item of data that has not received a classification as
defined by the USPIS as national security), “classified”, and “classified under
Executive Order 13526 or the Atomic Energy Act”, as amended.

Information Designation and Categorization

3-2.1

Information at the Postal Service is designated and categorized based on the
classification, sensitivity, and criticality of the information.

Potential Impact and Risk of Harm

All Postal Service personnel who have access to sensitive and sensitive
enhanced information have a duty and responsibility to safeguard and protect
the confidentiality and integrity of sensitive and sensitive-enhanced business
and personal information against theft, unauthorized access, disclosure,
along with manipulation or misuse of Postal Service information.

Such actions could result in substantial harm to the Postal Service brand, its
business operations, financial operations and information systems, along with
embarrassment, inconvenience, or unfairness to any individual on whom
information is maintained. Examples of harm include loss of conirol or misuse
of information, damage fo the trusted Postal Service brand, financial 3-2.41
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loss, fiscal damage, exposure to possible law suits, and other negative
impacts which adversely affect one or more individuals through fraud,

manipulation or identity theft, or undermine the integrity of a system or

Exhibit 3-2.2

program.

3-2.2

Designation Categories and Levels

Exhibit 3-2.2 defines classification, sensitivity, and criticality designation
categories and levels.

Designation Categories and Levels

Designation
Category

Description

Levels

(In decreasing order of necessity to protect the
confidentiality, integrity, and availability of the
information)

Classification

Classification levels determine
the need to protect the
confidentiality and integrity of
information.

Classified — Hardcopy or electronic information or material
that has been designated as classified pursuant to executive
order, statue, or regulation and requires protection against
unauthorized disclosure for reasons of national security.
Unclassified — Hardcopy or electronic information or
materials that includes both sensitive but unclassified and
non-sensitive which at a minimum must be safeguarded
against tampering, destruction or loss.

Sensitivity Sensitivity determines the need | Sensitive-Enhanced Unclassified Information (hereafter
to protect the confidentiality and | referred to as Sensitive-Enhanced)
integrity of sensitive Sensitive Unclassified Information (hereafter referred to as
information. Sensitive)
Non-sensitive Unclassified Information (hereafter referred to
as Non-sensitive)
Criticality Criticality reflects the need for Critical (High)

continuous availability of the
information.

Critical (Moderate)
Noncritical
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323 Sensitivity and Criticality Category Independence
Sensitivity and criticality are independent designations. All Postal Service
information must be evaluated to determine both sensitivity and criticality.
Information with any sensitivity level may have any level of criticality level

and vice versa.

3-24
Information

3-2.4.1

Definitions of Classified, Sensitive, and Critical

Classified Information

Classified information is hardcopy or electronic information or material that
has been designated as classified pursuant to executive order, statue, or
regulation and requires protection against unauthorized disclosure for
reasons of national security. National security reasons includes national
defense, foreign relations of the United States, intelligence activities, atomic
weapons and special nuclear material, crypto logic activities related to
national security, command and control of military forces, integral
components of weapon systems, or critical to direct fulfillment of military or 3-
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3-2.42

3-24.3

Information Security
2.4.2 intelligence missions. Classified designations include Confidential,
Secret, and Top Secret. Categories of classified information include
restricted data (RD), formerly restricted data (FRD), and national security
information (NSI).

Note: Classified information must never be entered into any information
resource that is (or may become) a part of or connected to the Postal
Service information technology infrastructure. See the Inspection Service
for appropriate policy handling for classified information.

Sensitive-Enhanced Information

Sensitive-enhanced information is hardcopy or electronic information or
material that is not designated as classified but that warrants or requires
enhanced protection. Requirements to protect sensitive-enhanced
information are derived from law, regulation, the law enforcement and judicial
process, the payment card indusiry (PCI), and the Privacy Act. Types of
sensitive-enhanced information include:

a. Law enforcement information and court-restricted information,
including grand jury material, arrest records, and information about
ongoing investigations.

b.  PCI primary account number (PAN); i.e., full credit card number (16
characters).

c. Personally identifiable information (Pi), i.e., information used to
distinguish or trace an individual's identity such as name, Social
Security number, driver license number, passport number, bank
routing with account number, date with place of birth, mother’s
maiden name, biometric data, and any other information which is
linked or linkable to an individual.

d.  Information about individuals (e.g., employees, contractors,
vendors, business partners, and customers) protected by law,
ihcluding medical information and wire or money transfers.

e. Information related to the protection of Postal Service restricted
financial information, trade secrets, proprietary information, and
emergency preparedness,

f. Communications protected by legal privileges (e.g., attorney-client
communications encompassing attorney opinions based on client
supplied information) and documents constituting attorney work
products {created in reasonable anticipation of fitigation).

Sensitive Information

Sensitive information is hardcopy or electronic information or material that is
not desighated as classified or sensitive-enhanced but that warrants or
requires protection. Requirements to protect sensitive information are derived
from law, regulation, the Privacy Act, business needs, and the contracting
process. Types of sensitive information include:

a. Private information about individuals (e.g., employees, contractors,
vendors, business partners, and customers) inciuding marital
status, age, birth date, race, and buying habits.
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b Confidential business information that does not warrant sensitive-
enhanced protection including trade secrets, proprietary
[nformation, financial information, contractor bid or proposal
information, and source setection information.

c. Data susceptible to fraud including accounts payable, accounts
receivable, payroll, and travel reimbursement.

d. Information iflustrating or disclosing information resource protection
vulnerabilities, or threats against persons, systems, operations, or
facilities such as physical, technical or network/DMZ/enclave/
mainframe/server/workstation specifics including security settings,
passwords, and audit logs.

3-2.4.4 Non-sensitive Information
Information that is not designated as classified, sensitive-enhanced, or
sensitive information is by default designated as non-sensitive information.
An example is publicly available information. Even though information is
designated as non-sensitive information, it must still be protected (i.e.,
baseline requirements apply to all Postal Service information). Non-publicly

available information must not be sent over the Internet unprotected (e.g.,
unencrypted).

3-2.4.5 Critical (High) Information

Information is designated as critical (high) information if its unavailability
would have a catastrophic adverse impact on the following:

a. Customer or employee life, safety, or health.
Payment to suppliers or employees.
Revenue collection.

Movement of mail.

Communications.

Legal or regulatory.

~o oD

3246 Critical (Moderate) Information

Information is designated as critical (moderate) information if its unavailability
would have a serious adverse impact on the following:

Customer or employee life, safety, or health.
Payment to suppliers or employees.
Revenue collection.

Movement of mail,

Communications.

Legal or regulatory.

Infrastructure services.

Qe o0 o

3-247 Noncritical Information

Information that is not designated as critical (high) or critical (moderate) is
by default designated as noncritical.
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3-3 Determination of the Categorization of Information
Resources
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3-3.1

3-3.1.1

Business Impact Assessment _
Business Impact Assessment (BlA) is the process of identifying the
consequences of current or proposed actions. The “impact’ is the difference
befween what would happen with the action and what would happen without
it. The Postal Service uses the following two types of impact assessments:

a. Intemal.
h. External.

Internal Business Impact Assessment

The Internal Business Impact Assessment (BIA) is a process for determining
the categorization of Postal Service information resources. A BIA must be
completed for all information resources, whether the information resource is
developed in house, outsourced or hosted in non-Postal Service facilities.
The BIA must be updated periodically as required (every one or three years
depending on its sensitivity designation), whenever a significant change is
made to the information resource, or whenever the certification and
accreditation (C&A) process is re-initiated.

The ctiteria for initiating a recertification are defined in Handbook AS-B05-A,
Information Resource Certification and Accreditation (C&A) Process, B-2.

Various stakeholders [e.g., management, operational personnel, and
information systems security officers (ISSQOs)] need to be involved in the BIA
process. An information resource may process several information types.
Each information type is subject to security categorization. The stakeholders
must consider the consequences of unauthorized disclosure of sensitive-
enhanced or sensitive information with respect to violations of federal policy
and law. The impact of the violations will depend in part on the penalties

‘associated with viclation of the relevant statutes and policies. A privacy

impact assessment (PIA) is included in the BIA.

The impact level for an information resource will normally be the highest
impact level for the following security objectives associated with the
information types:

a.  Confidentiality — Preserving authorized restrictions on information
access and disclosure,

b. Integrity — Guarding against improper information modification or
destruction.

¢.  Availability — Ensuring timely and reliable access to information.

However in some cases, the security category for a system may be higher
than any impact level for any information type processed by the system.
Variations in sensitivity/criticality with respect to time may also need to be
factored into the impact assessment process. Some information loses its
sensitivity in time (e.g., a Postal Service rate increase becomes non-sensitive
after it has been published). Some applications are particularly critical at
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some point in time (e.g., the payroll application on the day for normal
processing).

3-3.1.2 External Assessments

3-3.1.3

3-3.2

Security provisions are carried out by the Cloud Service Provider (CSP).
Postal Service data is stored in & custom database schema designed by the
provider. The Postal Service does not manage or control the underlying
cloud infrastructure or individual applications, except for preference
selections and limited administrative application settings. The CSP must
ensure Postal Service data is protected from unauthorized access, use,
disclosure, disruption, modification or destruction to ensure integrity,
confidentiality, and availability. The CSP must comply with the current
version of the Payment Card Industry (PCI) Data Security Standard (DSS)
and the Information Supplement PCI/DSS Cloud Computing Guidelines. All
cloud solutions must demonstrate the ability to meet the Postal Service
security requirements.

The Postal Service requires external providers handling Postal data and/or
information resources or operating systems to meet the same security
standards and requirements as internal users. The Postal Service must
ensure that privacy and security controls and safeguards are implemented
with maximum operational functionality to meet baseline privacy and security
requirements and employ risk mitigation strategies and assessments.

Cloud Computing Impact Assessment.

The Consolidated Cloud Computing Impact Assessment (CCIA) is part of the
Cloud Computing Certification and Accreditation security evaluation and
assessment process. It is used to gather initial information on a cloud
solution operating on a FedRAMP certified infrastructure. Refer to Handbook
AS-805H, Cloud Computing, which includes responsibilities and instructions
for completing the questionnaire. In most cases, the Information Systems
Security Officer (IS80) along with the Information systems security
representatives (ISSR) will complete the questionnaire section of this
document.

The purpose of the Consolidated Cloud Computing Impact Assessment is to
identify the appropriate privacy and security requirements to protect Postal
Service information resources, organization, and persannal.

The Consolidated CCIA ensures that cloud systems processing or storing
customer or personnel information, or technologies that can be used for
monitoring purposes adhere to Postal Service privacy requirements. Privacy
requirements are based on applicable privacy laws, such as the Privacy Act,
as well as privacy policies that the Postal Service has adopted. Compliance
with privacy requirements is addressed in Section 4 of the Questionnaire.

Aggregation

Some information may have little or no sensitivity in isolation but may have
high sensitivity in aggregate. In some cases, aggregation of large quantities
of a single information type can reveal patterns and/or plans, or facilitate
access to sensitive or critical systems. In other cases, aggregation of
information of several different and seemingly innocuous information types
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3-3.3

3-3.4

3-3.5

3-3.6

Information Security
can have similar effects. In general, the sensitivity of a given data element is
likely to be greater in context than in isolation (e.g., association of a bank
account number with the identity of an individual and/or institution).

The availability, routine operational employment, and sophistication of data
aggregation and inference tools are all increasing rapidly. If review reveals
increased sensitivity or criticality associated with information aggregates,
then the system categorization may need to be adjusted to a higher level
than would be indicated by the impact associated with any individual
information type.

System Functionality

Compromise of some information types may have low impact in the context
of a system’s primary function but may have much more significance when
viewed in the context of the potential impact of compromising:

a.  Other systems to which the system in question is conhected, or
b.  Other systems which are dependent on that system’s information.

Access control information for a system that processes only low-impact
information might initially be thought to have only low-impact attributes.
However, if access to that system might result in some form of access to
other systems (e.g., over a network), the sensitivity and criticality attributes of
all systems to which such indirect access can result needs to be considered.

Similarly, some information may, in general, have low-sensitivity or criticality
attributes. However, that information may be used by other systems to
enable sensitive-enhanced, sensitive, or critical functions. Loss of data
integrity, availability, temporal context, or other context can have severe
consequences.

Critical National Infrastructure

Where the mission served by an information system, or the information that
the system processes affects the security of the critical national
infrastructure, the loss of confidentiality, integrity, or availability could result
in a higher designation.

Approving Information Resource Classification

and Categories of Information Processed

The determination of the sensitivity for each information resource and the
categories of information processed must be approved by the chief privacy
officer (CPO) or his or her designse through the BIA. The determination of
the criticality for each information resource must be approved by the
postmaster general and his senior executives. This process is facilitated by
the manager of Business Continuance Management or his or her designee.

Recording Information Resource Classification and

Categories of Information Processed

The sensitivity and criticality for each information resource and the categories
of information processed must be documented in the Enterprise Information
Repository (EIR) and in the information security plan.
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3-4 Security Requirement Categories

Exhibit 3-4

The Postal Service uses several categories of security requirements to
protect information resources (see Exhibit 3-4).

A security requirement is a type or level of protection that must be
implemented to secure an information resource. A control consists of
safeguards designed to respond to a security requirement. A control may
satisfy more than one requirement, or several controls may be needed to
satisfy a security requirement depending on the sensitivity and criticality of
the information resource and its operating environment. If a requirement
cannot be addressed, compensating controls can be implemented to mitigate
the risk.

Security Requirement Categories

Security Requirement
Category

Control(s)

Baseline

All information resources must implement controls sufficient to satisfy the baseline
security requirements. Baseline security requirements have been established to
protect the Postal Service computing environment and infrastructure from intentional
or unintentional unauthorized use, modification, disclosure, or destruction.

Sensitive-Enhanced,
Sensitive, PCI, Law
Enforcement, Critical
(High), and Critical
(Moderate)

Additional security is needed to adequately protect sensitive-enhanced, sensitive,

and critical information resources. These requirements are based on the following:

m Sensitivity and criticality of the information resource.

m Federal legislation [e.g., the Gramm-Leach-Bliley Act, and the Children’s Online
Privacy Protection Act.

B Federal regulations (e.g., requirements for cryptographic modules).

® Federal directives (e.g., personal identity verification and critical infrastructure).

@ Industry requirements (e.g., all developers and service providers of PCI in-scope
applications must comply with the current PCI Data Security Standard).

Conditional

Requirements requested by the executive VP and CIO; VP IT Solutions; Director IT
Operations; manager, CISO; or the functional VP or requirements based on specific
criteria such as the development and operating environment.

Recommended

ISSOs may recommend additional security requirements during the BIA process to
better protect the information resource against threats and vulnerabilities.
Recommended security requirements are based on generally accepted industry
practices. The executive sponsor assumes the risks associated with not
implementing the recommended security requirements.

3-5 Protection of Postal Service Information and Media

November 2019

All Postal Service information must be properly handled and controlled. While
the focus of information security is on protecting sensitive-enhanced and
sensitive information which is driven by government regulation and industry
standards, the Postal Service must also protect non-publicly available
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3-5.1

3-56.1.1

3-51.2

3-5.1.3

Information Security
information. Non-publicly available information must be protected by the
same controls as sensitive and sensitive-enhanced information, e.g.,
encryption. If there are questions concerning the appropriate security
controls to implement, consult with CISO.

The level of protection must be based on the information’s sensitivity and
criticality, e.g., full and partial social security numbers must only be used for
tax purposes and must not be used for identification purposes and must not
be printed on reports.

Labeling, retention, storage, encryption, release, and destruction of
information must comply with the Postal Service policies specified in this
section and in Handbook AS-353, Guide fo Privacy, the Freedom of
Information Act, and Records Management.

Labeling of Information, Media, and Devices
Electronic Media and Hardcopy Output

The Postal Service processes, stores, and transmits many types of sensitive
information. Appropriately labeling the media helps ensure that all recipients
of the material are aware that the information requires protection.

Note: if information with different levels of sensitivity is combined, the
total package must be protected at the sensitivity level of the information
that has the greatest sensitivity.

The following definitions apply within this section:

a.  Hardcopy Material — Printed material, including reports, emails,
briefings, manuals, guidance, letters, and memoranda.

b. Label - A RESTRICTED label may be internal or external as follows:

(1) Internal Label — A RESTRICTED marking within the confines of
the medium.

(2) External Label — A RESTRICTED marking on the outside of the
medium, or a cover,

¢.  Storage Media — Inciudes but is not limited to magnetic storage media
such as hard disk drives and diskettes; optical storage media such as
CDs and DVDs; solid-state storage media, including USB drives; and
hardcopy materials, including reports, emails, briefings, manuals,
guidance, letters, and memoranda.

Applications Processing

On applications processing sensitive-enhanced or sensmve information, the
following statement must be prominently displayed on the login/password
screen or the welcome screen: “Information within this application is
designated sensitive-enhanced (or sensitive) and should be properly
protected from unauthorized access or disclosure.” Additionally, the “Print
Screen” function can also result in hardcopy that must be legibly and durably
labeled as “RESTRICTED INFORMATION."

Devices
All in-scope PCI devices must be labeled with owner, contact information,
and purpose.
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352 Controlling Access to Information
Access to information in hardcopy and digital form must be restricted to
authorized personnel as follows:

a.  To prevent unauthorized access to hardcopy and electronic media,
one of the following controls must be employed:

(1) Alocked desk or file cabinet.
(2) A room with a key, combination, or electronic lock.
(3}  An approved media storage area or an area behind a guard.

b. To prevent unauthorized access to electronic files and databases,
access controls must be employed. Access attempts granted and
refused are subject to audit.

¢.  Sensitive-enhanced and sensitive information must be protected
from unauthorized access and disclosure. Access must be
restricted to authorized personnel with a need to know. The
functional system coordinator (FSC), as an agent of the executive
sponsor (data steward), controls access based on role and level of
access requested.

d. Metadata (i.e., data describing the structure, content, and context
of electronic information) must also be protected from unauthorized
access and disclosure.

e.  Critical information must be protected from unauthorized access
and destruction.

f. The PCI primary account number (PAN) must be masked when
displayed and/or printed (the first six or the last four digits are
the maximum digits that may be displayed or printed), such
that only personnel with a legitimate business need for the
information to perform their job (e.g., to process or manage
transactions or chargebacks) can ses the full PAN.

g.  PANs must be de-identified or removed from tables, files,
removable media, and audit logs.

h.  All personnel with authorization to handle and/or view cardholder
data must follow the PCI Data Security Standard (DSS)
requirements to protect this type of sensitive-enhanced data.

353 Retention and Storage of Information
The retention and storage of information must be controlled as follows:

a.  All Postal Service information must be retained in accordance with
legal retention requirements established by law (e.g., legal holds),
and also with operational retention requirements established by the
business owner with concurrence by the Postal Service Privacy
and Records Office, Legal, and the Inspection Service (see
Handbook AS-353).

b.  When the retention period or legal hold has expired, sensitive-
enhanced, sensitive, and critical information must be properly
destroyed as described in Disposal and Destruction of information
and Media. The process of removing expired information can be
automated or manual,
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Sensitive-enhanced, sensitive, and critical information should be
stored in a controlled area or a locked cabinet in accordance with
established Postal Service policies and procedures.

Pl must not be stored or accessed on devices that are located
outside of the United States.

Sensitive-enhanced information must not be processed or stored in
a public cloud.

PC! and law enforcement information must be stored in an enclave.

Under no circumstances should non-publicly available information
be stored on a public Web site.

Non-publicly available Postal Service information must be isolated
and stored separately from non-Postal Service information (e.g.,
business partner and vendor information) unless required by law or
regulation. Non-publicly available Postal Service information and
non-Postal Service information must be stored separately at Postal
Service facilities, non-Postal Service facilities, or at backup sites
unless required by law or regulation,

Payment cardholder information must not be copied or stored on
local hard drives or removable electronic media as the result of
accessing such data via remote access technologies.

Payment cardholder electronic media must be inventoried and the
inventory reconciled semiannually.

Cardholder data storage must be kept to a minimum and retention
time must be fimited.

The following PCI authentication data must not be stored (e.g., log
files, history files, trace files, database contents, etc.) after
completing the payment transaction under any circumstance:

(1) The full contents of any track from the magnetic stripe
on the back of the card or contained in a chip on the
card.

(2) The three-digit or four-digit card-validation code
printed on the front of the card or the signature panel
on the back of the card.

(3) PINs or the encrypted PIN blocks.

Temporary storage of PCl authentication data must be deleted in a
manner that makes the data unrecoverable.

PANs must be rendered unreadable anywhere they are stored by
one way hash, truncation, indexed tokens, or strong cryptography.

Retention of payment card data is defined in Handbook AS-353,
Guide to Privacy, the Freedom of Information Acf, and Records
Management. A quarterly automatic or manual process must be
implemented for identifying and securely deleting cardholder data
that exceeds the defined retention requirement.

Program-level and project-level TSLC artifacts and compliance
records must be kept as long as the program/project is active and
must be purged 27 months after the program/project is retired.
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3-5.4

3-5.5

3-5.5.1

3-552

Encryption of Information
Examples of conditions under which Postal Service information must be
encrypted include, but are not limited to, the following:

a. Sensitive-enhanced and sensitive information in transit across
networks.

b. Sensitive-enhanced and sensitive data in transit between [1] an
application or batch server and a database server and [2] between
workstations and a database server.

C. Sensitive-enhanced and sensitive information at rest including
information stored or archived on removable devices or media
including disks, diskettes, CDs, and USB storage devices.

d. Sensitive-enhanced and sensitive information that is stored off
Postal Service premises.

e.  PClinformation (encrypted throughout the life cycle).

f. Non-publicly available electronic information in transit or stored off
Postal Service premises.

g.  For portable Public Key Infrastructure (PKI) backup media, see 9-
7.1 for encryption compliance methods.

Mandatory Requirements and Procedures for
Authorized Removal of Postal Service Non-
Publicly Available Information from Postal Service
or Business Partner Premises

Definition of Non-Publicly Available Information
Non-publicly available information includes

a.  Sensitive-enhanced information (see 3-2.4.2).
b.  Sensitive information (see 3-2.4.3).

C. Non-sensitive information that the Postal Service does not want to
disclose at this time.

Definition of Removal from Postal Service or Business Partner
Premises

Removal from Postal Service or business partner premises includes:
a. Removal by remote access, with (or without) downloading or

forwarding.
b. Removal by directed transmission through third-party services.

c: Removal from premises of digital copies stored on portable computers
or any type of media.

d.  Removal from premises in hard-copy format.

e.  Printing off premises.

f. Sending a facsimile off premises.

g Contractor shredding or destruction off premises.
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h.  Information directly collected on behalf of the Postal Service by a
Business Partner or third-party service provider, e.g., an application
that is externally hosted with all data collected by the Business Partner.

i. Information sent to a Business Partner as part of a Service-Based
Contract.

3553 Mandatory Requirements and Procedures for Authorized Removal

Of Electronic and Hard-copy Information
The removal authorization must be approved in eAccessARISeAccess/ARIS

and a list of all personnel with removal authorization must be available on
request.
Before removal, the following approvals are required:

(1)  Functional VP or designee (data steward).

(2) CPO or designee.

(3) CIO or ClO’s designee (data custodian).

a.  All physical functions (e.g., pickup, acceptance, reception, transfer,
or delivery) related to removal of non-publicly available information
must be conducted by authorized personnel whose identity is
verified by a check of the Postal Service badge.

b.  Two-factor authentication is required for electronic access or
removal.

C. All non-publicly available electronic information that is accessed,
processed, or stored at non-Postal Service sites must be encrypted
and processed on either (1) Postal Service-owned hardware and
software (2) on business-partner-owned hardware and software
that meets all of the following requirements:

(1)  Offsite Hosting Letter approved by:
(a) Functional VP or designee.
(b) Manager, CISO or desig'nee.
(c) CIO or designee.

(2)  Written stipulation that it meets Postal Service
server hardening and malicious code protection
standards.

(3) Written consent to unannounced audits.
e.  AllACE-supported infrastructure components in use must be
connected at least weekly over a secure link to the Postal Service

intranet to receive appropriate security patches and virus recognition
patterns.

Non-ACE-supported components must be appropriately patched and
have the latest virus recognitions patterns installed.

f. All non-publicly available electronic information must be encrypted as
follows:

(1)  All types of storage off Postal Service premises including
mobile devices such as laptops and portable media.

(2) All transmissions.
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3-5.6

3-58.1

3-5.6.2

3-b6.7

3-6.7.1

g.  PCI cardholder information must not be stored off Postal Service
premises on any device or media, including: hard drives, USB thumb
drives, disks, PDAs, cell phones, or laptops.

h.  All Postal Service (and/or business-partner-owned) electronic devices
and electronic media (including backups) containing non-publicly
available information and all hard copies must be effectively secured
against theft and/or unauthorized access (e.g., controlled areas, safes,
locked cabinets).

i. All removals of non-publicly available information must be concurrently
documented to ensure accountability in the life cycle management of
that information. All such data and all copies must be inventoried
annually and formally tracked (e.g., loghook, tape management system)
from creation to destruction. This inventory and tracking log must be
updated with each transfer/removal and be available for audit.

Release of Information
The release of information must be accomplished in accordance with Postal
Service policies and procedures (see Handbook AS-353).

Sensitive-enhanced and sensitive information must be protected from
unauthorized disclosure, whether formally or informally through
conversations, e-mail, voice, printing, facsimile, shredding, destruction, and
observed workstation screens or whiteboards.

Releasing Information on Factory-Fresh or Degaussed Media
Before releasing information on electronic media outside the Postal Service,
the information must be copied onto factory-fresh media (never used) or onto
media that was appropriately degaussed to prevent inadvertent release of
sensitive-enhanced and sensitive information.

Precautions Prior to Maintenance

To prevent inadvertent disclosure of sensitive-enhanced and sensitive
information, all hardware and electronic media being released for
maintenance outside of Postal Service facilities must, prior to release,
undergo data eradication according to approved Postal Service procedures.
If electronic media containing sensitive-enhanced and sensitive information
is released to a contractor or vendor for maintenance, the Postal Service
must have in place a legally binding contract regarding the secure handling
and sterage of the data or media.

Handling Biohazard Contaminated Information
Resources

Sensitive-Enhanced and Sensitive Information
Any personnel handling bichazard contaminated Postal Service information

* resources must follow the standards set forth by the Inspection Service for

handling contaminated devices. If the contaminated information resource
contains sensitive-enhanced and sensitive information, the Inspaction
Service must be notified regarding the type of device, the classification of
data it contains (i.e., sensitive-enhanced or sensitive), and the Postal Service
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manager responsible for the device. Disposition of the contaminated
information resource must be recorded, including who took possession of the
device and the disposition expected for the resource.

3572 Data Eradication on Contaminated Information Resources
Any Postal Service hardware or electronic media being released outside of
Postal Service facilities must, prior to release, undergo data eradication, if
possible, according to approved Postal Service procedures. Eradication
procedures may include the ability to eradicate data through remote
management of the information resource. If data eradication is not possible,
the Inspection Service must be advised and notification must be made to all
persons involved in the chain of possession of their responsibility for
nondisclosure of the information contained in the device. It is strongly
recommended that a memorandum of nondisclosure be signed by all
personnel involved in the chain of possession of the contaminated
information resource.

3-5.7.3 Reporting of Contaminated Information Resources
The Postal Service manager responsible for the contaminated device must
complete PS Form 1360, Information Systems Security Incident Report, to
ensure appropriate security management notification of the status and
disposition of the information resource.

358 Disposal and Destruction of Information and Media

3581 Electronic Hardware and Media
To prevent inadvertent disclosure of sensitive-enhanced and sensitive
information, all electronic hardware and media must, prior to being
disposed of, undergo data eradication according to approved Postal
Service procedures. Unacceptable practices of erasure include a high-level
file erase or high-level formatting that only removes the address location of
the file. Acceptable methods of complete erasure include the following:

a. Zero-bit formatting
b. Degaussing
c. _Physical destruction

&-d. Crypto Erasure or Crypto Shredding

The results from zero-bit formatting and degaussing must be periodically tested
to verify complete erasure.

Crypto Erasure or Crypto Shredding must follow validated processes to ensure
that cryptographic keys are protected from inadvertent deletion as well as ensure
that keys are deleted when the storage is to be erased.

Disposal contractors must have appropriate personnel clearances, physical
security of the facility, and procedures to store and handle the equipment and
media (that may contain sensitive-enhanced or sensitive information) before and
during disposal. Disposal contractors must be certified by the National
Association of Information Destruction.

For locations associated with a District Office, computing equipment no longer
needed for current operations must be sent to the District Office for disposal
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through the USPS MDC Topeka in Topeka, Kansas (Address: 7215 S.W.
Topeka Blvd., Bldg. 7, Topeka, KS 66624-9998). For locations not associated
with a District Office, computing equipment no longer needed for current
operations must be sent directly to the USPS MDC Topeka.

Hardware device disposal must be recorded in a Postal Service asset
management system by the appropriate IT support organization.
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3-582 Data Residue

3-5.8.3

3-5.9

3-5.9.1

As resources are allocated to data objects or released from those data
objects (i.e., object reuse), information resources must have the capability to
ensure that no accessible data is exposed to unauthorized users. Information
resources must:

a.  Have the capability to overwrite memory and storage that renders
the information unrecoverable to prevent disclosure of sensitive-
enhanced and sensitive information.

b. Restrict the capability to overwrite memory and storage to an
authorized user.

C. Ensure that any previous information content of a resource is made
unavailable upon the re-allocation of the resource for usage.

d. Ensure memory and storage allocated to processing sensitive-
enhanced and sensitive information, including PCI transactions and
authorization data is cleared before reallocation.

Non-electronic Information

Non-electronic information designated as sensitive-enhanced or sensitive
must be destroyed by cross-cut shredding, pulping, or burning when no
longer needed if the information is not subject to a legal hold and the
retention period has expired.

Containers holding non-electronic information to be shredded must be
constructed with suitable materials and a lock to prevent unauthorized
access (e.g., a container similar to a mail collection box painted red).

Protection of Postal Service Information during
International Travel

General Security Requirements While Traveling Outside of
the United States

The transfer of files via portable storage devices, compact disks, and other
file-sharing technology, exposes Postal Service systems to the possibility
that information may be intentionally or inadvertently obtained by non-Postal
Service personnel, or that malicious software may be transferred to Postal
Service systems. Therefore, use of portable media and access to networks
should be limited to only what is necessary for successful fulfillment of the
international Postal Service mission and must be encrypted.

Any loss of devices suspected compromise or unusual computer activity
sheuld-must be reported to USPS CyberSafe CyberSafe@usps.gov before
the computer is again connected to the Postal Service network.
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3-5.10

3-5.10.1

3-5.10.2

Information Security
Postal Service computers and mobile devices must not be taken outside of
the United States on personal travel. Mobile devices are defined in 10-2.4
and 10-2.5.
Note: The Department of Homeland Security (DHS) may search, copy,
and/or retain laptops, PDAs, USB devices, and other digital devices without
cause at U.S. borders.

Substitution of Temporary Computer Equipment and

Communication Devices

For some high-risk international destinations, users on official Postal Service
business will be prohibited from traveling with their standard issue computers
and mobile computing devices. In these instances, temporary equipment will
be provided for the international mission by IT and the device will be wiped
upon return.

Inclusion of Protection Requirements in Contracts

All Business Partners and Suppliers
Information security and privacy requirements must be included in all
contracts involving Postal Service information.

The business partner or supplier must be compliant, at its own expense, with
current federal legislation, federal regulations, federal directives, and
industry requirements. To be enforceable, these requirements must be
included in the contract. The Postal Service organization developing the
requirements must either include them in the Statement of Work or work with
the Contracting Officer to ensure such requirements are in the contract. The
Postal Service or its designee may conduct audits of the business partner or
supplier system and associated processes to assure compliance. In the
event of noncompliance or a data breach, the business partner or supplier
accepts full responsibility for all fines, lawsuits, and investigation and
mitigation costs incurred by Postal Service resulting from such events.

Payment-Card Business Partners and Suppliers

Payment-card business partners and vendors must be compliant, at their own
expense, with the Payment Card Industry (PCI) Data Security Standard
(DSS), as amended or updated by the PCI Security Standards Council, and
applicable to the Vendor Merchant or Service Provider Level as defined by
the Visa Cardholder Information Security Program (CISP). The business
partner or vendor is responsible for ensuring that its system performs each
payment transaction in compliance with PCI-DSS requirements.

The Postal Service or its designee may conduct audits of the business
partner or supplier payment systems and associated processes to assure
PCI-DSS compliance. In the event of noncompliance or a data breach of the
payment system or associated processes, the business partner or supplier
accepts full responsibility for all fines, lawsuits, and investigation and
mitigation costs incurred by the Postal Service resulting from such events.
The business partner or supplier must accept these conditions in writing and
provide a Letter of Attestation annually acknowledging their responsibility for
the security of payment card data stored, processed, or transmitted on behalf
of the Postal Service.
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3511 Additional PCl Requirements

PCI applications and cardholder information must reside on a restricted
network segment or enclave on Postal Service premises. Cardholder
information must not be stored off Postal Service premises on any device or
media including hard drives, USB thumb drives, disks, diskettes, PDAs, smart

phones tablets, or Iaptops A«LI—P—ANs-Seana—mmJ-er—aw-ethef—reme@e
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3-5.12

3-5.13

solution- Non USPIS personnel may not send customer cardholder data
(other than the first six and last four digits) via any electronic communication
(including, but not limited to, email) for any reason, regardless of whether a
USPS-approved encryption solution is utilized.

All PCI PANs must reside in a PCI approved enclave. All PC| PANs
discovered outside the PCI enclave by the Data Loss Protection (DLP)
program will be handled as follows:

a.  The file will be moved to the DLP enclave and encrypted.

b A marker file will be put in its place.

o The owner will be notified when an owner can be determined.
d The owner is responsible for remediation.

On the request of the OIG for forensics or the Privacy Office for notification of
the cardholder or the card provider, the file will be stored encrypted in the DLP
enclave until such time as the analysis or notification process is completed. At
which time the file will be deleted.

Additional Pll Requirements
All Social Security Numbers discovered on Postal Service information

resources that are not encrypted by the Postal-approved encryption solution
will be handled as follows:

a.  The file will be moved to the DPL enclave and encrypted.

b. A marker file will be put in its place.

C. The owner will be notified when an owner can be determined.
d. The owner is responsible for remediation.

On the request of the OIG for forensics or the Privacy Office for notification of
the individual, the file will be stored encrypted in the DLP enclave until the

analysis or notification process is complete. At which time the file will be
deleted.

IT must use approved encryption methods that can be discovered by security
DLP tools.

Protection of Financial information

Applications that maintain inventories (e.g., supplies, merchandise, money
orders, stamps, equipment) or financial information (e.g., accounts payable,
accounts receivable) must implement appropriate controls to protect the
integrity of the inventory/financial information and the application processes
and to ensure individuals with access do not enrich themselves at the
expense of the Postal Service. Possible controls that must be considered are
input validation, separation of duties, audit logging, data retention, analysis of
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recipient addresses, check overprinting, control of check stock, and oversight
of the printing and distribution process.

3-6 Protection of Non-Postal Service Information

3-6.1

3-6.2

Third-Party Information

Any information that does not belong to the Postal Service must be protected
in accordance with legal requirements or contractual agreements with a third
party except that when such requirements do not meet security standards for
comparable Postal Service information, the Postal Service must meet or
exceed its own standards.

National Security Classified Information

Classified information must never be entered into any information resource
that is (or may become) a part of or connected to the Postal Service
information technology infrastructure. See the Inspection Service for
appropriate policy handling for classified information.

3-7 Cyber Threat Information
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Threat is any circumstance or event (human, physical, or environmental) with -
the potentiai to cause harm to an information resource in the form of
destruction, disclosure, adverse modification of data, and/or denial of service
by exploiting a vulnerability.

Cyber threats may include, but are not limited to, viruses, malware, Trojans,
exploits, phishing attempts, and insider threats.

The objective of sharing cyber threat information is to support the overall
CISO strategy and all information-sharing agreements, which must be
approved by CISO leadership. The agreements must be coordinated with
CISO units with a role in the collection, processing, storage, and protection of
threat information.

“An insider threat is a malicious or unintentional threat fo an organization

caused by the actions of a current or former employee, contractor, or business
pattner. Insider threats result from personnel exceeding or misusing their
organizational access in a manner that affects the confidentiality, integrity,
avallability, or physical welfare of an organization's information, information
systems, or workforce.

The Postal Service Insider Threat Program (InTP) works closely with the
United States Postal Inspection Service (USPIS) and USPS Office of the
Inspector General (OIG) to prevent, detect, and escalate instances of insider
threat activity.
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All threat information sharing must be managed within a Threat Intelligence
Platform (TIP}. The threat information-sharing process includes engaging in
ongoing communication with partners, consuming security alerts and
indicators, organizing and storing information, and producing and publishing
information for sharing with partners.

Threat information sharing must comply with Postal Service legal restrictions

on the type of information that may be shared, including the requirement that
shared threat information must not be attributable to the Postal Service.

Information types, such as Personally Identifiable Information (PII), classified
information, and Postal Service proptietary information, may not be shared
and must be protected. Adequate security and privacy controls must be
implemented to protect this information from unauthorized disclosure or
modification.
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4 Security Risk Management

4-1

Policy

Risk assessments are required for all information resources, whether

- developed and operated in house or by business partners to ensure cost

effective protection of information, applications, information resources, and
the continuity of business operations. Site security reviews are also required
for all facilities that house sensitive-enhanced, sensitive, or critical
information resources, regardless of where they are located. Based on the
results of risk assessments and site security reviews, managers must
develop (or acquire) and implement security measures to handle unexpected
events, avoid unacceptable losses, and minimize the effect of emergencies
on business operations. Chapter 4 addresses the following:

a.  Types of risk management. ‘

b. Information resource risk management.
¢. Independent risk management.

d.  Site risk management,

All information resource risk management documentation must be treated as
“restricted information” delivered to and retained by the executive sponsor
with a copy to the Corporate Information Security Office to ensure all risk
mitigation decisions are consclidated and appropriately made for like risks
across Postal Sefvice.

4-2 Types of Risk Management

4-3

60

The Postal Service implements the following three types of risk management:
a. Information resource risk management.

b. Independent risk management.

c. Site risk management.

Information Resource Risk Management

A risk assessment must be completed for all information resources. The risk
assessment must address the following areas:

a. |dentify the assets at risk and their value to the organization.
b. Identify the threats.
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g.

Identify the weaknesses and vulnerabilities.

Evaluate threats and vulnerabilities to determine the risks that
threaten loss of value.

Identify possible safeguards (e.g., controls and countermeasures).

Anaiyze the costs and benefits of the safeguards in reducing the
risks.

Complete the information resource risk assessment report.

The risk assessment must be completed in conjunction with system
development. Additional risks may be identified in each of the life-cycle
phases as development progresses through requirements definition, design,
coding, testing, and production. The risks must be re-assessed and the risk
assessment report updated as follows:

a.
b.

C.

Every year for a payment card industry information resource.
After a significant audit finding.

Whenever the information resource experiences significant
enhancement or modification, including changes to the
infrastructure, operating system, or hardware platform.

After an information security incident that violates an explicit or
implied security policy and compromises the integrity, availability,
or confidentiality of an information resource.

Every 2 years for sensitive-enhance, sensitive, critical high and
moderate, and externally facing information resources as part of
the recertification process unless an earlier re-assessment is
warranted.

Every 3 years for non-sensitive and noncritical information
resources as part of the recertification process unless an earlier re-
assessment is warranted.

Risks categorized as high or medium must be mitigated by using a continucus
process that reduces risk by implementing cost-effeciive security measures.
The risk mitigation process consists of the following:

a.

Selecting the appropriate safeguards (or countermeasures) that will
reduce exposure to the risk.

Assigning a priority ranking to the implementation of the
safeguards.

Assigning financial and technical responsibility for implementing
the safeguards.

Implementing and documenting the safeguards.

Maintaining the continued effectiveness of the mitigation strategy
by reassessing the threats, vulherabilities, effectiveness of the
safeguards, and the residual risk.

If the level of residual risk is not acceptable, then further safeguards and
security controls should be implemented to reduce exposure to acceptable
levels. The vice president of the functional business area is responsible for
accepting (and the vice president, Information Technology Solutions is
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responsible for acknowledging), in writing, the residual risks inherent with
using that information resource or initiating steps to further mitigate the
residual risk.

All information resource risk management documentation must be treated as
“restricted information” delivered to and retained by the executive sponsor and
a copy sent to the Corporate Information Security Office.

Independent Risk Management

An independent information risk assessment may be required during the
business impact assessment process. Independent risk assessments are
conducted by arganizations that are separate and distinct from those
responsible for the development and operation of the information resources.
(See Handbook AS-805-A, Information Resource Certification and
Accreditation Process, for the criteria for conducting an independent risk
assessment.)

4-5 Site Risk Management
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A site security review must be performed for each site hosting sensitive-
enhanced, sensitive, or critical information resources and may be required for
business partner and vendor sites requesting connectivity to the Postal
Service intranet to: ‘

a. Identify the location of the facility and structure-specific strengths
and weaknesses.

b.. Identify the sensitive-enhanced, sensitive, and critical information
resources hosted by that facility.

c. Identify the threat events that could occur, including physical
threats (e.g., power failure, fire, building collapse, water damage
from plumbing failure and roof leak); environmental threats (e.g.,
earthquake, flooding, tornadoes, lightning, and sink hole); and
human threats (e.g., union lockouts, riot, disgruntled employee or
customer, and armed theft).

d. Evaluate threats and vulnerabilities to determine the frequency and
amount of harm that could possibly occur as a result of a physical,
environmental, or human event.

e. |dentify possible additional administrative, technical, and physical
security safeguards.

f. Analyze the costs and benefits of the safeguards in reducing the
risks.

A site security review is conducted at the following times:
a. Before a new site becomes operational.
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b.  After significant changes at the site, including significant changes in
information resources located there.

c. Every 3 years, unless an earlier site security review is warranted.

Risks categorized as high must be mitigated by using a continuous process
that reduces risk by implementing cost-effective security measures. The risk
mitigation process consists of the following:

a.  Selecting the appropriate safeguards (or countermeasures) that will
reduce exposure to the risk.

b.  Assigning a priority ranking to the implementation of the safeguards.

¢ Assigning financial and technical responsibility for implementing the
safeguards.

d.  Implementing and documenting the safeguards.

e.  Maintaining the continued effectiveness of the mitigation strategy by
reassessing the threats, vulnerabilities, effectiveness of the safeguards,
and the residual risk,

If the level of residual risk is not acceptable, then further safeguards and
security controls should be implemented to reduce exposure to acceptable
levels. The installation head is responsible for acknowledging and accepting
the residual site risk.

The site security review will be performed by the manager CISO and the
Chief Inspector or their designees. All site risk management documentation
must be treated as “restricted information” and delivered to and retained by
the Inspection Service and the appropriate installation head.

4-6 Risk-Based Information Security Framework

The risk-based information security framework [1] allows traceability from the
highest-level strategic goals and objectives of the Postal Service, through
specific mission/business protection needs, down to specific information
security solutions and [2] incorporates information security requirements from
legislation, directives, policies, regulations, standards, and guidance.

A risk-based strategy gives vice presidents of functional business areas,
executive sponsors, and Business Relationship Management portfolio
managers the opportunity to make informed risk-based decisions in dynamic
operating environments—decisions based on trade-offs between fulfilling
business functions and managing the many types and sources of risk that
must be considered. Information security risks must be aligned with business
risks to accurately gauge the effectiveness of information security controls.

The following key elements are required to effectively manage information
security risks for the Postal Service:

[ Assignment of risk management responsibilities to vice presidents of
functional business areas, executive sponsors, and Business
Relationship Management portfalic managers.
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Recognition and acceptance of the information security risks to Postal
Service information resources, individuals, and other organizations
(e.g., business partners, vendors, customers) arising from the
operation and use of information systems.

Establishing the tolerance for risk and communicating the risk tolerance
throughout the Postal Service, including guidance on how risk tolerance
impacts ongoing decision-making activities and the overall security
stance of the Postal Service, not just to a specific information resource,
process, or organization.

Accountability by vice presidents of functional business areas,
executive sponsors, and Business Relationship Management portfolio
managers for their risk management decisions.
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5 Acceptable Use

5-1 Policy

Postal Service information resources must be used in an approved, ethical,
and lawful manner to avoid loss or damage to Postal Service operations,
image, or financial interests and are used to comply with official policies and
procedures on acceptable use. Personnel must contact the manager,
Corporate Information Security Office, prior to engaging in any activities not
explicitly covered by the following policies:

a.  Personal use of government office equipment including information
technology.

b Electronic mail and messaging.

c Internet.

d. Prohibited uses of information resources.
e

Protection of sensitive personal and Postal Service information.

All Postal systems (on premise, hosted, cloud) must display or provide
a link to notify users of the Postal Service terms of use and privacy
notice.

9-2 Personal Use of Government Office Equipment
Including Information Technology
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Management at each Postal Service facility may permit employees to make
limited personal use of Postal Service office equipment, including information
technology equipment, provided such use does not reduce or otherwise
adversely affect the employee’s productivity during work hours, does not
interfere with the mission or operations of the Postal Service, and does not
violate the Standards of Ethical Conduct.

The office equipment governed by this policy includes, but is not limited to,
personal computers; personal digital assistants (including Blackberries);
peripherals, such as printers and modems; computer software (including
Web browsers); telephones; cell phones; smart phones; tablets; smart
watches; facsimile machines; photocopiers; scanners; label writers:
consumable office products; office supplies; removable media; library
resources; Internet connectivity; remote-access technologies (e.g., VPN):

65




66

Information Security
and e-mail. Use of Postal Service information resources constitutes
permission to monitor that use.

Limited personal use of Postal Service office equipment, including
information technology, means occasional use that meets the following
criteria:

a. Is of limited duration, length, or size, and does not interfere with
employees’ official duties or the transaction of official Postal
Service business.

b. Results in only minimal, if any, additional expense to the Postal
Service or minimal wear and tear on Postal Service office
equipment; uses a small amount of data storage; has only a small-
to-moderate transmission impact; or requires only small amounts of
consumable office products (e.g., ink, paper, toner, and computer
memaory).

Some examples of limited personal use are:

a. Making a few photocopies.

b.  Make occasional, brief telephone calls that result in little or no cost.
¢ —Sending an occasional facsimile of a few pages.

d.c. _Sending a brief personal email message is-defined-as-an-email-that
contains only text (no urls, files, or images attached).

ed. Doing a brief Internet search.

Limited personal use of Postal Service office equipment, including
information technology, must not:

a.  Reduce employee productivity or interfere with official Postal Service
business (e.g., congest, delay, or disrupt any Postal Service system or
equipment).

b.  Be for the purpose of maintaining or promoting a personal or private
business.

Ci Be for the purpose of posting unauthorized commercial or advertising
materials.

d.  Be for any illegal purpose, including, but not limited to, gaining
unauthorized access to other systems; disseminating any
discriminatory or hate-based materials or speech; or reproducing or
distributing copyrighted, trademarked, proprietary, or export-controlled
data or software.

e. Be in relation to sexually explicit or sexually oriented materials.

f Refer or relate to illegal gambling, illegal weapons, and/or terrorist
activities.

g. Be for the purpose of fundraising, endorsing any product or service,
lobbying, or participating in any prohibited partisan political activity.

h. Be for the purpose of using applications and/or software that have not
been approved by the Postal Service and that occupy or impact official
computer or network processing time.

i. Result in the disclosure of any Postal Service information that is not
otherwise public.

Handbook AS-805



November 2019

Use of Postal Service office equipment in violation or excess of the limited
personal use permitted by this policy may result in limitations on future use,
administrative action, criminal penalty, and personal financial liability.

67



Information Security
5-3.1

For advice on how to avoid violating this policy and the corresponding misuse
of government property prohibitions in the Standards of Ethical Conduct,
please call the Postal Service's Ethics Helpline at 202-268-6346 or send an
e-mail to ethics. help@usps.gov.

5-3 Electronic Mail and Messaging
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5-3.1

Access to the Postal Service electronic mail (e-mail) system is provided to
personnel whose duties require e-mail to conduct Postal Service business. If
you do not comply with Postal Service e-mail policies your e-mail account
may be suspended-disabled and you will have to request your manager
apply to the manager, CISO, for reinstatement of the lost privileges. Only
Postal Service provided e-mail services may be accessed from Postal
Service information resources. Since e-mail may be monitored, anyone using
Postal Service resources to transmit or receive e-mail should have no
expectation of privacy.

Sensitive-enhanced and sensitive information must be sent only to authorized
personnel with a need to know and must be encrypted. Unprotected payment
card industry (PCI) primary account numbers (PANs) are not to be sent via
end-user messaging technology, including e-mail, chat, instant messaging,
etc.

Although occasional and incidental personal e-mail use is permitted, personal
messages while they remain in the system will be considered to be in the
possession and control of the Postal Service.

Prohibited Use

Do not use Postal Service provided computing devices, including mobile
devices, to check non-Postal Service (e.g., personal, supplier, contractor,
and vendor) e-mail accounts (e.g., Hotmail, Yahoo, Excite, MSN) or social
media. Do not use personal electronic devices to receive, process, store, or
send mail containing Postal Service sensitive-enhanced, sensitive, or non-
publicly available information. Other prohibited activities when using Postal
Service e-mail include, but are not limited to, sending or arranging to receive
the following:

a. Information that violates state or federal laws or Postal Service
regulations.

b. Information designated as sensitive-enhanced or sensitive
information unless encrypted according to Postal Service
standards.

c Unsolicited commercial announcements or advertising material.
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Any material that may defame, libel, abuse, embarrass, tarnish,
present a bad image of, or portray in false light, the Postal Service,
the recipient, the sender, or any other person.

Pornographic, sexually explicit, or sexually oriented material.
Racist, hate-based, or offensive material.
Viruses or malicious code.

Chain letters, unauthorized mass mailings, or any unauthorized
request that asks the recipient to forward the message to other
people.

532 Encryption

Encrypting e-mail or messages must comply with the following:

a.

Encryption software and methods must be approved by the
Enterprise Architecture Committee.

Encryption solutions must either support key recovery or keys must
be registered with authorized personnel.

Recovery keys or other similar files for all encrypted e-mail must be
placed in a directory or file system that can be accessed by
management prior to encrypting e-mail.

Recovery keys or other devices needed to decrypt e-mail must be
provided when requested by authorized Postal Service
management, the Postal Inspection Service or the Office of
Inspector General.

Keys may not be escrowed in customer product offerings unless
specifically requested in writing by the customer and approved by
the executive sponsor.

5-4 Internet: Access and Prohibited Activities
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Access to the Internet is available to employees, contractors, suppliers, and
business partners whose duties require access to conduct Postal Service
business. Since Internet activities may be monitored, all personnel accessing
the Internet will have no expectation of privacy.

Prohibited activities when using the Internet include, but are not limited to,
the following:

a.

Downloading unauthorized content and accessing information

resources outside of the Postal Service network: this includes but
is not limited to using a VPN connection or attempting to bypass
any Postal Service approved access technologies.

a:b. Browsing explicit pornographic or hate-based Web sites, hacker or

cracker sites, or other sites that the Postal Service has determined
to be off limits.
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Posting, sending, or acquiring sexually explicit or sexually oriented
material, hate-based material, hacker-related material, or other
material the Postal Service has determined to be off limits.

&d. Posting or sending sensitive-enhanced or sensitive information

d-e.

ef.

outside of the Postal Service without management authorization.

Hacking or other unauthorized use of services available on the
Internet.

Posting unauthorized commercial announcements or advertising
material.

£0. Promoting or maintaining a personal or private business.

g-h. Receiving news feeds, push data updates, or continuous data

.

streams unless the material is required for Postal Service business.

Using non-Postal Service-approved applications or software that
occupy or use workstation idle cycles or network processing time
(e.g., processing in conjunction with screen savers).

5-5 Prohibited Uses of Information Resources
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Generally prohibited activities when using information resources include, but
are not limited to, the following:

a.

Stealing electronic files containing nonpublic information or
copying, moving, or storing electronic files containing nonpublic
information to local hard drives, removable media, or via remote-
access technologies.

Violating copyright laws.

Installing unauthorized software, including games and screen
savers.

Browsing the private files or accounts of others, except as provided
by appropriate authority.

Performing unofficial activities that may degrade the performance
of information resources, such as playing electronic games.

Performing activities intended to circumvent security or access
controls of any organization, including the possession or use of
hardware or software tools intended to defeat software copy
protection, discover passwords, identify security vulnerabilities, and
decrypt encrypted files, or compromise information security by any
other means.

Writing, copying, executing, or attempting to introduce any
computer code designed to self-replicate, damage, or otherwise
hinder the performance of, or access to, any Postal Service
computer, network, or information.
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Accessing the Postal Service network via modem or other remote
access service without the approval of the manager, Corporate
Information Security Office Information Security Services.

Promoting or maintaining a personal or private business or using
Postal Service information resources for personal gain.

Conducting fraudulent or illegal activities including, but not fimited
to, gambling, trafficking in drugs or weapons, participating in
terrorist acts, or attempting unauthorized entry to any Postal
Service or non-Postal Service computer.

Conducting fundraising, endorsing any product or service,
lobbying, or participating in any partisan political activity.

Disclosing any Postal Service information that is proptietary and
not otherwise public without authorized management approval.

Performing any act that may defame, libel or misrepresent the
Postal Service, its personnel, business partners, or customers.

Using someone else's log-on ID and password or any other
personal identity credential.

Using personal information resources (e.9., laptops, notebooks,
personal digital assistants [PDAs], hand-held computers, or
storage media including universal serial bus [USB] devices) at
retail counter areas, mail processing areas, or workroom floors.
This does not apply to personal information resources used by the
unions in accordance with the collective bargaining agreement.

Connecting any non-Postal Service (e.g. personal, contractor, or
supplier) information resources to the Postal Service intranet (Blue)
or Postal Service computing devices.

The physical or wireless connection of personal mobile computing
devices, such as cell phone, smart phones, tablets, and other
mobile computing devices of any kind (excluding laptops) to any
Postal Service network, regardless of purpose, is strictly prohibited
under any circumstances. '

Using non-Postal Service (e.g., personal, contractor, supplier)
information resources to collect, process, store, transmit Postal
Service sensitive-enhanced, sensitive, or non-publicly available
information.

Plugging a Postal Service non-encrypted USB drive into a personal
computing device.

Using unauthorized webcams, cameras, ceil phones with cameras,
or watches with cameras (and other personal imaging devices) in
restrooms, locker rooms, retail counter areas, mail processing
areas, workroom floors, vehicles, or other Postal Service areas
unless approved by area or headquarters vice president or
designee for business purposes. (See Management Instruction
AS882-2007-8, Postal Service Use of Retail and Cell-Phone
Cameras, on the use of handheld and cell phone cameras.)
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u.  Sending unprotected PANSs.

V. Copying, moving, or storing cardholder data onto local hard drives
or removable media when accessing cardholder information via
remote access technologies.

5-6 Protection of Sensitive Data and Privacy-Related Data
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Information resources must protect Postal Service sensitive data and the
privacy-related data of customers, employees, and contractors in accordance
with the Postal Service privacy policy and the Privacy Act as applicable.
Postal Service policies related to privacy, the Freedom of Information Act,
and records management can be found in Handbook AS-353, Guide fo
Privacy, Freedom of Information Act, and Records Management. The Postal
Service privacy policy for customers is posted on www.usps.com.

5-7 Sensitive Data Storage

Postal Service limits storing sensitive data to explicit business requirements.
Personally Identifiable Information (PIl) is prohibited from being stored for
any longer than the legitimate business need exists to retain the data.
Customer credit card numbers or Primary Account Numbers (PANs) should
be rendered unreadable at-rest in compliance with the PCI DSS.

Supplemental Guidance: Postal Service is not required to storage of
customer data for credit or debit cardholders and sensitive authentication
data, after transaction authorization, is prohibited, in any form, even if it is
encrypted. This includes the following data elements:

a. The full contents of any track from the magnetic stripe located on the back
of a card, equivalent data contained on a chip, or elsewhere.

b. The card verification code or value three-digit or four-digit number printed
on the front or back of a payment card used to verify card-not-present
transactions

c. The personal identification number (PIN) or the encrypted PIN block.

d. In the normal course of business, the following data elements from the
magnetic stripe may need to be retained to minimize risk. Store only these
data elements as needed for business:

1. The cardholder's name

2. Primary account number (PAN)
3. Expiration date

4.4. Service code

57 5-8Use of Social Media
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The Administrative Support Manual (ASM), 363, Social Media Policy, governs
the use of social media by Postal Service employees and contractors when
serving the Postal Service in an official or professional capacity and provides

rules and guidance for Postal Service employees and contractors who use
social media for personal purposes.
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6 Personnel Security

6-1

Policy

The Postal Service identifies sensitive positions and ensures that individuals
assignhed to those positions have the approptiate level of clearance to
minimize risk to Postal Service information resources.

Personnel are held accountable for carrying out their information security
responsibilities. Managers must ensure personnel receive appropriate
information security training and protect Postal Service resources when
personnel depart under involuntary or adverse conditions.

Policies addressed in this chapter are the following:
a Employee accountability.
b. Sensitive positions.
Background investigations and clearances.
Information security awareness and training.
e. Departing personnel.

6-2 Employee Accountability
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6-2.1

§-2.2

6-2.3

6-2.4

Separation of Duties and Responsibilities

Personnel must not be assigned duties that could cause a conflict of interest
or present an undetectable opportunity for malicious wrongdoing, fraud, or
collusion.

Job Descriptions

The Postal Service defines and documents the information security
requirements for each position.

Performance Appraisals

The Pastal Service evaluates the execution of information security
responsibilities and the compliance with information security policies and
procedures in personnel performance appraisals.

Condition of Continued Employment

The Postal Service includes the execution of information security
responsibilities and the compliance with information security policies and
procedures as a condition of continued employment for all personnel.
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Sanctions

All personnel are held accountable for carrying out their information security
responsibilities. Violators of Postal Service information security policies are
subject to sanctions by supervision commensurate with the severity and
frequency of the infraction, including levels of access, disciplinary action,
removal, or criminal prosecution.

6-3 Sensitive Positions

Managers at all levels are responsible for identifying sensitive positions within
their organizations and then requesting the chief postal inspector to
designate the positions as sensitive.

Sensitive positions include those in which personnel could, in the normal
performance of their duties, cause material adverse effect to Postal Service
information resources. Such duties include, but are not limited to, the
following:

a.  Making changes in the operating system, configuration parameters,
system controls, and audit trails.

b. Modifying security authorizations.

c. Making revisions to sensitive programs and data that could be
undetected.

6-4 Background Investigations and Clearances
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6-4.1

General Requirements

Personnel must have appropriate background investigations/security
clearances as determined by the Postal Inspection Service before accessing
Postal Service information resources (see ASM 272, Personnel Security
Clearances). For personnel without clearances, access is restricted to
temporary information services (see 9-3.2.2, Temporary Information
Services).

Appropriate background investigations must be conducted and security
clearances obtained for personnel who access sensitive-enhanced, sensitive,
or critical information resources, require unescorted access to controlled
areas, or perform the duties of a sensitive position.

Personnel includes employees, nonemployees, business partners, and
suppliers having access to Postal Service sensitive-enhanced or sensitive
data whether that data is stored on Postal Service premises or at a business
partner, supplier, or vendor facility.
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6-4.2
6-4.2.1

6-4.2.2

6-4.2.3

6-4.3

Information Security
Access Privileges

Log-on IDs

Managers must use eAcsessARISeAccess/ARIS to request access
authorization for individuals who do not have the appropriate clearance or
background investigation and are responsible for the access activities of
those individuals.

Information Resources Processing Sensitive -

Enhances or Sensitive Information
All personnel whose duties require access to Postal Service information
resources processing sensitive-enhanced or sensitive information (see 3-2,
Information Designation and Categorization) must have an appropriate
clearance or background investigation as determined by the Inspection
Service before they obtain access (see ASM 272, Personnel Security
Clearances).

Controlled Areas

All personnel, whose duties require unescorted access to controlled areas,
whether located at a Postal or non-Postal Service facility, must have an
appropriate clearance or background investigation as determined by the
Inspection Service before being granted unescorted access privileges. For
further information, refer to the USPS Administrative Support Manual (ASM),
Section 272, Personnel Security Clearances.

Foreign Nationals

In certain situations, personnel may be permanent resident aliens and
citizens of foreign countries and still provide services to the Postal Service,
with prior approval of the responsible executive. Except for citizenship,
foreign nationals must meet the same clearance requirements as all other
personnel. The Postal Service executive who approves access to information
resources by foreign nationals (including contractors and suppliers) is
responsible for all actions initiated by the foreign national.

Information Security Awareness and Training

6-5.1

6-5.2

General Security Awareness

Managers must continually strive to incorporate information security into
training courses, training videos, service talks, internal newsletters, posters,
case studies, and other tools and visual aids to increase information security
awareness among their personnel. The training should explain how anyone
failing to comply with security policies and procedures will be disciplined.

Documenting and Monitoring Individual Information

Security Training
Individual information security training activities must be documented and
monitored to ensure all personnel attend their initial, annual, and operational
training (as required) before given access to sensitive-enhanced, sensitive, or
critical information.
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6-5.3

If Postal Service-sponsored training is not available, contractors must provide
appropriate information security training that is applicable to the Postal
Service computing envirohment.

All designated personnel (see the Information Security Training Matrix on the
CISO Website for the current requirements) handiing PCI information must
acknowledge, at least annually, in writing or electronically, that they have
read and understand Postal Service information security policies and
procedures contained in Handbook AS-805-C, Information Security for
General Users, as well as the security procedures associated with their job.

Training Requirements
Exhibit 6-5.3
Training Requirements

Training Type Requirement(s)

Annual Training Based on requirements defined by the CISO at the
beginning of the fiscal year (see the Information
Security Training Matrix on the CISO Website), all
personnel with an ACE ID or access to the Postal
Service intranet must participate in information
security training and data protection requirement
training annually. Information security training is
recommended for all other non-bargaining personnel.

Information Resource All persennel with access to the Postal Service
Operational Security network must be trained to handle and report
Training information security breaches and incidents.

All PCldevelopers and administrators must complete
formai fraining [1] in general secure coding
techniques, [2] in developing secure code in the
pregramming language(s) they use, and [3] and must
maintain evidence of successful completion,

For information resources processing sensitive-
enhanced, sensitive, or critical information, operational
security training must be developed and conducted
that is appropriate for job responsibilities, and role-
based activities.

All privileged users posing access to any sensitive-
enhanced, sensitive, or critical information or systems
supporting information must undergo security
awareness training and records are maintained within
the Learning Management System (LMS). If training
does not occur, the role cannot be fulfilled. For
privileged account holders who have not received
annual refresher training, access is disabled until
required training has been completed, unless the
CISC grants a waiver.

The training should explain how to protect information
throughout its life eycle and report incidents.

All C&A stakeholders, including Business Relationship
Management portfolio managers, Solution
Development Teams, and their staff must complete
annual training on the Certification and Accreditation
(C&A) process.
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New Personnel Training | All new personnel must receive information security
training and be issued a copy of Handbook AS-805-C,
Information Security for General Users.

6-6 Departing Personnel
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6-6.1

6-6.2

Routine Separation

Routine separation of personnel occurs when an individual receives
reassignment or promotion, resigns, retires, or otherwise departs under
honorable and friendly conditions. Unless adverse circumstances are known
or suspected, the individual will be permitted to complete his or her assigned
duties and follow official employee departure procedures. When personnel
leave under non-adverse circumstances, the individual's manager,
supervisor, or company official (for contractors/suppliers) must ensure the
following:

a. All accountable items, including keys, access cards, two-factor
credentials, laptops, tablet computers, mobile computing devices
(including smart phones and encrypted storage devices) and other
computer-related equipment are returned.

b. For Postal Service employee's, the employee computer log-on 1D,
building-access authorizations, and access to Postal Service information
systems are terminated coincident with the employee’s effective date of

departure determined by Human Resources, unless needed in the new
assignment.

c. For contractors and suppliers, their individual computer log-on ID,
building-access authorizations, and access to Postal Service information
systems are terminated immediately with their date of departure.

d. All sensitive-enhanced and sensitive information, in any format, in the
custody of the terminating individual are returned, destroyed, or
transferred to the custody of another individual.

Adverse Termination

Removal or dismissal of personnel under involuntary or adverse conditions
includes termination for cause, involuntary transfer, and departure with
pending grievances. In addition to the routine separation procedures,
termination under adverse conditions requires extra precautions to protect
Postal Service information resources and property. The manager, supervisor,

or company official (for contractors/suppliers) of an individual being
terminated under adverse circumstances must:

For Postal Service employees:

a. Ensure that the individual is escorted and supervised at all times while in
any location that provides access to Postal Service information
resources.

b. Immediately Suspend-suspend and take steps to terminate the
individual’s computer log-on ID(s), access to Postal Service information
systems, and building access authorizations.

c. Ensure prompt changing of all computer passwords, access codes,
badge reader programming, and physical locks used by the individual
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6-6.3

being dismissed.

d. Attempt to recover accountable items and all sensitive-enhanced and
sensitive information in any format in the custody of the individual
being terminated.

e. Attempt to wipe and/or lock any accountable item that cannot be
recovered.

f.  Destroy or transfer sensitive-enhanced or sensitive information to
another custodian.

g. Notify the Postal Inspection Service.

Contractors and Suppliers:
a. Ensure immediate deletion of all computer passwords, access codes,

badge reader programming, and physical locks used by the individual
being dismissed.

b. Recover accountable items and all sensitive-enhanced and sensitive
information in any format in the custody of the individual being
terminated.

c. Wipe and/or lock any accountable item that cannot be
recovered.

d. Destroy or transfer sensitive-enhanced or sensitive information to
another custodian.

e. |mmediately notify the contractor's and/or supplier's program manager
(PM) or contract officer representative (COR).

f.  Ensure the Contractors/Suppliers eAccessARISeAccess/ARIS account is
terminated.

g. Before escorting the individual off the premises secure the Postal Service

badge/ID.
Systems, Network, or Database Administrator
Departure

Routine separation or adverse termination of a systems, network, or
database administrator requires taking extra care and precautions. Upon
departure, remove the privileged access as quickly as possible to maintain
the security and integrity of the specific information resources to which the
administrator had access. After departure, monitor the affected information
resources for improper use or access. Specifically, the manager, supervisor,
or company official (for contractors/suppliers) of the departing systems or
database administrator must:

a. Follow the requirements documented above for routine separation
or for adverse termination as applicable.

b.  Reconfigure access lists to remove the departed administrator’s
accounts.

c. Disable or change the password or login requirements to all shared
devices and applications.

d. Disable or change passwords to all shared service and privileged
accounts.

e. Disallow physical access to buildings, systems, and information
associated with the departed administrator’s former access.

79



Information Security
f. Monitor all privileged accounts for usage and access to the
systems, applications, and databases formerly under the
administrator's control to ensure all access has been removed.

g. Review records for Postal Service information approved for
removal offsite and make appropriate efforts to recover information
and/or equipment as applicable. Notify the manager, Corporate.
Information Security Office, of any information identified as
removed but not recovered.

7 Physical and Environmental Security

Policy

The Postal Service protects its information resources through implementation
of sound physical, environmental, and administrative security controls
designed to reduce the risk of physical failure of infrastructure components,
damage from natural or fabricated environmental hazards, and use by
unauthorized personnel.

Where possible, all information resources (including portable information
resources) must reside in a protected environment. Physical and
administrative security controls must be implemented at each facility to
protect against unauthorized personnel access and to protect the physical
integrity of Postal Service information resources located at the facility. Such
physical and administrative security controls include the following:

a.  Physical access controls.

b Physical protection of information resources.
c Environmental security.

d.  Facility continuify planning.

e.  Facility contracts,

7-2 Physical Access Controis
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7-2.1

Access to Controlled Areas
Access to controlled areas must be restricted as follows:

a.

Access to controlled areas is restricted to personnel whose duties
require access to such facilities and who possess appropriate
security clearances or background investigation,

Access to controlled areas must be controlled by
electromechanical means. Personnel authorized access to the
controlled areas must always use their access control identification
badge or device to gain entrance to the controlled area. Tailgating
is prohibited and personnel are responsible for immediately
reporting any instance of tailgating.

A record of physical access, both authorized individuals and
visitors, must be maintained, Automated mechanisms should be

employed where feasible to facilitate the maintenance and review
of access records.

Personnel without an authorized Postal Service identification
badge or device must sign a visitor log and be escorted by
authorized personnel while in the controlled area.

Visitor logs must include at a minimum: name and organization of

- the person visiting, form of identification used for authentication,

date of visit, time of entry and departure, purpose of visit, and
name of person and organization visited. Visitor logs must be
reviewed monthly and security violations and suspicious activities
must be investigated and remedial actions taken.

722 Establishment of Controlled Areas

Controlled areas must be established within the facility wherever more
stringent restrictions on physical access and more tightly controlled physical
and environmental security are required to fully protect information
resources. Typical controlled areas may include the following:

7-2.3

a.

S© ™0 o0 T

Computer rooms.

Telecommunications rooms.

Wiring closets.

Computer operations areas.

Media and documentation storage areas.
Operating system software support areas.
Special authorization terminal areas.
Security officers’ controlled areas.

Other designated areas, whether located at a Postal Setvice or
non-Postal Service facility.

Types of Information Resources Stored in

Controlied Areas
information resources processing sensitive-enhanced, sensitive, or critical
information must be located in a controlled area.
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7-2.4

7-2.5

7-2.6

7-27

Information Security

Establishment of Access Control Lists

Each controlled area must establish an access control list of people who are
authorized access. Access control lists must be updated when new
personnel are assigned to the controlled area or when someone leaves.
Access control lists must also be reviewed and updated semiannually. Data
center access must be reviewed by the designated Information Technology
manager on a quarierly basis.

Personnel not on the access control list must sign a visitor log and be
escorted by authorized personnel while in the controlled area.

Training for Controlled Areas
Personne!l with access to controlled areas must be trained in their
responsibilities regarding controlled areas.

Installation of Physical Access Controi Devices
Physical access control devices using biometrics, smart cards, tokens,
mantraps, or lockable cabinets may be installed to supplement fraditional
facility locks and keys to limit access. Additionally, the Inspection Service and
Facility Management may require physical access to be monitored by
surveillance equipment and real time infrusion detection and alarm systems
{e.g., CCTV, motion detectors, and other audio or silent alarms) to detect and
respond to incidents [see the Administrative Support Manual (ASM) 273,
Facility Security, and Handbook RE-5, Building and Site Security
Management].

Based on the risks associated with the information resource, additional
physical access security mechanisms (e.g., locked cabinet or desk, portable
device cable lock, and biometric workstation lock) must be implemented for
information resources processing sensitive-enhanced, sensitive, or critical
information.

Security personnel are notified immediately of physical security events and
follow-up action is taken and documented.

Implementation of Identification Badges
Identification badges must adhere to the following criteria:

a. Persons authorized access to controlled areas must be identified
by a picture badge conspicuously displayed on their person.

b.  Persons using a badge not issued to them or making any attempt
to alter a badge will be subject to disciplinary action.

c. Employees must report lost or stolen badges immediately fo the
issuer of the badge.

d.  Security access systems that limit access to controlled areas
where persons have reported lost or stolen badges must
immediately cancel the associated access privileges until the lost
or stolen badge is recovered and returned to the issuer.

e. Temporary badges must be controlled and issued by the manager
of the organization or their designee to authorized personnel who
arrive without their assigned badges during normal duty hours.
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f. The organization manager or designee must make an
unannouinced verification of badges at least annually fo ensure
authenticity and to correct any badge discrepancies.

7-3 Physical Protection of Information Resources
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7-3.1

7-32

7-3.3

Information resources must be protected against damage, unauthorized
access, and theft, both in the Postal Service environment and when removed
from this secure environment.

Note: Sensitive-enhanced, sensitive, and critical information stored on
removable devices or media must be encrypted and stored in a controlled
area orin a locked cabinet. Sensitive-enhanced and sensitive information
that is stored off Postal Service premises must also be encrypted and
stored in a controlied area or in a locked cabinet.

Network Equipment, Network Servers, and

Mainframes

Network equipment, network servers, and mainframes must bo protected
against damage, unauthorized access, and theft and, where possible,
housed in separate rooms that can be accessed only by authorized
personnel.

Additional protection measures to control physical access to information
distribution and transmission include locked wiring closets, disconnected or
locked spare jacks, and protection of cabling with conduit or cable trays.

Postal Service Workstations and Portable Devices
Postal Service information resources that are stationary, portable, or mobile
must be protected at all times in use, storage, and in transit against damage,
unauthorized access, and theft. Users of Postal Service information
resources will be held accountable for their loss or compromise.

Non-Postal Service Portable Electronic Devices

To protect Postal Service information from disclosure or compromise, non-
Postal Service portable devices [e.g., laptops, notebooks, tablets, mobile
computing devices, or storage media including universal serial bus (USB) port
devices or.thumb drives] must not store, process, or transmit Postal Service
information. Under no circumstances will such devices connect to the Postal
Service intranet via a wired or wireless connection.

The use of non-Postal Service portable devices for personal use is controlled
by rules set forth by the installation head or his or her designee.

Visitors to Postal Service facilities may be required to present non-Postal
Service portable devices to the installation head or his or her designee upon
entry to the facility. The installation head or his or her designee determines if
such devices can be brought into the facility or must be surrendered for the
duration of the visit. Under no circumstances will such devices connect to the
Postal Service intranet or store, process, or fransmit Postal Service
information.
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Sensitive-Enhanced, Sensitive, and Critical Media
Sensitive-enhanced, sensitive, and critical media, whether electronic or non-
electronic, must be protected against physical loss or damage, whether on
Postal Service premises or not. Physical and administrative controis must be
implemented to ensure that only authorized personnel can access sensitive-
enhanced, sensitive, and critical information. Personnel who have custody of
sensitive-enhanced, sensitive, and critical media are responsible for their
safekeeping (see 3-5, Protection of Postal Service Information and Media).

Contracts
Physical security requirements must be included in contracts involving
infrastructure services performed or hosted for the Postal Service.

7-4 Environmental Security
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Environmental security controls must be implemented at the facility, room,
and information resource level to protect servers, mainframes, and critical
information resources as described below:

a.  Protection against lightning, wind, and building collapse must be
implemented.

b.  Protection against water damage from water supply lines, sewer
systems, and roof leaks must be implemented (e.g., plastic sheets are
available and master shutoff valves are accessible, working properly,
known to operations personnel, and automatic where feasible}.

c.  Additional temperature and humidity safeguards must be implemented
to monitor and maintain acceptable levels.

d.  Protection against flooding, earthquakes, or other natural disasters
must be implemented (e.g., drains are installed below the computer
room floor).

e. Additional fire safeguards:

(1) Fire detection and suppression equipment (e.g., soke and
heat detectors, handheld fire extinguishers, fixed fire hoses, and
sprinkler systems) must be implemented.

(2) Fire detection and suppression equipment must automatically
notify the organization and emergency responders.

f. Additional power (electricity) safeguards:

(1) A short-term alternate power supply must be implemented to
ensure proper shutdown in the event of a power interruption.

(2) Along-term aliernate power supply must be implemented to
maintain minimal operational capability in the event of a power
outage.
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g.  Automatic emergency lighting systems must be implemented to
illuminate emergency exits and evacuation routes in the event of a
power outage or disruption,

h.  Surge protection must be implemented for all information resources.

i. Redundant power feeds and redundant communications paths must be
implemented for critical information technology sites.

For areas containing concentrated information resources, Facility
Management may require the capability to shut off power to information
resources that may be malfunctioning (e.g., due to an electrical fire) or
threatened (e.g., due to potential flooding) without endangering personnel by
requiring them to approach the equipment. See ASM 273, Facility Security,
and Handbook RE-5, Building and Site Security Management, for the
reguirements for remote power shutoffs.

7-5 Facility Continuity Planning

Physicat security requirements must be included in facility continuity planning
to ensure the appropriate protection of information resources following a
catastrophic event.

7-6 Facility Contracts

Depending on the nature of the contract, information, environmental,
personnel, and physical security requirements must be included in contracts
involving facilities to ensure the appropriate protection of information
resources,
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3 Development and Operations
Security

8-1

Policy

Information resources must be developed under the technical solutions life
cycle (TSLC) or other approved system development life cycle methodology.
Information security must be an integral part of the system development life
cycle whether development is done in house, acquired, or outsourced. Postal
Service information must alsc be appropriately protected during operation,
Security activities must be performed to maintain a secure environment and
to comply with Postal Service policies and legal requirements.

The Postal Service certification and accreditation {(C&A) process defines a
formal review process that ensures adequate security is incorporated during
each phase of the praject life cycle. The C&A process is required for each
information resource (i.e., application or infrastructure component).

Chapter 8 addresses the following topics:
a.  Development security.

b.  Operations security.

c. Certification and accreditation.

8-2 Development Security
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s21 Life-Cycie Approach

Security must be addressed throughout the information resource life-cycle
process, from requirements, design, build, system integration testing (SIT),
customer acceptance testing (CAT), release {and production) and retirement.
Al development, acquisition, or integration projects for information resources,
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8-2.2

8-2.3

8-2.4

8-2.4.1

whether performed in house or by a business partner, must follow the TSLC
process or other approved systerns development life-cycle methodology. All
systems development must follow secure coding best practices.

Risk Management

A risk-based approach must be applied to information security that uses
limited resources wisely to protect an information resource in a cost-effective
manner throughout its life cycle. The security controls applied to information
resources must be commensurate with the magnitude of harm that would
result from loss, misuse, unavailability, unauthorized access, or unauthorized
modification of the information resources (see 4-3, Information Resource Risk
Management),

Quality Assurance

Information resource development must include quality assurance (QA) and
security-specific testing to ensure that security controls have been
implemented and are functioning correctly. Transactions failing edit and
validation routines must be subject to appropriate foilow-up until errors are
remediated. Information processing failures discovered as the result of
remediation must be used for root cause analysis and to adjust procedures
and automated controls to improve quality.

Configuration and Change Management

All information resources, whether developed in house, outsourced, or
acquired must be developed under standard configuration and change
management procedures to maximize risk reduction and vulnerabilities
introduced by undocumented and untested changes in accordance with the
Postal Service change management policy/procedure. Postal Service
information resources must not be developed or deployed unless a change
and configuration management process is in place.

Configuration and change control involve the systematic proposal,
justification, test/evaluation, review, and disposition of proposed changes.
Appropriate organizational officials approve information system changes in
accordance with this process. Emergency changes are also included in the
configuration and change control process.

Configuration Component Inventory

To effectively manage information resources, the information system
components must be inventoried and the initial or baseline configuration of
the information resources must be documented in the corporate
Configuration Management Database (CMDB) prior to deployment. The
inventory of information system components must include manufacturer,
type, serial number, version number, information system/component owner,
and location (i.e., physical location and logical pesition within the information
system architecture). The inventory must also designate those information
system components required to implement and/or conduct contingency
planning operations,

Configurations of information resources must be reviewed at least annually to
ensure the documented configuration in the appropriate inventory application
matches the current components.
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Configuration Hardening Standards
Hardware and system software must be hardened to Postal Service
information security requirements. Configuration hardening standards must be
used to maintain a high level of information security, enable cost-effective and
timely maintenance and repair, and protect Postal Service information
resources against unexpected vulnerabilities. Critical security patches for PCI-
related information resources, including applications and infrastructure, must
be installed within 30 days of release. See the manager, Corporate
Information Security Office (CISO)-Information-Sesurity-Services(ISS), to
request access to a specific Postal Service configuration hardening standard.

Secure System Configuration: Software developers and COTS software
suppliers must provide secure configuration guidelines that fully describe all
security relevant configuration options and their implications for the overall
security of the software and system.

a. The guideline shall include a full description of dependencies on the
supporting platform, including operating system, web server, and application
server. and how they should be configured for security.

b. Developers must determine how to configure each setting that has an effect
on security so the default configuration settings are secure and they do not
weaken the security functions provided by the platform, network infrastructure,
Or services.

Change and Version Control

Changes to information resources and configurations must be managed to
ensure that Postal Service information resources are not inadvertently
exposed to unnecessary risks and vulnerabilities and that only qualified and
authorized individuals initiate changes, upgrades, and modifications. Individual
access privileges must be approved by appropriate management officials.

All changes must be appropriately approved and documented. Application
code changes are managed using version control software. Change control
records must be maintained to support and document system software
maintenance, software and hardware upgrades, and any local system
modifications.

Patch Management

An effective patch management process must be implemented to investigate,
prioritize, test, track, control the deployment and maintenance of software
releases, and resolve known security vulnerabilities. The patch management
process must address all information resources installed in the Postal Service
computing environment. Security patches must be installed in accordance
with the agreed upon schedule and following established evaluation and
implementation processes. Critical security patches for PCI- related
information resources, including applications and infrastructure, must be
installed within 30 days of release. Software security patches must be
evaluated on a regular basis. The evaluation period varies by platform and is
defined in the applicable hardening standard. If the patch is appropriate for
the Postal Service environment, the patch must be tested and approved by
Postal Service management prior to implementation. Software patch
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evaluations and testing must be properly documented and retained in the
appropriate repository that is available for audit purposes. Personnel invoived
in the patch management process must be appropriately trained to ensure a
viable vulnerability remediation process.

Patch management involves acquiring, testing, and installing multiple patches
(code changes) to software systems, including operating system software,
supporting software and packages, firmware, and application software. Patch
management tasks include the following:
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b.

Maintaining current knowledge of available patches.

Deciding what patches are appropriate for particular information

fesources,
c.
d.

Prioritizing the patches to be installed.

Testing patches in a nonproduction environment first
in order to check for unwanted or unforeseen side
effects.

Developing a back-out plan which includes backing
up the systems about to be patched to be sure that it
is possible to return to a working configuration.

Securing management approval.
Ensuring that patches are installed properly.
Testing information resources after installation.

Documenting all associated procedures, such as
specific configurations required.

Patch management is critical to ensure the integrity and
reliability of information rescurces. Patch management should
be capable of:

a,

Highly granular patch update and installation
administration (i.e., treating patches and
mainframes, servers, desktops, and laptops
separately). ‘

Tracking machines, and updating and enforcing
patches centrally.

Verifying successful deployment on each machine.

Deploying client settings, service packs, patches,
hot fixes, and similar items network-wide in a timely
manner in order to address immediate threats.
Critical security patches for PCl-related information
resources, including applications and infrastructure,
must be installed within 30 days of release.

Initiating from a central management console.

Providing scheduling, desktop management, and
standardization toocls to reduce the costs
associated with distribution and management.

89



8-2.45

8-2.5

8-2.6

Information Security
g. Providing ongoing deployment for both new and
legacy systems in mixed hardware and operating
system environments.

h.  Automating the repetitive activity associated with
rolling out patches.

i. Analyzing the operating system and applications to
identify possible security holes.

. Scanning the entire network (IP address by IP
address) and providing information such as service
pack level of the machine, missing security
patches, key registry entries, weak passwords,
users and groups, and more._For MPE and MHE
systems, a scan schedule must be reviewed with
system owners to prevent needless negative
impact to mail processing and logistics operations.

k.  Analyzing scan results using filters and reports to proactively secure
information resources (e.g., installing service packs and hotfixes).

Security Testing of the Configuration

After the information system is changed, the security controls must be checked
to ensure the security features are still functioning properly. Periodically (at a
minimum annually), the security controls must be tested to ensure the
information security controls are functioning as designed and documented.

Significant changes will cause the re-initiation of the C&A process. The criteria
for initiating a recertification are defined in Handbook AS-805-A, Information
Resource Certification and Accreditation (C&A) Process, 6-2.

Separation of Duties

An individual or organization must not be assigned duties that could cause a
conflict of interest or present an undetectable opportunity for accidental or
malicious wrongdoing, fraud, or collusion. When it is not possible for duties to
be assigned to separate individuals, the roles and functions performed must
be clearly defined, associated activities logged, security-related functions
audited, and compensating controls identified and implemented. The CISO
reserves the right to validate the effectiveness of the compensating controls.

Application Source Code

Application source code is considered business proprietary information by the
Postal Service and is expected to be handled and stored in a secure manner.
When source code is consolidated and stored in a repository/vault, that
repository/vault is considered sensitive and must adhere to the following
controls:

a.  The repository/vault must be in a controlled area and physical access
to the repository/vault will be controlled through an access control
system.

b.  Electronic access to the repository/vault will be controlled through
eAccessARISeAccess/ARIS.
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c.
d.

8-2.8

A fully accountable check-in/check-out process must be operational.

Code may not be removed from the vault without using the approved
check-infcheck-out process.

Any code that is removed from the vault must be protected from
unauthorized access or usage.

Business partners having access to code must have a valid Postal
Service nondisclosure agreement (NDA) on file with the Postal
Service. Business partner NDAs will be filed with the contracting
officer.

A defined process of separation of duties must be implemented to
support code propagation through the environments (e.g. developers
will not have the ability to place code directly into the production
environment).

A versioning system must be in-place to ensure that proper version
conhtrol is maintained.

827 Developers
A developer is an employee or contractor with the
development-related responsibilities (e.g., the ability to check-in
code or make changes fo source code, scripts, or configuration
files) and as such must be included in the Postal Service
Corporate Developer Registry (CDR).

The following restrictions apply to all developers:

a.  Developers are not authorized to be production
application/platform administrators.

b. Developers are not authorized to copy production data.

c. Developers are not authorized to have greater than
read access to the underlying operating system.

d.  Developers are not authorized to have greater than
read access to the underlying database.

e.  Developers are not authorized {o have greater than
read access to the application {i.e., under no
circumstances are developers ever allowed to have
privileged or administrative access to the application).

f. Developers are not authorized to promote code to the
production environment.

g.  The definition of developer is global in scope, and these
restrictions apply across all applications and platforms.

Application Security

To address today’s threat environment, developers must employ
some of the new application controls that are harder to evade and
more effective than many of the traditional security controls
currently employed,
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g-3.1 Distributed Postal Computing
Environment

The TSLC defines the following four logical distributed postal
computing environments (PCE) as follows:

a. Devslopment (DEV). DEV includes subcategories
Sandbox and Inactive.

b.  System Integration Testing (SIT).

¢.  Customer Acceptance Testing (CAT). CAT includes
subcategories Training, Quality Assurance (QA), and
Pre-Production (Pre-Prod).

d.  Production (PRCD). PROD includes subcategories
Pilot, Certification, Testing Environment for Mailers
(TEM), and Disaster Recovery (DR).

The use of any other PCE name or subcategory is not
authorized. National systems/applications must be
engineered with a minimum of three separate environments
with appropriate separations of duties. The three separate
environments must have at least four logical environments
that are DEV, SIT, CAT, and PROD. In a three-separate
environment approach, the acceptable groupings of these
four logical environments in the three separate environments
are DEV/SIT, CAT, PROD or DEV, SIT/CAT, PROD. In the
latter grouping, the SIT environment must be cleared before it
becomes the CAT environment.
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832 Environment Restrictions
Restrictions are defined for the following distributed PCEs
including the subcategories noted above:

a. DEV.
b. SIT.

. CAT.
d. PROD.

Separation of duties and other restrictions defined for each of
the PCEs must be maintained. Modification of environment
restrictions is not authorized.

8-3.2.1 Development Environment
Developers get full access (e.g., read, write, execute, allocate,
and delete) in this environment to application software.
Restrictions for the development environment include the
following:

a.  Developers are restricted to read and execute privileges for database and
operating system software.

b. Personally identifiable information (PIl), which is defined in 3-2.4.2, and
payment card industry (PCI} primary account number (PAN) must not be
used in this environment.

No access to production systems is allowed from this environment.

Development environment is an isolated infrastructure (DEVSUB) or
enclaved.

e. Use of non-sensitive production information in this environment requires
the creation of a generic production data usage letter (PDUL). This letter
approves the use of non-sensitive production data until the end of the
current fiscal year. The PDUL is needed only for the application to be
tested not for every system the application touches.

f. Use of sensitive or sensitive-enhanced production information in this
environment requires:

(1) A specific PDUL that approves the use of this data untilthe-end of
the-eurrent fiscal-for (1) one year from the time of the request, at
which time another PDUL will be required. The PDUL is needed
only for the application to be tested, not for every system the
application touches.

(2)  The development environment must implement the same controls
as the production environment or the PIl or PCI PANs, and
sensitive information must be de-identified in the production
environment before data is transferred to the development
environment. The project manager must validate (and attest in a
letter to the CISO and the privacy office) that all Pil and PC| PANs,
and sensitive information have been de-identified.

g.  All connections of developer workstations to databases in all
environments must be added as a temporary request for no more than 6
months with the option to renew when the NCRB team (coordinating with

November 2019 93



8-3.2.2

Information Security

the 1SSO) contacts the requester prior fo expiration; contact the users
listed in the database connections in the general tab of ServiceNow. This
fits the 6-month access review policy.

All connections for developers will be from their workstations/laptops and

not from a subnet.

SIT Environment

Developers have full access (e.g., read, write, execute, allocate, and
delete) in this environment to application software. Code is migrated from
the SIT environment back to the development environment o apply
updates/fixes. Restrictions for the SIT environment include the following:

a.

Developers may have access to the SIT environment with
documented management approval.

Systems moved to the SIT environment are documented and
managed by a version control library system.

Pll and PCl PANs and sensitive information must not be used in this

environment.
d.

Use of non-sensitive production information in this
environment requires a generic PDUL that approves
upfront the use of non-sensitive production data for
up to 1 year from the time of the request until the
application regquires recertification and
reaccreditation at which time another PDUL will be
required.

Use of production PIl and PCl PANs, and sensitive
information in this environment requires:

(1) A specific PDUL that approves the use of this
data for 1 year from the time of the request;
then they would be required fo request another
PDUL. The PDUL is only needed for the
application to be tested not for every system
the application touches.

(2) The SIT environment must implement the same
controls as the production environment or the
Pll, or PCI PANSs, and sensitive information
must be de-identified in the production
environment before the data is transferred to
the SIT environment. The project manager
must validate (and attest in a letter to the CISO
and the privacy office) that all Pll, and PCI
PANs, and sensitive information have been de-
identified.

All connection of developer workstations to
databases in all environments must be added as a
femporary request for no more than 6 months with
the option to renew when the NCRB team
(coordinating with the 1SS0) contacts the requester
prior to expiration; contact the users listed in the
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database connections in the general tab of
ServiceNow. This fits the 6-month access review

policy.
g.  All connections for developers are from their
workstations/laptops and not from a subnet.

8-32.3 CAT Environment
Access is restricted to production operations personnel,
executive sponsorship, and developers with proper
authorization. The CAT environment must implement the
same controls and security requirements as production.
Restrictions for the CAT environment include the following:

a. Developers may have access to the CAT environment
with documented management approval.

b. Systems moved to the CAT environment are
documented and managed by a version control library
system.

c. PCI PANs must not be used in this environment.

d. Plland sensitive information must be de-identified prior to use in the

CAT environment; any exceptions to the de-identification requirement
must be approved by the CIO, CPO, and the executive sponsor. If PII
that is not de-identified is approved for use in the CAT environment,
the PIl and sensitive information must be encrypted.

Use of non-sensitive production information in this environment
requires a generic PDUL that approves upfront the use of non-
sensitive production data for up to 1 year from the time of the request
until the application requires recertification and reaccreditation at which
time another generic PDUL is required. See 8-3.2.5, Other
Environments.

Use of Pll, and PCI PANSs, sensitive information in this environment
requires:

(1) A specific PDUL that approves the use of this data until-the
end-ofthe-current-fiscalfor (1) one year from the time of the
request, at which time another PDUL is required. The PDUL is
only needed for the application to be tested, not for every
system the application touches.

(2) The CAT environment must implement the same controls as
the production environment or the Pl and PCI PANs, and
sensitive information must be de-identified in the production
environment before data is transferred to the CAT
environment. The project manager must validate and attest in
a letter to the CISO and the Privacy Office that all PIl and PCI
PANSs, and sensitive information have been de-identified.

(3) All connection of developer workstations to databases in all
environments must be added as a temporary request for no
more than 6 months with the option to renew when the NCRB
team (coordinating with the ISSO) contacts the requester prior
to expiration; contact the users listed in the database
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connections in the general tab of ServiceNow. This fits the 6-
month access review policy.
(4) All connections for developers will be from their
workstations/laptops and not from a subnet.

8-324  Production Environment
Restrictions for the production environment include:

a.

Developers must not have ongoing read access or privileged access to
application, database, and operating system software in this
environment.

Developer access to production systems must be authorized by the
executive sponsor, CIO or designee, and CPO via
eAccessARISeAccess/ARIS or PS Form 1357, Request for Computer
Access. PS Form 1357 is only to be used for applications where
eAccessARISeAccess/ARIS is unable to handle the requested
computer access.

Developer access to the production system, if approved in
eAccessARISeAccess/ARIS, must be managed and documented in
eAccessARISeAccess/ARIS.

A Remedy Problem Ticket must be opened to implement the approved
access to the production system and the access must be removed
when the Problem Ticket is closed.

e.  The developer account must be temporary and
disabled/removed upon completion of the task.

f. Developer access must be logged while the account is
active.

The CISO must be informed of the access.
h.  Production data must not be copied by the developer.

i. Extreme care must be exercised when accessing Pl
and cardholder information. If not necessary for the
task, Pl and cardholder data must be masked from
view or de-identified. Masking is the method of
concealing portions of cardholder data when displayed
or printed. De-identifying production data is the
process of systematically transforming Pll and
cardholder data elements so they can no longer be
used identify an individual or cardholder data. When
masking the PAN, the first six and the last four digits
are the maximum number of digits to be displayed or
printed.

j. Sensitive and sensitive-enhanced information must be
protected according to the requirements in 3-5.

8-3.2.5 Other Environments

The restrictions are the same as for the development
environment.
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8-3.3 Testing Restrictions

All information resources must comply with the testing restriction
policies below,

The SIT and CAT environments must be representative of the
operating landscape, including likely workload stress, operating
system, application sofiware, database management systems,
and network/computing infrastructure found in the production
environment, As the production environment changes, the test
environment must also change to stay in synchronization.

The testing must only be conducted within the CAT environment
by a test group independent from the development team using
clearly defined test instructions (scripts} and interactive testing
that adequately address the testing requirements and success
criteria defined in the test plan. Errors found during testing must
be logged, classified (e.g., minor, significant, and mission
critical}, and communicated to key stakeholders.

8-3.3.1 Development and Testing in the Production Environment

Development and testing of hardware and software must not be
performed in the production environment. Engineering
development and testing are in the production environment except
as planned and implemented by MPE/MHE.

8-3.32 Testing With Non-sensitive Production Data

8-3.3.3

8-3.3.4

Prior approval in writing is required from the executive sponsor and CIO or
designee if non-sensitive production data is to be used in a test environment,
regardless of where the testing is conducted. Such approved production data
files must be identified as “copies” to prevent them from being reentered into
the production environment.

Testing with Sensitive-Enhanced and Sensitive Production
Data

Prior approval in writing is required from the CPO, executive sponsor, and CIO
ar designee if sensitive-enhanced and sensitive information is to be used in a
test environment, regardless of where the testing is conducted. Approved data
files must be identified as “copies” to prevent them from being re-entered into
the production environment,

Prior to usage of production data in a test environment, the test environment
must be hardened to production standards.

PIl or cardholder data must not be placed in the test environment without being
de-identified. The masked/transformed data elements must then be
propagated across related tables within the database to preserve the integrity
of data relationships, maintain the referential integrity of the test data, and
ensure the validity of test results.

Testing at Non-Postal Service Facilities with Production Data
Additional approval in writing is required from the manager, CISO, if production
data is to be used in a test environment outside of Postal Service facilities.
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Such approved files must be identified as “copies” to prevent them from being
re-entered into the production environment.

s34 Compensating Controls in lieu of Production Data

Usage Letters
The following compensating controls must implemented in lieu of Production
Data Usage Letters (PDULS):

a. Current eAecessARISeAccess/ARIS approvals for accessing
production data in a nonproduction environment.

b. Information resource used to access this data must have a content
management solution deployed that restricts the removal of Pl and
PCI cardholder information from the information resource.

c. Information resource used to access this data must have an
encryption solution that meets Postal Service standards.

d. Users must shut down the information resource before leaving for
the day.

e. Data masking must be implemented, where feasible, on
development and test servers to protect Pll and PCI cardholder
information. Masking must be performed in a manner that does not
expose the original file to unauthorized access and must be
appropriately destroyed after the masked data version is created.

f. If data is transferred to an end point information
resource, the transport method must employ an
encryption solution that meets Postal Service
standards.

g. Users must be on Postal Service premises for
these compensating controls to be applicable;
these compensating controls are not sufficient for
remote off-site access.

h. Information resources engaged in accessing
production data in a nonproduction environment
are subject to ‘data at rest’ scans.

8-4 Certification and Accreditation

C&A is a formal security analysis and management
approval process to assess residual risk before the
resource is put into production. Each phase of the TSLC
has corresponding security activities that must be
performed to maintain a secure environment and comply
with Postal Service policies and legal requirements. (See
Handbook AS-805-A, Information Resource Certification
and Accreditation Process, for more details.)
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8-4.1 What the C&A Process Covers

The C&A process consists of seven-(9) nine interrelated
phases that are conducted concurrently with the
development and deployment of new information
resources. The objectives of the C&A are to assess threats,
define security requirements and controls, test security
solutions, and evaluate the security controls and processes
chosen to protect the information resource.

Sensitive-enhanced, sensitive, critical-high, and critical-
moderate information resources must complete the C&A
process culminating with the certification—acereditation—and
approval-to-depleycertification ad accreditation of the
information resource. Al-threeBoth approvals (i.e.,
deploycertification and accreditation) are required before
beginning operations.

All wireless information resources, regardless of sensitivity
or criticality, must complete the C&A process.

8-4.2 When C&A Is Required
The C&A is required for the following:

a.  Allinformation resources, regardless of whether they are
located at a Postal Service or non-Postal Service facility or
whether they are controlled directly by the postal Service or
through a contractor or business partner.

b. All wireless information resources, regardless of sensitivity or criticality,
must complete the C&A process.

b-c. _Pilot projects or proof of concept for information systems prior to processing
production or live data.

The frequency for recertification and reaccreditation is defined in the Re-
Initiate C&A section. Refer to section 8-5.8.8 Reinitiate C&A

8-4.2 1 Interim Authority To Test

An IATT is a temporary authorization to test an information resource within any owned
or operated Postal Service information environment. The information environment of
interest will process, store, or collect Postal Service data under a short time frame per a
predetermined set of conditions or constraints. An IATT may also be used to field new
systems or capabilities for a limited time (such as Proof of Concept), with a limited
number of platforms to support developmental efforts, demonstrations, or exercise.

Note: An IATT is only required if an information resource meets the conditions
explained above. An IATT is not required for every information resource.

IATTs are granted for a limited duration of either 30, 60, or 90 days with an option for

one extension. The IATT process may not be used to avoid authorization or validation

activity and certification determination requirements for authorizing a system to operate.
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It is Postal Service policy that all information systems. applications and services

(referred to collectively as (information system (1S)) will be certified through the

appropriate Postal processes as identified in Handbook AS- 805-A. All uncertified 1Ss

that are to be fielded for a limited time (such as a Proof of Concept), with a limited

number of platforms to support developmental efforts, demonstrations, or exercise shall

receive an IATT prior to connecting to a live (production) network. I1Ss receiving an IATT

will not be used for operational activities; the IATT is granted for testing purposes and to
support demonstrations and exercises. This testing may include limited user testing,

independent validation and verification testing to facilitate Postal Service certification.

843 Value of C&A Process to the Postal Service

8-4.4

8-4.5

8-4.6

C&A demonstrates that the Postal Service has taken due care to protect its
information resources in accordance with policies and legal requirements
defined by its business, legal, and administrative entities and ensures that
the security measures implemented to protect such resources are
documented.

Access to Information Resources and Related Documentation

During the C&A process, the manager, CISO, or designated agent has
unrestricted access to the information resources and related documentation.

Independent Processes

Independent processes are evaluations conducted by independent personnel,
contractors, or vendors for the purpose of applying rigorous evaluation
standards to information resources. The following independent processes may
be conducted by an organization that is separate and distinct from those
responsible for the development and operation of the information resource and
that strictly adheres to the separation-of-duties policy:

a. Independent risk assessment.

b.  Independent security code review.

C. Independent penetration testing and vulnerability scans.
d. Independent security test validation.

Additional information is available in Handbook AS-805-A, Information Resource
Cetrtification and Accreditation Process.

Contractual Terms and Conditions

Contract language and partnering agreements must reflect the information
security requirements of the Postal Service defined in the C&A process. The
executive sponsor is responsible for ensuring that the security requirements are
included in all contracts that involve developing information resources and all
contracts with businesses that transmit information to or from trusted Postal
Service networks.
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8-5 Information Resource C&A

Exhibit 8-5 depicts the seven phases of the Waterfall and
Agile Scrum Development Methodologies and the major
documents (deliverables) for each phase. The information
security activities associated with the C&A phases are
described in the following paragraphs.

Exhibit 8-5

Seven C&A Phases

| Waterfall Development Methodology Phases

! Application
[Characterization

Gaovernance Release
Compliance Mgmit

851 Phase 1 — Initiate and Plan

Phase 1 determines what will be required during the C&A
and the magnitude of the effort needed to complete the
C&A process. The process is initiated for all information
resources regardless of their location or whether they are
controlled directly by the Postal Service or through a
contractor or business partner. Information resources may
be referred to as a technical solution within the TSLC. The
C&A process can be applied to pilot, new, and production
applications, infrastructure, and business partner initiatives.
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8-5.2.1

8-5.2.1.1

8-5.21.2

8-53

8-5.3.1

8-53.2

Information Security

852 Phase 2 — Requirements
Phase 2 determines the information security requirements
and begins to assess the risks. The information security
activities of Phase 2 are described in the following
paragraphs.

Conduct Business Impact Assessment

An impact Assessment is completed to determine the level of sensitivity and
criticality and the information security requirements for the information
resource.

Determine Sensitivity and Criticality
The Privacy Impact Assessment is completed followed by the determination
of sensitivity and criticality for all information resources.

Determine Security Requirements

Security requirements are defined for all information resources to secure the
information resources commensurate with the risk. Security requirements
include the following:

a.  Baseline security requirements for all information resources.

b.  Additional security requirements based upon the sensitivity and
criticality of the information resource, legislation, regulations, directives,
and industry requirements.

c.  Additional conditional requirements based on request by senior
management or specific criteria.

d.  Additional security requirements recommended by the information
system security officer (ISSO) based on generally accepted industry
practices, the operating environment, and the risks associated with the
information resource.

Phase 3 — Design

Based on the security requirements defined in the BIA, the security controls
and processes for the information resource are defined. The information
security activities of Phase 3 are described in the following paragraphs.

Develop High-Level Architecture

A high-level architectural diagram is developed and maintained current for all
information resources documenting hardware, communication services and
ports used, security devices, and interconnected resources. The architectural
diagram Is used by the manager, CISO ISS to determine the impact on the
infrastructure and the need for additional security controls such as an
enclave (see 11-3.7, Determining When a Secure Enclave |s Required).

Identify Internal and External Dependencies
internal and external dependencies must be identified and documented in the
eC&A process.
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8533 Document Security Specifications
If information resource is contracted, security specifications are documented
to satisfy the security requirements defined by the BIA.

8-5.34

8-5.3.5

8-5.3.6

November 2019

Select and Design Security Controls

fdentify potential security controls (safeguards) based on
the information security requirements and in light of
business requirements including project schedule and
budget.

An analysis of potential controls is conducted to determine
their potential effectiveness to remove, ftransfer, or
otherwise mitigate risk to information resources. The
controls analysis identifies any residual risk to the
information resource.

A cost-benefit analysis is performed and documented to
facilitate the implementation of cost-effective protection for
information resources.

Safeguards are selected or designed based on the controls
analysis and the cost-benefit analysis.

Develop Security Plan

A security plan must be developed for all information
resources. A security plan is a blueprint for designing,
building, and maintaining an information resource that can
be defended against threats, including intruders, both
internal and external. The security plan covers both the
nonproduction and progduction environments and describes
all information security controls that have been
Implemented or planned.

Conduct a Site Security Review

The site security review assesses the physical security
controls of facilities hosting sensitive-enhanced, sensitive,
and critical information resources. The lack of adequate
physical security controls could affect the availability,
confidentiality, and integrity of Postal Service applications
and the information resources hosting them. A site security
review may not be required if the site is accredited by a
government agency.

Site security reviews of non-Postal sites storing PCI
cardholder information must be conducted annually but
should be conducted more frequently if it is deemed there
is increased risk.

The site security review results in a report and not a Postal
Service certification or accreditation.
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8-5.4 Phase 4 — Build

The security controls and processes selected and defined
in Phase 3 for the information resources are implemented
in this Phase. The information security activities of Phase 4
are described below.

8-5.4.1 Develop, Acquire, and Integrate Security Controls
Appropriate security controls are developed in house, acquired, or
outsourced depending on the cost-benefit analysis and integrated into the
information resources and related processes.

8-5.42 Hardening Information Resources
Information resources hosting sensitive-enhanced, sensitive, and critical
applications and information resources that are part of the Postal Service
infrastructure must be hardened to meet or exceed the requirements
documented in Postal Service hardening standards. Hardening refers to the
process of implementing additional software, hardware, or physical security
controls. Hardening standards are based off of Center of Internet Security
(CIS) sources, vendor recommended setting and industry best practices. If a
benchmark is not developed by CIS sources. vendor recommended security
settings are established by the Postal Service.

8-5.4.Develop Security Operating Procedures
Security operating procedures for emergencies, separation of duties, secure
computer operations, manual processes, etc., must be developed for all
information resources.

8-5.4.Develop Operational Security Training
Appropriate materials are developed for training users, system administrators,
managers, and other personnel on the correct use of the information resource
and its security controls.

8-5.45 Incorporate Security Requirements in Service Level agreements
and Trading Partner Agreements

Service level agreements (SLAs) may be developed for in-house managed
and/or developed information resources. Trading partner agreements (TPAs)
are often developed for externally managed and/or developed information
resources. If SLAs or TPAs are developed, incorporate information security
requirements. Information security requirements for securing cardholder data
must be incorporated in contracts and memoranda of understanding (MOU)
with PCI service providers.

MOUs document the terms and conditions for interagency data and
information sharing in a secure manner. An interconnection security
agreement (ISA) supports the MOU by specifying the requirements for
connecting IT systems and describing the security controls that will be used to
protect the systems and data via the certification and accreditation (C&A)
process.
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8-5.46 Register Information Resource in
eAccessARISeAccess/ARIS
Register the information resource in eAcsessARISeAccess/ARIS, which is the
Postal Service application for managing the authorization process for personnel
needing to access the information resource and the associated information.
Registration is also required for the use of managed accounts (e.g., machine
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accounts).

8-5.4.7

8-5.4.8

8-5.5

8-5.5.1

8-55.2

8-55.3

8-5.6

Develop Business Continuity and Facility Plans
Business continuity plans must be developed for critical
information resources. A facility recovery plan is developed for
facilities designated by the vice president Information
Technology Operations as major information technology sites.
These plans are started during this phase and updated in
Phase 5 — System Integration Testing.

Identify Connectivity Requirements

Requirements for connectivity to the Postal Service
infrastructure must be identified and a request must be
submitted to the Network Change Review Board (NCRB) (see

hitps://usps.service-now.com).

Phase 5 — System Integration Testing

The security controls and processes implemented in Phase 4
are tested. The information security activities of Phase 5 are
described in the following paragraphs.

Develop Security Test Plan

A security test plan must be developed for all information
resources. The security test plan evaluates the technical and
nontechnical security controls and other safeguards to
establish the extent to which the information resource meets
the security requirements for its mission and operational
environment.

Conduct Operational Security Training

Using the training materials developed in the prior phase,
users, system administrators, managers, and other personnel
are trained on the correct use of the information resource and
its security safeguards.

Conduct Development of Contingency Plans
The contingency plans (and, if applicable, the facility recovery
plan) from Phase 4 — Build must be updated as required.

Phase 6 — Customer Acceptance Testing
Phase 6 consists of activities described below that culminate
in the certification, risk mitigation plan, accreditation,
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8-5.6.3
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acceptance of residual risk, and approval to deploy an
information resource. (See Handbook AS-805-A Exhibit 4-6
for The Certification and Accreditation Input, Activities and
Qutput.)

8-5.6.1 Conduct Security Test and Document Results
Security testing is conducted using the approved security test
plan. If a modification to a control is required, the change
must be reflected in the security plan and the security test
plan before the test is executed-Fheexecuted. The results of
the testing must be documented and communicated in

language that is understandable to business-process owners
and the 1SSO.

(See Handbook AS-805-A Section 4-6.4.2.1 for Conduct The
Security Test and Evaluation.)

Conduct Security Code Review

To protect the infrastructure, a documented security code review may be
required. (See Handbook AS-805-A for the criteria for conducting a code
review.)

The security code review is based on the Postal Service Security Code
Review Standards or an acceptable equivalent. This security code review is
not required if an independent security code review is conducted.

Conduct Vulnerability Scan

A vulnerability scan is recommended for all information resources. A
quarterly vulnerability scan is required for PCI applications and an annual
vulnerability scan is required for externally facing applications. The scanning
procedure must ensure adequate scan coverage and the updating of a list of
vulnerabilities.

8-5.6.Conduct Risk Assessment

8-56.5

8-5.6.6

A risk assessment must be conducted for all information resources to identify
security concerns (e.g., threats, vulnerabilities, and control weaknesses), risk
ranking, additional countermeasures, and residual risk (see 4-3, Information
Resource Risk Management). The risk assessment can be started in this
phase but must be updated throughout the TSLC.

Conduct Independent Risk Assessment

An independent information security risk assessment may be required to
evaluate the appropriateness and effectiveness of the security controls and
identify residual risk. (See Handbook AS-805-A for the criteria for conducting
an independent risk assessment.)

Conduct Independent Security Code Review

Information resources may be subject to an independent code review of the
source code and documentation to verify compliance with software design
documentation and programming standards and the absence of malicious
code. The independent code review may also evaluate correctness and
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8-56.7

specific security issues. (See Handbook AS-805-A for the criteria for
conducting an independent security code review.)

Conduct Independent Penetration Testing and Vulnerability
Scans

Independent penetration testing evaluates the effectiveness of the
implemented information resource configuration. Vulnerability scans evaluate
information resources for vulnerabilities and compliance with Postal Service
information security policies and standards. (See Handbook AS-805-A for the
criteria for conducting independent penetration testing and vulnerability
scans.)

8-5.6.8 Conduct Regular Vulnerability Scans

Vulnerability scans evaluate information resources for vulnerabilities and

compliance with Postal Service information security policies and standards.
(See Handbook AS-805-A for the criteria for conducting independent
penetration testing and vulnerability scans.)

8-5.6.9 Perform Penetration Testing

Prior to the first production deployment, or "go live" date, all Postal
applications should have penetration testing performed. Operational
requirements for penetration testing include ensuring that the system is
available for testing, and that penetration testers have access to the
application and data nearly identical to a live environment. Objectively,
penetration testing should ensure that the application is free of any findings
prior to any customer interaction with the application. Postal leaders are
responsible for ensuring that enough time is available for the application to be
tested.

8-56.6.10_Conduct Independent Validation of Security Testing
The independent security test validation addresses the
appropriateness and effectiveness of the security controls and
corroborates the previously conducted security test results. The
scope of the independent security test validation depends on the
information resource, its environment, and the associated threats
and vulnerabilities. The independent security test validation is
usually carried out at the development or test site. (See Handbook
AS-805-A for the criteria for conducting an independent security test
validation.)

8-56.11 Project Manager and ISSO Develop C&A
Documentation Package
Sensitive-enhanced, sensitive, and critical information resources
require a C&A documentation package. The project manager and the
ISSO develop the C&A package. The package is a consolidation of
the designation of sensitivity and criticality and associated protection
requirements (BIA); threats, vulnerabilities, additional controls, and
residual risks (risk assessment); protection mechanisms (security plan
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and business continuity plans); and the security test and evaluation
results.

8-56.12_Project Manager, Executive Sponsor, and ISSO Prepare
Risk Mitigation Plan
The Project Manager, Executive Sponsor, and ISSO prepare a risk
mitigation plan for any residual risks rated as medium or high,
recommending how the risks will be mitigated, the organization or
individual responsible, and the time table for resolution.

8-5.6.13 ISSO Reviews C&A Documentation Package and

Prepares Evaluation Report

The ISSO reviews the C&A documentation package and prepares a
C&A evaluation report highlighting the findings and recommendations.
The ISSO escalates security concerns or forwards the C&A evaluation
report and supporting documentation to the certifier for review.

g-56.14 Certifier Escalates Security Concerns or Certifies
Information Resource

The certifier (e.g., manager, C&A process) reviews the C&A evaluation
report and the supporting C&A documentation package, escalates
security concerns or prepares and signs a certification letter, and
forwards the certification letter and C&A documentation package to the
accreditor.

If the certifier decides not to certify the information resource, he or she
will indicate the C&A Phase to return to for rework.

8-5.6.15 Accreditor Escalates Security Concerns or Accredits
Information Resource
The accreditor (i.e., manager, CISO) reviews the risk mitigation plan and the
supporting C&A documentation. Based on this review, the accreditor either,
escalates security concerns or prepares and signs an accreditation letter, and
forwards the accreditation letter and final C&A documentation package to the
vice president functional business area (or the executive sponsor if this
responsibility is delegated) and to the vice president of IT (or the Business
Relationship Management portfolio manager if this responsibility is
delegated).

If the accreditor decides not to accredit the information resource, he or she will
indicate the C&A phase to return to for rework.

857 Phase 7 — Governance and Compliance
No information security activities are associated with this phase.



Development and Operations Security

November 2019

8-5.8

8-5.8.1

8-5.8.2

8-5.8.3

Phase 8 — Release Management and Production
Phase 7 is the operation and maintenance period of the information
resource and includes activities to ensure that chosen security controls and
procedures are functioning properly and that security controls are modified
or added as needed to continue to protect the information resource. The
information security activities for Phase 7 are described in the following
paragraphs.

Data Conversion

A data conversion plan must be defined so that it incorporates collecting,
converting, and verifying data for completeness and integrity and resolving
any errors found during conversion. Create a backup of all data prior to
conversion and maintain audit trails to track the conversion to ensure there
is a fallback and recovery plan in case the conversion fails. Ensure that the
backed-up data conforms to the applicable data retention schedule.

Deploy Information Resource

A\ hroo alaldal = ar on

areCertification and accreditation approvals are both required before
deploying the information resource. When the information resource is
deployed, the security controls for the information resource are implemented
as documented in the security plan and with the caveats included in the
acceptance letter.

Information Resource Maintenance

Information resources must be maintained in a timely manner. Critical security
patches for PCl-related information resources, including applications and
infrastructure, must be installed within 30 days of release. The tools,
techniques, and mechanisms used to maintain information resources must be
properly controlled.

8-5.8.4 Follow Security-Related Plans and Continually
Monitor Operations
The security-related plans must be followed during deployment,
operation, and maintenance. The information resource controls
must be continually monitored by the project team to ensure
they are working as intended and remain in compliance with
the security-related plans.

8-5.8.5 Periodically Review, Test, and Audit
Information resources are periodically reviewed, tested, and
audited for compliance with Postal Service policies (e.g., plans
related to facility recovery or business continuity are tested to
ensure that these plans meet business and security objectives).

For non-PCI information resources, a subset of the information
security controls must be formally tested annually by the project
team, the tests documented, and the results submitted to the
applicable ISSO. The security controls that are volatile or critical
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8-5.9.2
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to protecting the information system must be assessed at least
annually. All other controls must be assessed at least once
during the information resource's 3-year accreditation cycle
(e.g., one third of these other controls each year).

8-5.8.6 Reassess Risks and Upgrade Security Controls
Risks are re-assessed as part of the re-initiation of the C&A
process. Security controls are upgraded as necessary to
protect the information resource and assure business
continuity.

8-5.8.7 Update Security-Related Plans
Security-related plans are updated in response to changing
environment, changing technology, re-assessed risks or
vulnerabilities, and as part of the re-initiation of the C&A
process.

8-5.8.8 Reinitiate C&A
The criteria for recertification are defined in Handbook AS-805-
A, Information Resource Certification and Accreditation (C&A)
Process6-2-.

8-5.8.9 Disposition C&A Documentation
After each information resource has been accredited, zip the
electronic versions (PDFs) of the C&A documents and store
them in the IT TSLC Artifacts Library for access by the project
manager and their project development team. Keep the
electronic C&A documents for 4 years after the information
resource is accredited.

Keep the hardcopy documents for 1 year after the information
resource has been accredited and then destroy in accordance
with 3-5.8.

Phase 9 - Retire

Dispose of Data

All Postal Service sensitive-enhanced, sensitive, and critical information that
is no longer needed, whether in electronic or nonelectronic format, is
transferred, archived, or destroyed in accordance with official Postal Service
policies and procedures (see 3-5.8, Disposal and Destruction of Information
and Media, and Handbook AS-353, Guide to Privacy, the Freedom of
Information Act, and Records Management).

Sanitize Equipment and Media

All Postal Service sensitive-enhanced, sensitive, and critical information is
completely erased or destroyed prior to disposal of the hardware or electronic
media on which it resides (see 3-5.8, Disposal and Destruction of Information
and Media).



9 Information Security Services

9-1 Policy
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Information security services provide the policies, requirements, standards,
and processes that enable the integration and implementation of information
security across Postal Service information resources to ensure a viabie
secure computing infrastructure and to protect information resources from
accidental or intentional unauthorized use, modification, disclosure, or
destruction.

All Postal Service personnel must adhere to the following information security
services:

Authorization.
Accountability.
Identification.
Authentication.
Confidentiality.
Integrity.

Availability.

Security administration.

Audit logging.

9-2 Security Services Overview
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Information security services provide the framework for implementing
information security measures used to protect information resources.
Security services are as follows:

a.  Authorization determines whether, and to what extent, personnel
should have access to specific computer resources.

b.  Accountability associates each unique identifier with one user or
system process to enable tracking of all actions by the user or of the
process on the information resource.

c.  ldentification associates a user with a unique identifier (i.e., user
account or log-on D) by which that user is held accountable for the
actions and events initiated by the identifier. :

d.  Authentication verifies the claimed identify of an individual, computing
device, or originator,
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e.  Confidentiality ensures that information is not made available or
disclosed to unauthorized individuals, entities, or processes.

f. Integrity ensures the correct operation of information resources,
consistency of data structures, and accuracy of stored information.

g.  Availability ensures information resources are accessible by authorized
personnel or other information resources when required.

h. Security administration implements management constraints,
operational procedures, and supplemental controls established to
provide adequate protection of an information resource.

i. Audit logging records operational and security-related events.

9-3 Authorization
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Authorization provides the framework for determining whether, and to what
extent, personnel or on-line users should have access to computer
resources. Information resources must be configured to ensure that no user
is allowed access to an information resource (e.g., transaction, data, and
process) unless authorized by appropriate Postal Service management or
approved external user. Upon employment, personnel may be granted
access to temporary information services until they receive clearance.
External users may need approval to access certain business services.
Further details regarding authorization for both internal and external users
follow see section 9-3.1

931 Authorization Principles

Internal Users (workforce):

Access must be granted based on personnel roles and the security principles
of clearance, need to know, separation of duties, and least privilege.

External Users (customers):

External User Authorization is the process of giving the user permission to
access a specific resource, data set, page/URL or function. Authorization is
tied to a business or user service managed by customerregistrationexternal
users. A business or user service translates access authorization to an on-
line page/URL, a function, a data set or some other resource. There are a
variety of methods used to grant an authorization and a variety of methods
used to determine if a user should be authorized to have access to a
business service.

a. Methods used to grant an authorization include approval based
internal functions and/or external user functions.

b. Internal authorization functions include help desk approval, use of
an authorization code (i.e., invitation, promo code or validation
code, ete.), identity proofing, credit validation and other Postal
Service staff approval methods.

Handbook AS-805
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9-3.1.1

9-3.1.2

9-3.1.3

9-3.1.4

a-¢. External authorization functions include a self-asserted claim by
an end user to manage the users associated with a service, a
function or function of a company. The first person to make that
claim can become the Business Service Administrator (BSA).
The BSA then can in turn approve other users to have the same
privileges as they do in performing a function or having access to
a resource for the same data set. Once a BSA is assigned,
external users may then request access to that function or
resource. The BSA can either accept the request or deny the
request. The BSA can also appoint a delegate who can also
make similar approvals. A Delegate approver cannot deny
access to a BSA. Some BSA roles are only assigned in
coordination with Postal Service personnel to determine the
"rightful" owner of that data set or function. Once that BSA is
approved by the Postal Service, then the BSA can also add other

users to have similar rights.

Clearances

For personnel without appropriate clearances or background investigations,
access is restricted to temporary information services. Managers must use
eAccessARISeAccess/ARIS to request access authorization for individuals
who do not have the appropriate clearance and are responsible for the
access activities of those individuals.

Need to Know

For sensitive-enhanced, sensitive, and critical information resources access
must be limited in a manner that is sufficient to support approved business
functions. Access to sensitive-enhanced and sensitive Postal Service
information resources must be limited to personnel who need to know the
information to perform their duties.

Separation of Duties

Only authorized personnel are approved for access to Postal Service
information resources. This approval must be specific to an individual’s roles
and responsibilities in the performance of his or her duties and must specify
the type of access (e.g., read, write, delete, and execute): specific resources
and information; and time periods for which the approval is valid. Separation
of duties and responsibilities are considered when defining roles. For special
situations where additional control is required, dual authorization can be
implemented.

Least Privilege

For sensitive-enhanced, sensitive and critical information resources access is
based on providing personnel with the minimum level of information
resources and system functionality needed to perform their duties. Systems
and applications must define as many levels of access as necessary to
prevent misuse of system resources and protect the integrity and
confidentiality of Postal Service information. Postal Service information
resources must be capable of imposing access control based on specific
functions (e.g., create, read, update, delete, and execute).
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9-3.2

9-3.2.1

9-3.2.2
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Authorization Management

eAccessARISeAccess/ARIS is the Postal Service application for managing
authorization to information resources. eAccessARISeAccess/ARIS centralizes
the management of personnel and machine identities (i.e., human and
nonhuman accounts/identities) and access rights over the entire life cycle, from
account creation/registration to termination. eAscessARISeAccess/ARIS
operates on the premise that access is denied unless specifically approved by
the user’'s manager. Eormany-external usets—customerregistrationis the
apptoved-application-to-manage-authorization-to-resources:

External Users (customers) — must receive authorization to the approved
application for which access is granted. This includes, but is not limited to,
Personal User, Business User, Pending and Partial. For authorization
requirements, refer to 9-3.3. For a complete description of account management,
refer to 9-4.3 through 9-4.3.4.

Requesting Authorization

All requests for authorization to access Postal Service information resources,
including temporary information  services, must be requested via
eAccessARISeAccess/ARIS at-hitpHleaccessARIS hilps://eaccess.usps.qgov. If
access to a Postal information resource cannot be requested through
eAccessARISeAccess/ARIS for any reason associated with a technical limitation
of eAccessARISeAccess/ARIS, then use PS Form 1357.

Temporary Information Services

Requests for temporary information services must go through
eAccessARISeAccess/ARIS for proper management approval. For contractor
personnel who have submitted their documentation for security clearances or
background investigations, the manager, Corporate Information Security Office
(CISO), may authorize temporary access to the following information services
until the contractor's background investigation is completed and security
clearance has been issued:

a. ACE active directory account.

b. E-mail access.

c. Office suite of services.

d. Intranet browser access.

The following information services are unavailable under temporary access: a.
Internet browser access.

b. Remote access.

c.  Access to e-mail except within the Postal Service intranet.

Note: No access beyond temporary information services will be authorized until
the background investigation is completed and the appropriate personnel
security clearance is granted. Upon receipt of an appropriate security clearance
or background investigation, individuals requiring access beyond temporary
information services may request additional authorization via
eAsccessARISeAccess/ARIS.

9323 Expiration of Temporary Access Authorization
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9-3.24

9-3.25

9-3.2.6

9-3.2.7

9-3.2.8

9-3.2.9

Temporary access expires in 3 months and can be renewed if warranted.

Approving Requests

All requests for authorization must be approved by the individual's manager
or supervisor, the contracting officer’s representative (if the request is for a
contractor), and the executive sponsor of the application.

Periodic Review of Access Authorization

Managers must review access granted to personnel under their supervision
to ensure that the access is still required for personnel to perform their duties.
The minimum acceptable review schedule is on a semiannual basis; more
frequent reviews should be scheduled based on information sensitivity.

The manager CISO may require that some privileged system/application
accounts be reconciled to related eAccessARISeAccess/ARIS records on a
monthly basis. Discrepancies must be investigated and resolved
immediately.

Implementing Changes

System administrators and database administrators must implement all
approved authorization requests for the information resources under their
control. They must not add, modify, or revoke access to information
resources except in accordance with Postal Service policies.

Revoking Access

All managers must ensure that access to information resources is
immediately revoked for personnel when no longer required because of a
change in job responsibilities, transfer, routine separation or involuntary
termination. The immediate manager will advise the system and/or database
administrators as to the final disposition of files and data_based on the exit
date filed by Human Resources.

Sudo (Pseudo) Access

Sudo (pseudo) access has higher levels of rights, such as account creation/
update/deletion, full application/platform functionality, or a subset of rights
that have been designated as privileged. Sudo access must be restricted to a
unique individual whose duties require these additional privileges. Use is
restricted to performing those job functions required by the privileged access;
individuals must use their regular user accounts to perform non-privileged
functions. Applications must not have the capability to run as “root.” An audit
trail must be maintained on all privileged access.

User and Resource Registration Management

User and resource registration management must provide the following
functionality to allow managers to perform their roles and responsibilities in
the authorization process:

a. Register user or resource to directory service or authoritative source.
b Assign or furnish unique identifier.

c Track modifications to user or resource access authorizations.

d. Provide management reports.

e Validate user or resource identity.
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f. Revoke or keep user or resource access (two levels of approvals).

g. Log and audit access requests.

Special Account Registration Management

Special account (i.e., Service, Shared and Vendor Default) registration
management must be implemented to allow managers to identify special
accounts under management control and provide appropriate accountability
for the account usage from account creation through termination.

Accounts where access is required to perform credentialed scans are often
designated within authentication packages such as
eAccessARISeAccess/ARIS as “special” accounts. "Special” accounts must
not be used for PCI applications unless (a) required by COTS software to
function correctly, (b) the account is properly configured (i.e., treated as an
administrator account that will not be used as a true service account), and (c)
it does not violate other requirements in this handbook.

All special accounts must be documented, registered, and reviewed by
responsible managers (i.e., account custodians) monthly. The
responsibilities of an account custodian are as follows:

a. Special accounts are assigned to eAscessARISeAccess/ARIS
managers who serve as the account custodians.

b.  The custodian is ultimately responsible for the use of these accounts
with respect to access of Postal Service information systems.

c.  Service accounts (e.g., an account managed by Operating System)
must be created with the minimum access rights and privileges
required to perform the necessary business function and must be
tightly controlled by the account custodian.

d.  The account custodian may assign members (including Postal Service
employees and contractors) to shared accounts, who should be the
sole users of the account. Shared accounts have a single log-on ID
that is used by more than one individual. The managed e-mail account
may only be created on the usps.gov domain.

e.  When a special account is accessible by more than one individual,
those individuals (i.e., registered members in
eAccessARISeAccess/ARIS) must be registered, approved and
reviewed periodically by the account custodian and/or custodian’s
manager.

Emergency Access when Individual is not Available

In instances during which an individual has possession of Postal Service
information that is required by his or her manager and the individual is
unavailable (e.g., on annual leave), the following process must be followed:

a. The individual’s manager initiates a request for access to the information
using a documented procedure (e.g., remedy or information ticket). The
individual's manager is accountable for the emergency access.

b. Audit logging for all activities related to an emergency access request is
required and must be protected and retained according to Postal Service
standards.

c. The emergency access must be conducted under the identity of the user
authorized by the manager and actually performing the access. Under no
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9-3.2.12

9-3.3

circumstance will the unavailable individual's log-on ID or password be
used or compromised in an emergency access.

d. The system administrator either rewrites the access rules giving the
manager or the manager's designee access to the information (files), or
the system administrator is authorized by the manager to access the
information on the manager's behalf.

e.  Upon completion of the emergency access, all access to the information
is returned to its original state.

f.  The unavailable individual is notified of the emergency access as soon
as he or she becomes available.

Emergency Access to Production Information

In instances during which a developer or database administrator needs
emergency (e.g., after hours) access to production information, the following
process must be followed:

a.  Theindividual opens a remedy ticket. The individual is accountable for
the actions performed during the emergency access.

b.  Audit logging for all activities related to an emergency access request is
required and must be protected and retained according to Postal
Service standards.

c.  The emergency access must be conducted under the identity of the
individual actually performing the access.

d.  Upon completion of the emergency access, all access is returned to its
original state.

e.  The remedy ticket is closed.

Authorization Requirements
Access to internal Information-information resources must comply with
authorization requirements including, but not limited to, the following:

a.  The information resource must not allow access to resources without
invoking the authorization process and checking the assigned rights
and privileges of the authenticated user.

b.  The information resource must have features to assign user privileges
(i.e., access permissions) to log-on IDs, roles, groups, and information
resources. '

(& Privileges on information resources (e.g., computing devices, consoles,
terminals, and subsidiary networks) must not allow the user to bypass
or upgrade his or her privileges established in centralized access
control lists or databases.

d.  The information resource must have the capability to restrict session
establishment or information resource access based on time of day,
day of the week, calendar date of the login, and source of the
connection. Information resources running on operating systems that
do not have these capabilities must implement compensating controls
(e.g., monitoring devices).

e The information resource must provide the administrator-configurable
capability to limit the number of concurrent log-on sessions for a given
user.
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f. The information resource must not offer any mechanism to bypass
authorization restrictions.

g.  Access granted to the information application resource must be
accurately reflected in eAccessARISeAccess/ARIS and should not
extend beyond the pre-established role definitions.

h. Computing devices, mobile or otherwise, requesting access from
remote, non-Postal Service locations must authenticate before access
is granted.

External Access compliance instructions are as follows:

For information resource accesses that require authorization, the

information resource must not allow access to resources without
invoking the authorization process and checking the assigned
rights and privileges of the authenticated user. Not all information
resources require authorization; some only require authentication.
The information resource must have features to assign user

privileges to User IDs based upon, roles, user services, company
records, and related information resources.
Privileges on information resources (e.g., data sets, online

pages/URLs, functions, etc.) must not allow the user to bypass or
upgrade his or her privileges established in centralized customer

The information resource must have the capability to enable

e.

access to external users 24 hours a day, 7 days a week.
The information resource must not offer any mechanism to bypass

authorization restrictions.

—Access granted to the information application resource must be

accurately reflected in the customer's registration-external account
and should not extend beyond the pre-established authorization

privileges and definitions.
Some form of authentication must proceed authorization approvals.

9-4 Accountability

Accountability is the process of associating any action on the information
resource with one and only one user, process, or other information resource
and is essential for maintaining minimum levels of information security.

041 Types of Accountability
Accountability for access to information resources must be established at the
site, network, and the individual level.

s-4.1.1 Site Accountability

Site accountability associates users or information resources with a specific
location. Site accountability is established by issuing a site identification

118

Handbook AS-805



Information Security Services
number or code (site ID) that is restricted by system hardware or software to
a unigue system, network, or terminal address in a controlled environment.

9412 Network Accountability
Network accountability associates users or information resources with a
specific network or logical subnet to a network. Network accountability is
established by issuing a network identification number or code (network D)
or through the network address.

9-41.3 Individual Accountability

Individual accountability associates each user or information resource (e.g.,a
workstation or terminal) with any action on an information resource. Individual
accountability is established by issuing a unique user or log-on identification
number or code (i.e., user ID or log-on ID). Machine accountability may be
established for a specific information resource through its workstation address
or other identifier. All information resources must be capable of individual
accountability and must do the following:

a.  ldentify information resources each time they attempt to log-on to the
system.

b.  Verify that information resources are authorized to use the system.

c.  Associate all actions taken by an information resource with that
resource’s unique identifier (i.e., resource ID or log-on ID).

942 Types of Accounts
Internal users (workforce) — Access to information resources is managed
through the use of multiple types of accounts, including the following:

a User.

b Privileged.

C. Service.

d.  Shared.

e Vendor default and vendor maintenance.
f. Guest.

Ownership for privileged, shared, and maintenance log-on IDs must be
documented and administered in a secured manner.

For a complete description of accounts, refer to 9-4.2.1 through 9-4.2.6.

External users (customers-registration):

a.  Personal User — Used for external users who have a customer
registratien-username and password.

b.  Business User — Used for external users (who declared themselves a

business user) who have a customer registration-username and
password.

G. Pending (upgradeable to full account) — Used to track external users
who do not have a customer registration-username and password but
whe-do have some privileged interaction with a Postal Service
information resource.
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Information Security
d.  Partial (not upgradeable to full account) — Used to track external users
who do not have a customer registratien-username and password but
whe-do have some privileged interaction with a Postal Service
information resource.

User Accounts

User accounts provide application/platform users with a minimum level of
information resources and application functionality needed to perform their
duties (i.e., least privilege) and do not carry special privileges above those
required to perform the user’s business function. This includes limited access
accounts that exist for a specific purpose (e.g., an auditor account).

Application user accounts are used to log into the application via a front-end
interface, and the account privileges and roles are restricted by the approved
access. Platform user accounts (i.e., database and operating system) are
used to access platform-level resources and are limited to non-privileged
access rights.

Privileged Accounts

Privileged accounts (e.g., administrator or maintenance accounts) are
accounts that allow entitled users access to change data, alter configuration
settings, run programs, or permits unrestricted access to view data.
Assignment must be restricted to a unique individual whose duties require
these additional privileges (e.g., system, network, database administrators).
Use is restricted to performing those job functions required by the privileged
account (e.g., creating new user profiles or altering the rights of existing non-
privileged users); individuals must use their regular user accounts to perform
non-privileged functions such as Internet access and Postal Service email.

Privileged accounts include Enterprise Admins, Schema Admins, Domain
Admins, Administrators, Account Operators, Server Operators, Print
Operators, and Backup Operators. Permission inheritance must be disabled
for all privileged accounts.

Privileged uses must use two-factor authentication. An audit trail must be
maintained on all privileged account usage.

Application accounts must not have the capability to run as "root.”

Service Accounts

Service accounts are assigned to an information resource (e.g., server,
application) or other automated process/service (not an individual) used to
process data and/or identify actions or requests. Normally, the operating
system uses this account when it hosts a service. Service accounts must be
placed under management control. Service accounts must be created with
the minimum access rights and privileges required to perform the necessary
business function. These accounts must not be allowed root or administrative
privileges. They are managed by the Postal Service entity responsible for the
life cycle of the account from creation, deployment, usage, and retirement
when no longer needed. See 9-6.1.8, Requests for Use of non-expiring
Service Accounts for use of service accounts with non-expiring passwords.

Shared Accounts
There are two types of shared accounts:
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9-4.26

9-4.3

a. Shared accounts (e.g., training accounts) have a single log-on ID and
password that is used by more than one individual. A shared account
must be used only for qualifying circumstances and when deemed
necessary by the CISO. This approach to account usage is highly
discouraged and requires the appropriate level of management
approval via eAccessARISeAccess/ARIS as well as approval by the
CISO. The use of shared accounts must be tracked (e.g., logged) to
manage individual accountability. The requesting manager is
responsible for undocumented usage of the shared accounts and is
responsible for password management. Shared accounts must not
include access to Postal Service production systems, the Internet or
the PCI environment. System operators must not share identification or
authentication materials of any kind, nor allow any other person to
operate any information systems by employing that user's identity.
Generic accounts must not be used to administer PCI system
components.

b.  Managed email accounts are used to provide a single email mailbox
that can be shared by multiple users. This mailbox is in addition to their
personal regular mailboxes. The account is controlled by the account
custodian. The custodian must send an email to the Postal Service
Special Account Administrator to request access for a user. "Send As"
allows a user to send emails from the name of the mailbox. The
password is never shared and each user logs on to his or her
workstation with his or her own User ID and password.

Supplier and Vendor Default and Maintenance Accounts
Supplier and vendor default accounts are accounts that are pre-installed on a
product and must be removed or disabled. Supplier and vendor maintenance
accounts are user accounts for the maintenance of their products to resolve
issues related to the product and must be enabled only when needed,
monitored, and controlled by a responsible Postal Service organization.
Supplier and vendor maintenance personnel must not have access (including
remote access) to any PCI cardholder data environment or PCI systems
without documented business justification and CISO approval.

Guest Accounts

Guest accounts are not allowed for access to Postal Service network
information resources. Guest accounts expose information resources to risk
by allowing access to information resources through the use of a generic
logon ID that either uses no password or a widely known password. Guest
accounts incorporated into any software or established through any other
means must be deleted or disabled. This policy does not apply to guest
networks isolated from the Postal Service intranet that are used to support
non-Postal Service external access.

Account Management
Internal Accounts (workforce) — Accounts must be established in a manner
that ensures access is granted based on clearances, need to know,
separation of duties, and least privilege basis. Accounts unused for 96-15
calendar days must be disabled.
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Accounts unused for 1 year must be deleted. A user account

suspension can also be triggered by certain clock rings in Time &

9-4.3.1

9-4.3.2

Attendance System (TACS)
External users (customers-registration):

a. Personal User — Used for external users who have a customer
registration-username and password.

b. Business User — Used for external users (who declared themselves a
business user) who have a customer registration-username and
password.

c Pending (upgradeable to full account) — Used to track external users
who do not have a customer registration-username and password but
who-do have some privileged interaction with a Postal Service
information resource.

d. Partial (not upgradeable to full account) — Used to track external users
who do not have a customer registration-username and password but whe
do have some privileged interaction with a Postal Service.

de. Personal or business accounts unused for more than 400 days
may be disabled. Unused accounts are not deleted. Pending account

options to upgrade to a full account i i i re only valid
for 15 calendar days and then expireddisabled.

Establishing Accounts
Internal Users (workforce):

To establish an account, personnel must request an account from their
manager or supervisor via eAceessARISeAccess/ARIS at
hitp-leaccessARLS hifps:/eaccess.Usps.qov.

External Users (customers):

External users may sign up for an external account as needed, and without
additional approval by anyone in the Postal Service.

Documenting Account Information
Internal accounts (workforce):

The account information, or database, must contain the following
information for each user account: log-on 1D, group memberships, access
control privileges, authentication information, and security-relevant roles.
Any security-related attributes that are maintained must be stored securely
to protect their confidentiality and integrity.

External accounts (customers):

The account information shall be centrally managed via the customer's
reaistrationexternal account. Information about the account must include
the following information, Username, User ID, membership details, access
controls, levels of assurance, date/time of registration as well as IP
address, authentication information and authorization data. Any security
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related attributes that are maintained must be stored securely to protect
their confidentiality and integrity.

9-43.3 Configuring Account Time-Outs

9-4.3.4

Internal Accounts (workforce)- Accounts must be configured to log the
workstation off the network or disable the session after a predetermined
period of inactivity and enforce re-authentication. This requirement should be
automated where possible. The Postal Service default standard period of
inactivity is a maximum of 30 minutes. This action reduces the amount of
time Postal Service information resources are vulnerable to compromise.
Any deviation from this standard is the responsibility of the executive
sponsor and must be documented and approved by the CISO.

External users (customers-registration) — The session time-out period due

to inactivity for external accounts used-en-customerregistration-is 15

minutes.

Local Accounts

All access to information resources will be through Active Directory accounts/
passwords or Active Directory enforced two-factor authentication protocols.
Local accounts are prohibited on all servers, workstations, laptops, and other
end-user computing devices (this prohibits the creation of new local accounts
and requires the removal of any existing local accounts from the fere
mentiened-aforementioned resources). Users and operations staff will use
individually issued and identifiable Active Directory accounts for access.

Exceptions to this policy are the following:

a.  The local built-in administrator account will be retained on all servers,
workstations, and laptops but is restricted to operations personnel
working on servers or workstations that are disconnected from the
network and unable to authenticate to the directory. The local built-in
administrator accounts and their passwords will be maintained in
accordance with requirements for elevated privileged accounts. These
accounts are part of the standard server build/configuration and do not
require separate approval or management through
efccessARISeAccess/ARIS.

b. Mobile computing device access is granted a blanket exception as the
current models are restricted to local accounts only. These accounts
are part of the standard device build/configuration and do not require
separate approval or management through
eAccessARISeAccess/ARIS.

Other exceptions may be granted on case-by-case bases by the CISO and
the manager IT Desktop Computing (ITDC) where a COTS product will not
work without a local account or there is a compelling business or operational
need.

Requests for exceptions to the policy prohibiting local accounts other than
the built-in Administrator and mobile computing devices accounts must be
made through eAccessARISeAccessARIS. The approving manager must be
a PCES manager, CISO will be the FSC; and ITDC will be the log
administrator. The eAccessARISeAccess/ARIS system serves as the archive
for requests, approvals/denials, and implementation if approved.
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Information Security
Departing Personnel
Accounts must be deleted or passwords changed when personnel leave the
organization.

Vendor Maintenance Accounts
Vendor maintenance accounts must be managed, enabled only when
needed by the vendor, and monitored while being used.

Handling Compromised Accounts
Internal users (workforce):

Information resources must provide automated mechanisms to support
identifying and handling information security incidents. All personnel who
suspect an account has been compromised must immediately notify
management and follow the incident reporting process (see 13-3.2, Incident
Reporting).

External users: (customers—+egistration):

All personnel who suspect an account has been compromised must notify

eSAFE. customerregistration—the Inspection service and the CISO Threat
Intelligence Team.

Identification

9-5.1

Internal-users:

Identification is the process of associating a person or information resource
with a unique enterprise wide identifier (e.g., a user log-on ID). The log-on ID
is used in conjunction with other security services, such as authentication
measures, to track activities and hold users accountable for their actions.
Users are responsible for all actions performed on Postal Service information
resources under their log-on ID.

Internal users (workforce): Identification requirements for processing and
control devices in the mail processing and mail handling equipment
(MPE/MHE) environment for private non-routable network address space are
defined by Engineering.

External users (customers):

External-users {customer registration):—Online _user activity will be tracked
based upon a digital identity. Digital identity is the online persona of a subject
and is the unigue representation of a subject engaged in an online transaction.

Issuing Log-on IDs
Log-on IDs or user IDs are unique groups of letters, numbers, or symbols
assigned to a specific person or information resource.
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Internal users (workforce): All personnel using Postal Service information
resources are issued a log-on ID in conjunction with the authorization
process. No two users are assigned the same log-on ID. This policy does
not apply to users of managed shared accounts.

External users: (customers—+egistration): Users creating an external account
in-customerregistrationwill be issued a User ID (a number) which will be
related to their login or username. No two users are assigned the same log-
on ID.

Protecting Log-on IDs
Log-on IDs must be protected in accordance with the following:
a.  Personnel must not share their log-on IDs or permit others to use
them to access Postal Service information resources.
b.  Log-on IDs must not be embedded in application code or batch files

or stored in application files or tables unless approved compensating
security controls are implemented.

953 Suspending Log-on IDs

Internal users (workforce) — After six unsuccessful attempts to log on to an
information resource, the log-on ID or account must be suspended-disabled
for a period of at least 5 minutes (or 30 minutes for PCl-related applications
or until the system administrator resets the account). If the log-on ID or
account does not unsuspend itself after the suspension period, the user
must use ePassword Reset or call the Help Desk and follow defined

procedures for resolution. Leg-en1Ds-not-used-within-the-past 90-days-rust
bedisabled-and the usermust call- the Help-Desk for resolution-

Employees who remain in a Leave Without Pay (LWOP) status for a period
in excess of 15 calendar days, or who are expected to be in a LWOP status
in excess of 15 calendar days, must have their ARISeAccess/ARIS account
suspendeddisabled until such time as they return to an in-work status,

In addition, customers have an option to recover username, if forgotten.

External (customerregistration)-users (customers) — For externally facing

login pages, do as follows,

a.  After 5 unsuccessful attempts to log on to a customer's registration
managed login page, the user needs to wait 1 minute until they can
attempt to login again.

b.  With 3 additional unsuccessful attempts, the user will be prompted to
wait 5 additional minutes.

c. With 2 additional unsuccessful login attempts (total of 10), the user will
be prompted to wait 15 minutes until their next attempt.

d. With 1 additional unsuccessful login attempt (#11), the user will be
prompted to wait 30 minutes.

e.  With the 12th unsuccessful login attempt, the user will need to wait 1
hour.

f. With the 13th unsuccessful login attempt, the user will need to wait 24
hours until they can login again.
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Information Security
a. _ For all other customer registration-related login pages, after 4
unsuccessful login attempts, the user will not allowed to login again for
24 hours. In both cases (customer registration-owned login page and
customer registration-related login page), customers can also use the |
Forgot My Password process to access their account.

g__,—_
Failed Log-on Attempts

Recording Failed Log-on Attempts
Failed log-on attempts must be recorded for audit trail and incident reporting
purposes.

User Notification of Failed Log-on Attempt

Notification to the user of a failed log-on attempt will reflect only that the
logon failed. The reason for the failed log-on attempt and information
previously entered, including the disguised or clear password, must not be
returned to the user.

Terminating Log-on IDs

Internal users (workforce)—lnactive-Log-on |Ds not used for the last 365
days must be deleted.

External users (customers) — Log-on IDs not used in the last 365 days
must be deleted.

External {eustomerregistration)-users (customers) — External accounts

are not deleted for non-use.

Identification Requirements
Internal users (workforce) :

Information resources must comply with security requirements including, but
not limited to, the following:

a. The information resource must, at a minimum, use log-on IDs as the
primary means of identification.

b.  The information resource must have the capability to automatically
disable a log-on ID that has not been used for an administrator
configurable period of time.

c The information resource must not allow an administrator to create,
intentionally or inadvertently, a log-on |D that already exists.

d.  Alog-on ID must not exist without associated authentication
information.

e. The information resource must not provide any process to bypass the
authentication information for any log-on ID.

f. The information resource must have the capability of associating each
internal process with the log-on ID of the user who initiated the process.
Processes that are not initiated by a user, such as print spoolers,
database management servers and any spawned sub-processes, must
be associated with an identifier code, such as “system ownership.”
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External users (customers—registration):

a. _The information resource must, at a minimum, use User IDs as the
primary means of identification of a user's account.

b. _The information resource must have the capability to disable an
account that has not been used for an administrator-configurable
period of time.

c._The information resource must not allow an administrator to create,

intentionally or inadvertently, a unigue account that already exists.

A User ID can exist without associated authentication information.

The information resource must not provide any process to bypass

the authentication information for any log-on ID.

af. The information resource must have the capability of associating

each on-line activity with the User ID of the user who initiated the
process.

o
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Internal Users (workforce): Authentication is the process of verifying the
claimed identity of an individual, workstation, or originator. While identification
is accomplished through a logon ID, authentication is achieved when the user
provides the correct password, personal identification number (PIN), or other
authenticator associated with that identifier. Internal users or Bpersonnel must
be required to identify and authenticate themselves to the information
resource before being allowed to perform any other actions.

External users (customers):
Digital authentication establishes that a subject/claimant attempting to access

a digital service is in control of the technologies used to authenticate. This
approach supports privacy protection by mitigating risks of unauthorized
access to _individual's information. Authentication of a user's account may
occur via username/password, or via username in conjunction with shared
secrets or via synchronized access tokens. Location and device identity are
not considered authentication factors.

Access to any database containing cardholder data must be authenticated.
This includes access by applications, systems and database administrators,
and users. Direct access and queries to PCI databases must restricted to
database administrators and must be logged.

Authentication requirements for processing and control devices in the MPE/
MHE private non-routable network address space are defined by
Engineering.

Means of authentication, or authenticators, may include the following:

a. Passwords.
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Personal identification numbers.

Shared secrets.

Digital certificates and signatures.
Smart cards and tokens.
Biometrics.

Strong authentication.

961 Passwords
Passwords are unique strings of characters that personnel or information
resources provide in conjunction with a log-on ID to gain access to an
information resource. Passwords, which are the first line of defense for the
protection of Postal Service information resources, must be treated as
sensitive information and must not be disclosed.

9-6.1.1 Password Selection Requirements
Password requirements must comply with the following:

Internal application users (workforce): — Password requirements must
comply with the following:

a.

e.

For all users, passwords for all platforms except mobile devices must
consist of at least 15 characters and contain at least one character
from three of the four following types of characters: English uppercase
letters (A-Z), English lowercase letters (a-z), Westernized Arabic
numerals (0-9), and nonalphanumeric characters (i.e., special
characters such as &, #, and $).

Password requirements associated mobile devices will be based on
the capability of the hardware and software and can be found in the
appropriate policy/procedure documents.

The only nonalphanumeric characters available for the mainframe are:
@, #, and $.

For all users, passwords must not contain the user's name or any part
of the user’s full name.

Passwords must not be repeated (reused) for at least five generations.

External application users (users-ef customers-registration;
www.usps.com, Business Customer Gateway, and related applications)
— Password requirements must comply with the following:

a.
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Passwords must consist of at least 8 characters and contain at least
one upper case character (A-Z), one lower case character (a-z), and
one number (0-9). Special characters are allowed but are limited to
the following: — ().&@7",/"+!).

The password must not contain more than 2 consecutive repeat
characters.

Passwords cannot match the username.
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Password Selection Recommendations

The following password recommendations are prudent security practices
intended to enhance the password complexity and protect the password from
attempted password cracking:

a. Do not use family member names or other information easily
discovered about the user (e.g., license plate number, phone number,
birth date, and street name).

b. Do not use commonly used words such as words that appear in the
dictionary or Postal Service terminology.

C. Do not use all the same characters or digits or other commonly used or
easily guessed formats.

d. Use longer password conventions whenever possible (e.g.,
passphrases and run-on multiword strings).

e. Do not use all the same characters or digits or other commonly used or
easily guessed formats, such as: alalalal or 123d123d.

f. To remember your passwords and make them stronger, instead of
thinking in terms of pass ‘words’, think in terms of ‘phases'phrases’,
where your password is a short phrase separated by special characters
or numbers. Examples would be: Kick_the_can1; 4Jump-the-shark4:
and Ocean5Sunset.

g.  Use industry best practices (such as banking, FICAM) to determine
allowable passwords.

Initial Password

Internal users (workforce): — Passwords must always be delivered in a
secure manner. The initial password for users must be sent via protected
electronic delivery system or personal delivery to the user (First Class Mail is
also acceptable). For all accounts, the initial password must be set to a
temporary password, and the user must be required to change the password
at log-on.

Note: Caution must be taken not to use standardize en-generic or global
passwords when issuing new accounts or when resetting forgotten
passwords.

Password Suspension

Internal users (workforce) — After six unsuccessful attempts to log on to an
information resource, the log-on ID or account must be suspended-disabled
for a period of at least 5 minutes for internal systems accessed via ACE and
non-ACE devices, (or 30 minutes for PCl-related applications or until the
system administrator resets the account).

External users (customers-registration) — For externally facing login

pages:

a. After 5 unsuccessful attempts to log on to a customer registration
managed login page, the user needs to wait 1 minute until they can
attempt to login again.

b. With 3 additional unsuccessful attempts, the user will be prompted to
wait 5 additional minutes.
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c. With 2 additional unsuccessful login attempts (total of 10), the user will
be prompted to wait 15 minutes until their next attempt.

d. With 1 additional unsuccessful login attempt (#11), the user will be
prompted to wait 30 minutes.

e. With the 12th unsuccessful login attempt, the user will need to wait 1
hour; with the 13th unsuccessful login attempt, the user will need to wait
24 hours until they can login again.

f. For all other customer registration-related login pages, after 4
unsuccessful login attempts, the user will not be allowed to login again
for 24 hours.

g. Inboth cases (customer registration-owned login page and customer
registration-related login page), customers can also use the | Forgot My
Password process to access their account.

Reset Passwords

Internal users (workforce)- Users with non-privileged accounts who have
forgotten their passwords or need to perform routine password resets,
should reset their password by invoking ePassword Reset. The exception to
using the ePassword Reset system is for privileged, machine and vendor
default accounts (see below). The ePassword Reset system requires user
authentication prior to allowing the user to perform a password reset. If a
user calls the Help Desk to reset a password, users are challenged by Help
Desk personnel to provide further confirmation of identity prior to resetting
the password. Password change requests via the Help Desk are
documented via a change request ticket. The password is reset to a
temporary password by an administrative group, and the user must then
change the password at first log-on.

ePassword Reset is not used for privileged, machine, and vendor default
accounts. The passwords to these accounts are changed by the system
administrator group via the Help Desk. When users of these accounts request
the reset of a password, the users are challenged by Help Desk personnel to
provide further confirmation of their identity (e.g., some predetermined shared
secret that only the user would know) prior to resetting the password. Upon
confirmation of user identity, the request is documented via a change request
ticket and assigned to the appropriate administrator group for resetting the
password. For privileged accounts, the administrator group resets to a
temporary password and the privileged user must then change the password
at first log-on.

External users (customers-registration) — For Customer
Registrationexternal users, passwords may be reset as follows:

a. Help-desk call. Users calling the help desk are challenged by helpdesk
personnel to provide further confirmation of their identity prior to
resetting the password. Upon confirmation of the user identity, the
request is documented in the eustomerregistrationexternal users
internal application. A temporary password can be sent by the help-
desk personnel via email to the end user. Upon receipt, the user can
type in their username and temporary password. Users will then need
to enter a password into custermerregistrationexternal users application
to complete their login.
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b. | Forgot My Password self-service process. External customers may
reset their passwords via entering the answers to their secret questions
into a-customerregistrationthe external users page. If successful, the
user will then be prompted to type in their new password to complete
their login.

C. SMS Account Recovery. Customers who have signed up for account
recovery via SMS codes can enter the code received by verification text
or email on the webpage.

Password Expiration

Internal users (workforce)- The information resource must offer an
authentication information-aging feature that requires users to periodically
change authentication information, such as passwords. All Postal Service
personnel must change their passwords when prompted by the system or
risk being locked out, thus requiring assistance to reset the account.
Password expiration requirements are as follows:

a.  Prior to the expiration of authentication information, such as passwords,
the information resource provides notification to the user.

b.  Atleast every 30 days, passwords for privileged accounts or for those
accounts considered sensitive (e.g., system supervisors, software
specialists, system administrators, database administrators [DBA,
SYSDBA, SYSOPER, INSERT ANY TABLE, UPDATE ANY TABLE,
DELETE ANY TABLE], or vendor-supplied) must be changed.

c.  Atleast every 90 days, passwords for all other accounts must be aged
and changed.

Oracle database schema accounts are assigned to a database (not an
individual) and are typically considered the application owner. These
accounts have minimum access rights and privileges required to perform the
necessary business functions with respect to the application. Oracle
Database Schema Accounts closely resemble Service Accounts as they are
not granted root or administrative privileges and are placed under
management control [Database Systems and Services (DBSS) is the Postal
Service entity responsible for the life cycle of the account from creation,
deployment, usage, and retirement when no longer needed]. DBSS is
responsible for password maintenance on all Oracle Database Schema
Accounts. DBSS must take the following measures to protect the password:

The password is not provided to anyone outside of DBSS.

If the password is stored in a database, it is encrypted.

If the password is stored in a file, the file is protected.

If scripts need to be run as the schema account, DBSS staff enters the

password.,

e. The password for schema accounts must comply with a password
strength function that enforces the password to be at least 15 characters
long. This is necessary because the schema account password does not
expire so extra measures are taken to protect it.

f.  DBSS has monitoring in place on all databases for usage of this account

and records all suspicious activity.

a0 oo
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External users (customers-registratien) — There are no requirements for
external customers to change their passwords on a periodic basis.

96.1.7 Requests for Use of Nonexpiring Password Accounts
All requests for use of nonexpiring password accounts must be approved by
the manager, CISO. The manager CISO must be added as a FSC for all
machine accounts. These accounts are tracked for compliance purposes.
The executive sponsor is accountable for the use of these accounts. If
approval is granted, the following compensating controls must be
implemented:

a.  Account must be in a centrally managed database. No privileged
access allowed.

b. Encrypt the LDAP call to keep the password from being transmitted
across the network in clear text.

c.  Change password when personnel with access to the account leave or
transfer.

d. Non-expiring password accounts must be requested and documented
through eAceessARISeAccess/ARIS.

e. Ownership of non-expiring password accounts must be identified and
recertified on a semi-annual basis.

f. Rights and privileges of non-expiring password accounts must be
reviewed at least on a semi-annual basis to evaluate the
appropriateness of access.

g. Passwords for non-expiring password accounts must use a complex
password that exceeds standard length requirements.

h.  Source-restrict the account to a specific host and do not allow console
or remote entry.

i. Restrict access to the password to operations staff with a need to
know.

96.1.8 Requests for Use of Non-expiring Service Accounts
All requests for use of non-expiring password service accounts must be
submitted in writing (e-mail is acceptable) by the executive sponsor to the
manager, CISO. The rationale for these accounts is to prevent service
interruptions due to a locked account. These accounts must be tracked for
compliance purposes. The executive sponsor will be held accountable for the
implementation of these accounts. If approval is granted, the following
compensating controls must be implemented:

a.  Account must be requested and documented in
eAceessARISeAccess/ARIS.

b. No privileged access allowed; specific ACL's must be applied under the
concept of 'least privilege'. Use of root, system administration, non-
cancel, etc. privileges are prohibited.

e Account must not have the rights to modify or delete system (e.g.,
syslog or Windows System Event) or security log files.

d. Restrict account's usage to a specific host.
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e.  Direct login to the service account, whether from a console or remote
session, is prohibited and must be disabled.

f. Rights and privileges of account must be reviewed and validated on a
semi-annual basis.

g.  Non-expiring password must meet Postal Service standards, including
password length and complexity, and be encrypted in storage and in
transit. The only exceptions to the criteria are password aging and
account suspension on failed login attempts.

h. Restrict access to password to operations staff with a need to know
and change when personnel with access leave or transfer. Comply with

6-6, Departing Personnel, to terminate all access when personnel leave
or are transferred.

Password Protection

Passwords used to connect to Postal Service information resources must be
treated as sensitive information and not be disclosed to anyone other than
the authorized user, including system administrators and technical support
staff. Requirements for protecting passwords include the following:

a.  Passwords must not be shared except those used for shared accounts.

b.  If passwords are written down and stored outside the user’s personal
control, they must be secured in a tamper-resistant manner (e.g., an
envelope with registry seal, time stamped, and signed by the user) to
ensure that any disclosure or removal of the written password is clearly
recognizable.

c.  Aside from initial password assignment and password reset situations,
if there is reason to believe that a password has been disclosed to
someone other than the authorized user or has been otherwise
compromised, the user must immediately change the password and
notify CyberSafe.

d. Passwords must be encrypted in transit.

Password Storage

Passwords must be stored in one-way encrypted format where possible.
There may be cases where business requirements for the system are unable
to meet one-way encryption implementation, these exceptions should be
identified and documented as part of the certification and accreditation
process. Passwords stored in batch files, automatic log-in scripts, software
macros, keyboard function keys, or computers without access control
systems must be encrypted using the Postal Service encryption standard

documented in 9-7.1.1, Minimum Encryption Standards, and decrypted when
used.

Passwords for eustemerregistration-external users may not be decrypted
when used.

Vendor Default Passwords

Vendor-supplied default accounts must be disabled, removed, or the
passwords must be changed before connecting the system or introducing
the software to the Postal Service network. This includes passwords used
by contractors or consultants when configuring a system.

133



134

9-6.1.12

Information Security

Password Requirements
Internal users (workforce) — Information resources must support the
following password requirements:

a.

@ = o

Deny access if the user does not comply with password selection or
expiration criteria.

Set initial password to a temporary password and require user to
change the temporary password on first log-on.

Suspend account after an administrator-configurable number of
unsuccessful entries.

Require re-authentication by the user, as well as reconfirmation of the
new password, at the time of an attempted password change.

Mask password entry during the authentication process.
Store passwords in a one-way encrypted format.
Encrypt passwords in transmissions.

Require users to change passwords (password aging every 90 days or
when compromise is suspected).

Change vendor-supplied default passwords prior to use.

External users (customers-registration):
Information resources must support the following password requirements:

a.

—h
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Accept user created passwords that only comply with the password
selection criteria.

Lock account after an administrator-configurable number of
unsuccessful entries.

Require reconfirmation of the new password at the time of an attempted
password change.

During the password entry process, allow one letter/character to be
shown to the user as they type in the password and mask the previous
entry after each subsequent password character is entered.

Store passwords in a one-way encrypted format.
Encrypt passwords in transmissions via HTTPS/POST.
Do not require users to change passwords on a periodic basis.

Enable a forced change to user passwords based upon a data breach or
known fraudulent activities.

s62 Personal Identification Numbers

PINs are a specialized type of authenticator that are used in conjunction with
unique identifiers to verify the identity of users before allowing them access
to information resources. Use Postal Service 4-digit PINs only for limited
interfaces such as the Integrated Voice Response (IVR) based non-sensitive
applications. Do not use Postal Service 4-digit PINs for Human Resource
self-service web-based applications.

Where technologically capable, use of PINs with increased complexity are
mandatory in order to meet challenges posed by increasing information

Handbook AS-805



Information Security Services

9-6.2.1

9-6.2.2

9-6.2.3

9624

9-82.5

November 2019

9-6.2.6

security threats and developing technological advancements. Where
technicaily capable, these PINs must inciude the following composite design:
eight-character minimum combination of numbers, letters, and special
characters, with a defined window for expiration.

Like passwords, PINs must be treated as sensitive information and must not
be disclosed. All personnel must comply with Postal Service policies
regarding PIN management and usage and are directly responsible for all
actions taken using an assigned identifier and PIN.

PIN Generation and Selection Requirements

To ensure that PINs retain integrity and confidentiality, PINs must be
protected during generation and dissemination. All personnel are encouraged
to change their PIN from the initial assignment. PINs must:

a.  Bea minimum of four characters in length, two of which are unique.
b. = Avoid obvious combinations or sequences.

¢.  Avoid well-known or easily guessed combinations (e.g., social security
number, telephone number, and house address).

PIN Distribution

Secure delivery methods include First Class Mail, an encrypted delivery
system, or personal delivery to the user. New or replacement PINs must not
be delivered by telephone, facsimile, or electronic mail to protect against
unauthorized disclosurs,

PIN Protection

PINs must be committed to memory or stored in a secure location.
Information resources must store PIN data in an encrypted format that meets
Postal Service encryption standards. All access, additions, modifications, and
deletions to the PIN data must be logged and monitored. If PIN
authentication is performed over an open network, such as the Internet, PINs
must be encrypted during transmission according to Postal Service
encryption standards.

Forgotten PINs

When requesting replacement of a forgotten PIN, the user must be prepared
to provide some predetermined shared secret that only the user would know
for validation purposes. All forgotten PINs must be replaced with securely
delivered new PINs.

Suspension

When using a PIN for authentication, the information resource must be
disconnected after three incorrect entries and the PIN account suspended
after six incorrect entries. When a suspended PIN account is reactivated, the
user must be assigned a new PIN that is delivered via secure methods.

PIN Cancellation and Destruction

A PIN suspected of compromise must be cancelled immediately and a new
PiN generated and delivered via secure methods. Unauthorized users who
no longer require access to the system must be removed immediately. All
PIN data must be destroyed when the user no longer requires access to the
system or leaves Postal Service employment,
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PINs Used for Financial Transactions
PINs used for financial transactions must comply with American National
Standards Institute Financial Services Technical Publication X9.8, PIN
Management and Security. Financial transactions at high risk for fraud may
not be suitable for reliance on PINs as the primary authentication
mechanism.

Shared Secrets

A shared secret is an authentication mechanism used to re—set a user's
password or PIN. When requesting the reset of a password or PIN, the user
must be prepared to provide some predetermined shared secret that only
the user would know for validation purposes.

Internal users (workforce)— shared secrets must comply with the

following: a. Be a minimum of eight

characters.

b. Be protected and stored as sensitive information.

(o7 Be stored encrypted if stored electronically.

d. Have the user's account suspended-disabled if the shared secret is
entered incorrectly three times.

e. Ensure an information resource using shared secrets provides a
secure process for recording an initial shared secret and changing the
shared secret in the event of suspected compromise.

External users (customers

registration): a. Be

a minimum of three characters.

b.  Be protected and stored as sensitive information.
c. Be stored encrypted if stored electronically.

d. Do not allow changes to shared secrets.

Digital Certificates and Signatures

A digital certificate is an X.509 certificate that uses the widely accepted
international X.509 public key infrastructure (PKI) standard to verify that a
public key belongs to the user, computer, or service identity contained within
the certificate. The certificate’s purpose is to relate a unigque name to a
specific public key and is used for encryption and decryption of files and the
nonrepudiation of messages. USPS sets standards for the properties,
utilization, and acceptance of digital certificates in USPS systems and
applications where digital certificates are used.

Cryptographically, X.509 is the standard defined by the public key certificate
within USPS. As defined in 11-1.1.4, the Postal Service uses X.509
certificates for secure communication, including the TLS and SSL protocols.
An X.509 certificate contains a public key and an identity (a hostname, or an
organization, or an individual). When signed by a trusted certificate authority,
someone holding that certificate can rely on the public key it contains to
authenticate the identity presented therein.

An X.509 is defined by the International Telecommunications Union's
Standardization sector (ITU-T), and is based on ASN.1, another ITU-T
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standard and contains information about the identity to which a certificate is
issued and the identity that issued it. Standard information in an X.509
certificate includes the following: '

a.  Version —which X.509 version applies to the certificate (which indicates
what data the certificate must include).

b.  Serial number - the identity creating the certificate must assign it a
serial number that distinguishes it from other certificates.

c.  Algorithm information — the algorithm used by the issuer to sign the
certificate.

d.  Issuer distinguished name — the name of the entity issuing the
certificate (usually a certificate authority).

e.  Validity period of the certificate — start/end date and time.

f. Subject distinguished name — the name of the identity the certificate is
issued to.

g.  Subject public key information — the public key associated with the
identity.

h.  Extensions (opticnal).

Within the Postal Service, the CISO determines the eligibility of each
proposed role, group, code signer, system, application, or device to receive
one or more certificates. The CISO determines and verifies the identity of the
human sponsor for each proposed role, group, code signer, system,
application, or device to receive one or more certificates

9-6.41 Digital Certificate

A digital certificate contains a public key and a private key. Digital certificates
are used for identity verification prior to performing a separate action [by way
of another process entirely, such as the Transport Layer Security (TLS)
protocol] to transmit data securely. The Postal Service sets 9-6.4.2

standards for the properties, utilization, and acceptance of digital certificates in
Postal Service systems and applications where digital certificates are used.
A public key certificate is a digitally signed document that serves to validate the
sendet's authorization and name. The document consists of a specially
formatted block of data that contains the name of the certificate holder (which
may be either a user or a system name) and the holder's public key, as well as
the digital signature of a certification authority for authentication. The certification
authority attests that the sender's name is the one associated with the public key
in the document. A user ID packet, containing the sender’s unique identifier, is
sent after the certificate packet. There are different types of public key
certificates for different functions such as the following:

Device:

a. Web server SSL.

b IPSEC tunneling.

c Active directory authentication.
d. Data servers.
e

Secure terminal services.
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f. Code signing.

9. Secure LDAP.

User:

a. PIV identification cards.

b Client authentication.

c Document sighing and encryption.
d. Secure E-mail.

e Encrypted file system (EFS}).

9.6.42 Digital Signature

9-6.4.3

9-6.4.4

9-6.4.5

A digital signature is a digital code that can be attached to an electronically
transmitted message or file that uniguely identifies the sender. The signature
is used to authorize action, to demonstrate responsibility, and legally to
indicate intent of decisions. Digital signatures enable electronic approvals
promoting business efficiencies. Digital certificates are required when using
digital signatures. Digital signatures perform three important functions:

a. Integrity allows the recipient of a given message or file to detect
whether that message or file has been modified.

b. Authentication makes it possible to verify cryptographically the
identity of the person who signed a given message.

¢. Nonrepudiation prevents the sender of a message from later
claiming that they did not send the message.

Certificate and Signature Standards

Certificate Authority (CA) operating requirements are defined within this
policy, and may also be well-defined within a Certificate Policy (CP)
document. This includes digital certificate properties, as well as utilization
and acceptance. Certificate Authority server operational practices are defined
within the Security Plan document for each Enterprise information Repository
(EIR) at the Postal Service that operates the Certificate Authority

(CA) servers, and may also be well-defined within Certificate Practice
Statement (CPS) documents. If used, CPS documents are required for each
CA Server and are used to describe how each of those CA servers are
operated in accordance with the relevant CP document under which they
must function.

Digitized Signatures

A digitized signature is a handwritten signature reproduced in its identical
form as a TrueType font or graphical image. The signature may be
embedded in electronic messages or documents as a representation of an
individual's signature. There are no security associations with a digitized
signature, e.g., non-repudiation and document integrity.

Certificate Stores

A Certificate Trust Store is a permanent storage where a Public Key
Infrastructure (PKI) stores its certificates, CRLs, and certificate trust fists. A
trusted root certificate is the cornerstone and trust anchor of authentication
and security on the Internet.
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Vendors’ products come pre-populated with many root certificates in their
trust stores, potentially certificates that Postal Service does not want to
implicitly trust. The CISO sets the direction of what should be included in the
trust stores and the Public Key Infrastructure Management Authority (PKIMA)
provide technical assistance to application and system owners with regards
to the content of installed product's trust stores through automated or manual
processes, to include the following: '

a.  Removing all certificates that have passed their expiration date.
k.  Removing all certificates that are no longer trusted.
c.  Removing all certificates that are no longer required..

Naming Constraints

Names for certificate issuers and certificate subjects are of the X.500
Distinguished Name (DN} form. The “United States Postal Service” is a
registered name in accordance with American National Standards Institute,
The U.8. National Name Registration Authority uses of this identifier within
USPS are not restrictive because the identifier is unambiguous and may be
used in a variety of environments and various encoding methods. To be
unambiguous, USPS must establish context and naming hierarchies. A
single naming hierarchy is established within the Postal Service as outlined
below:

a. Names for certificate issuers (i.e., USPS CA) and certificate subjects
{i.e., subscriber or end entity) are of the X.500 DN form. These names
are unigue and unambiguous within the USPS hierarchy.

b. Certificate issuers have entries at the organization name level. The DNs
follow the following form: OU=United States Postal Service, 0=.8.
Government, C=US,

c. Certificate subjects have entries at the organizational Unit Name level.
The DNs must follow the following form: CN=Subscriber Name,
OU=United States Postal Service, O=U.8. Government, C=US.

Certificate subjects choose an opticnal Alternated Subject Name if marked
noncritical. Certificate subjects choose to have additional name forms, such
as an e-mail address; however, the DN is the primary name and the one
used to populate the subject fields of certificates and CRLs. Additional
objects outside the scope of this policy must also be present in the naming
hierarchy.

Meaningful Names

All names, including machine names and application names, are unique and
understandable to humans. The DN must represent the subscriber in a way
that is easily interpretable. For people, this is a legal name. For equipment,
this is a model name and serial number, Distinguished names must be
unique for all end entities of the USPS CA. X.500 DNs are used, and the
USPS CAs enforce name unigueness within the X.500 name space for which
they have been authorized. When name forms other than a DN (e.g., e-mail
address or DNS name) are used, they too are allocated to ensure name
uniqueness.

The contents of each certificate Subject and Issuer name field have an
association with the authenticated name of the Entity. A certificate issued for
a device or application must include, within the Directory entry, the name of
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the person or organization responsible for that device or application. All
certificates have name constraints asserted that limit the name space of the
CAs to that appropriate for the domain.

Rules for Constructing Various Name Forms

Name forms are contained in the applicable certificate profile. As the USPS
organization responsible for management and operation of the USPS X.500
directory. The Information Technology Engineering and Architecture (ITEA)
group is responsible for the USPS X.500 directory name space and works
with the Change Management Process for naming approval prior to final
cettificate provisioning.

Name Claim Dispute Resolution Procedure

Any dispute related to a name claim between USPS and an organization or
individual outside of USPS is resolved using the following dispute settlement
mechanism:

a. A dispute is resolved by negotiafion if possible.

b. A dispute not settled by negotiation is resolved through arbitration by
the USPS PKIPA.

Smart Cards and Tokens

Smart cards and tokens are tangible objects that usually contain a built-in
microprocessor to store and process information used to verify the identity of
a user. Smart cards and tokens are valid methods of authentication. The
CISO must approve all implementations of these technologies for accessing
information resources. The CISQO, in conjunction with the Inspection Service,
sets standards for the use and protection of smart cards and tokens. All
personnel must protect smart cards and tokens from theft and not allow
others to use them.

Biometrics

Using biometric information is a valid method of authentication. Biometrics
are technologies used to authenticate individuais by means of unchanging
biological characteristics (e.g., fingerprints, palm prints, voice prints, or facial,
iris, and retina scans). The CISO must approve all implementations of
biometric technologies for accessing information resources. Biometric
information is sensitive-enhanced information and must be protected. The
CISO, in conjunction with the Inspection Service, sefs standards for the use
of biometric authentication and the storage of biometric information.

Strong Authentication

Strong authentication consists of two-factor or multifactor authentication tools
(e.g., smart card and PIN or thumbprint and password) that move toward the
concept of nonrepudiation or conclusive tracing of an action to an individual.
Single-factor authentication tools such as log-on IDs and passwords do not
provide strong authentication.

Strong authentication is required for external native apps that are
downloaded via an APP Store, such as Google PlayStore or ITunes. Native
apps will encrypt the payload. Native apps will use two factor authentication
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to establish an encrypted channel through which payloads are
communicated.

Nonrepudiation

Nonrepudiation is the security property that ensures that the sender cannot
deny sending the message, the recipient cannot deny receiving the message,
and actions can be conclusively traced to a specific individual. When required,
an information resource must have the capability to support nonrepudiation.

A single public/private key pair and its associated certificate issued to any
device may be used for signing (including authentication), key management
(for encryption), or both. Device certificates must not assert nonrepudiation
as well; all subscriber private keys must not be used by more than one entity.

Remote-Access Authentication

Postal Service information resources must support and maintain access
control for personnel using networked, and Internet connections to Postal
Service information resources. Strong authentication or other stringent
access controls must be implemented for personnel entering through the
Internet, or other non-Postal Service communication networks. Source
restrictions (i.e., destination verification of remote session source address)
may be used as a substitution to strong authentication for remote access.
Two-factor authentication is required for remote access to PCI cardholder
data.

Multifactor authentication is required for remote access to sensitive,
sensitive-enhanced, and PCI cardholder data. Application owners centrally
manage all remote access connections to their systems and ensure that
remote access capabilities provide strong multi-factor authentication, audit
capabilities, and protection for sensitive information throughout transmission.
All remote access connections must support cryptographic based, multifactor
authentication. Any multifactor authentication is based on USPS-controlled
certificates or hardware tokens issued directly to each authorized user.
Remote access solutions must comply with the encryption requirements of
FIPS 140-2, Level 3, and Security Requirements for Cryptographic Modules.

Session Management

A computer session is a unique period of activity performed on or by an
information resource usually associated with a login by a user. All information
resources must implement session management standards specific for the
information resource platform,

Session Establishment

Internal users (workforce)- Information resources must comply with session

establishment requirements including, but not limited to, the following:

a. During a login, the information resource must allow the entire login
sequence to be completed before providing any response to the initiator
of the login.
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The information resource must generate an alarm after an
administrator-configurable number of consecutive incorrect login
attempts across multiple accounts.

When the threshold for invalid consecutive attempts (normally six) for a
given log-on 1D is reached, the information resource must deactivate
access for the log-on ID for a period of at least 5 minutes (or 30 minutes
for PCl-related applications or until the system administrator resets the
account).

Upon successful session establishment, the information resource must
make available the date and time of the last successful login.

External {customerregistration)-users(customers):

a.

During a login, the information resource must allow the entire login
sequence to be completed before providing any response to the initiator
of the login.

The information resource must generate an alarm after an
administrator-configurable number of consecutive incorrect login
attempts across multiple accounts.

For externally facing login pages:

a.

After 5 unsuccessful attempts to log on to a customer registration
managed login page, the user needs to wait 1 minute until they can
attempt to login again.

With 3 additional unsuccessful attempts, the user will be prompted to
wait 5 additional minutes.

With 2 additional unsuccessful login attempts (total of 10), the user will
be prompted to wait 15 minutes until their next attempt.

With 1 additional unsuccessful login attempt (#11), the user will be
prompted to wait 30 minutes.

With the 12th unsuccessful login attempt, the user will need to wait 1
hour; with the 13th unsuccessful login attempt, the user will need to
wait 24 hours until they can login again.

For all other customer registration-related login pages, after 4
unsuccessful login attempts, the user will not allowed to login again for
24 hours.

In both cases (customer registratien-owned login page and customer
registration-related login page), customers can also use the | Forgot My
Password process to access their account.

Upon successful session establishment, the information resource must make
available the date and time of the last successful login.

Session Expiration
Information resources must comply with session expiration requirements
including, but not limited to, the following:

a.

After the specified period of inactivity during the session (applicable
standards defined by the manager, CISO ISS), the information
resource must terminate the session and connection and require a
successful re-authentication to regain access.
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b. Following termination by the user or interruption by a power failure,
system crash, or transmission problems, the session and connection
must be dropped. The establishment of a new session requires the
normal user identification, authentication, and authorization.

¢.  The information resource must provide an administrator-configurable
session expiration (i.e., session lifetime). After the specified period of
time, regardless of activity, the information resource must terminate
the session, lock out the connection, and require a successful re-
authentication to regain access.

Time-Out Requirements (Re-authentication)
The inactivity time-out standard for Postal Service information resources is a
maximum of 30 minutes with the following exceptions:

a. For end-user devices and consoles associated with PCI applications,
servers, and network devices the maximum is 15 minutes.

b. For conference rooms used for presentations the maximum is 2 hours.

o For executives at the vice president level or higher the maximum is 2
hours.

d. For external end users (associated with a customer registration-login),
the maximum is 15 minutes.
After the maximum of period of inactivity, the information resource must,
where the platform permits, automatically engage the password-protected
screen saver or blank the screen and lock the keyboard to allow only the
keying of the appropriate password. Any deviation from these requirements
must be approved by the manager CISO and the executive vice
president/CI0O.
Manual re-authentication must be required before access to the information
resource is re-established. For remote access, the session must be
terminated and the information resource disconnected from the network.
Note: Use the Postal Service standard or refer to the specific platform
configuration standards for the applicable time-out requirements.

End User Computing Devices

Internal users (workforce) — After the maximum period of 30 minutes of
inactivity, the time-out event must, where the platform permits, automatically
engage the password-protected screen saver or blank the screen and lock the
keyboard to allow only the keying of the appropriate password. Manual re-
authentication must be required before access to the end user computing
device is reestablished.

External (customerregistration)-users (customers) — After the maximum

period of 30 minutes of inactivity, the user will be required to log-in again to
re-establish a new session. The establishment of a new session requires the
normal user identification, authentication, and authorization.

Applications

After the maximum of period of inactivity define above, the application must
time-out.

Remote Access
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For remote access, the communications session is limited to 2 hours. After 2
hours, the end user computing device is asked to re-authenticate to the
network. The normal end user computing device inactivity time-out standard
described above applies.

Failed Access Attempts

Failed access attempts and access attempts by unauthorized personnel or
information resources must be rejected and recorded for audit trail and
incident reporting purposes.

Single Sign-On

Single sign-on (SSO} is the automated authentication for additional systems
after the user has logged on once. The authenticating system passes the
user information to the subsequently called system. This is done in the
background; that is, the user does not need to authenticate himself ot herself
again after his or her first log-on. Certificate-based, two-factor authentication
is required to ensure the identity of users accessing the sensitive information
within SSO environments. All SSO initiatives must be implemented according
to the architectural plan to ensure seamless integration within the enterprise
and to avoid the establishment of isolated, unsupported islands.

Authentication Requirements
All information resources must comply with authentication requirements
including, but not limited to, the following:

a.  The authentication process should protect the information resource
from a replay attack.

b.  During information resource recovery, authentication information must
be recoverable without unauthorized disclosure or loss of data and
information resource integrity.

c. Theinformation resource must support a configuration capability that
prevents authentication information (e.g., password, PIN number,
token, or smart card) from being displayed in clear text or otherwise
made available to any other user, including an administrator.

d.  When the initial authenticator is created, the information resource must
not divulge the authenticator to anyone other than the user and the
authorized administrator.

e. The information resource should have the ability to authenticate itself to
the user and to other software application components during the
authentication sequence.

f. Where technically feasible, information resources must support
process-to-process authentication.

g. Failed log-on attempts must be recorded for audit trail and incident
reporting purposes.

90-7 Confidentiality
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Confidentiality is the security property that ensures that information is not
made available or disclosed to unauthorized individuals, entities, or
processes. Information resources must have the capability to ensure that
information is transmitted and stored in a way such that only authorized
users are allowed access. Confidentiality is maintained through
comprehensive and interrelated efforts that include, but are not limited to,
the following: a. Information designation.

b.  Clearances and need to know.
c. Physical security.

d.  Authentication of users.

e. Encryption.

Encryption

Encryption is the primary means for providing confidentiality services for
information that can be stored or sent over the network, intranet, and Internet.
Information resources that store, process, or transmit sensitive-enhanced or
sensitive information must have the capability to encrypt information.

Minimum Encryption Standards

Synchronous encryption: Products using FIPS 197 Advanced Encryption
Standard (AES) algorithms with at least 256 bit encryption that has been
validated under FIPS 140-2. Legacy systems must have plans for moving to
the minimum encryption standard; the associated timeline for this action is
based on feasibility (technical capability, business plan for upgrade/
retirement, etc.), identification of a published exploit to the implemented
encryption algorithm, and associated risk to the Postal Service.

Asynchronous encryption: RSA with a 2048-bit encryption key pair. Elliptic
curve algorithms ECDH or ECDSA may be used with key sizes 224-bit or
greater. Legacy systems must have plans for moving to the minimum
encryption standard; the associated timeline for this action is based on
feasibility (technical capability, business plan for upgrade/retirement, etc.),
identification of a published exploit to the implemented encryption algorithm,
and associated risk to the Postal Service.

PCI systems also require Transport Layer Security (TLS) protocol version
1.2. New implementations must meet the minimum standard. Legacy
systems must have plans for moving to the minimum encryption standard;
the associated timeline for this action is based on feasibility (technical
capability, business plan for upgrade/retirement, etc.), identification of a
published exploit to the implemented encryption algorithm, and associated
risk to the Postal Service.

The minimum encryption standard for the Postal Service is the Advanced
Encryption Standard (AES) with a 256-bit encryption key. PCl-systems-alse

2048-bit encryption key pair.
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Required for Transmission and Storage
Information resources storing, processing, or transmitting sensitive-enhanced
or sensitive information must implement encryption based on Postal Service
encryption and key recovery policies. Encryption must be used for sensitive-
enhanced and sensitive information that is transmitted across networks or in
transit between [1] an application or batch server and a database server and
[2] between workstations and a database server.

Enctyption must be used for sensitive-enhanced and sensitive information
stored or archived on fixed and removable devices or media (e.g., disks,
diskettes, CDs, and USB storage devices).

Encryption must also be used for sensitive-enhanced and sensitive
information that is stored off Postal Service premises.

Encryption must be used for non-publicly available electronic information in
transit or stored off Postal Service premises.

Encryption must be used for payment card industry (PCl) information
throughout the life cycle. Unencrypted primary account numbers {PANs)
must not be sent via end user messaging technologies.

Recommended for Storage on Postal Service Servers and
Mainframes

Where technically feasible, encrypt sensitive-enhanced and sensitive
information stored on Postal Service non-removable devices.

Required for Workstations and Laptops
Full disk encryption must be installed on all workstations and laptops.

Use of Encryption Products
Encryption products must comply with requirements including, but not limited
to, the following:

a. Information resources using encryption must use only algorithms and
standard encryption products that are approved by the Postal Service
and meet federa! information processing standards and industry best
practices. Use of locally generated, self-signed digital certificates is
prohibited.

b. Al encryption products must support functionality of and integrate with
security content-filtering applications or make encryption keys available
to mahagement. Any use of encryption without such technology must
be approved in writing by the CISO.

c.  Application owners foilow encryption standard operating procedures for
their application as documented within their specific EIR deliverables,
as required by USPS Handbook AS-805-A (4-4.2 Deliverables, a.
Standard operating procedures}.

Key Management

Key management is the generation, recording, transcription, distribution,
installation, storage, changing, disposition, and control of cryptographic keys.
'Key management must be rigorous and disciplined because aitacks against
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encryption keys are far more likely to occur and succeed than attacks against
encryption algorithms.

Protecting Encryption Keys
Encryption keys must be treated as sensitive-enhanced information and

access to those keys must be restricted on a need to know basis, The
following principles apply to the protection and access of encryption keys:

a. Ifkeying material is generated and stored, the information resource must
provide secure key storage that is resistant to compromise through a
logical or physical attack.

b. If hardware-based key generation and storage is used, the key must be
stored in such a way that it cannot be retrigved in clear text.

Recommended Key Management Practices

The best way to mitigate the risk of keys being attacked is to store them in
hardware on a secure physical device. Postal Service information resources
should adhere to key management procedures and practices that include,
but are not limited to, the following:

a.  Generate strong keys that meet the Postal Service minimum
encryption standards (See 9-7.1.1, Minimum Encryption Standards).

b.  Key management should be fully automated and not require manual
steps.

c. Generate and store all keys in hardware.

Never remove keys from the hardware and never store them in the
host's memory.

e.  Gain access to the hardware only through a trusted path.

Key Management Requirements

Information resources must comply with key management requirements
including, but not limited to, the following:

a.  If the information resource supports key recovery, then access to the
key must be restricted to authorized personnel.

b.  The information resource must have the capability to enforce the
immediate revocation of user accounts and the associated key(s).

c. Encryption keys must not appear in clear text outside a cryptographic
device.

Split knowledge keys must be implemented.

Dual control of keys must be established.

Secure key distribution and storage must be implemented.
Unauthorized substitution of keys must be prevented.

Se ™o o

Keys must be changed periodically, as defined below:
(1)  Every year for PCI in-scope applications.
(2) Every 2 years for non-PCl in-scope applications.

(3) Every 3 years for USPS Certificate Authority (CA) Online Subordinate
tier Server(s), every § years for Offline Policy tier CA server(s), and
every 10 years for offline Root tier CA server(s).
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(4) Whenever anyone with knowledge of a portion of a key that is NOT
stored in a Hardware Security Module (HSM) changes positions,
transfers, or for any reason leaves the employ of the Postal Service
(e.g., resigns, retires, terminates).

i. Known or suspected compromised keys must be replaced.
I Old or invalid keys must be revoked.
k.  Old keys must be archived and destroyed as applicable.

L Key custodians must sign a form stating they understand and accept
their key-custodian responsibilities.

m.  Keys must not be sent in the same email as the encrypted file.

n.  Sponsors for nonhuman subscribers (systems, applications, and
devices) are responsible for the security of and use of the subscriber's
private keys.

0.  All subscribers including human and device private keys are not used by
more than one entity.

p.  Public keys (Digital Certificates) must be changed at least 30-days prior
to the digital certificate’s expiration date.

Public and Private Key Management Agreement

The United States Postal Service (USPS) Cryptographic Keys (aka Private
Keys) and Digital Certificates (aka Public Keys); including those provided by
third-party vendors intended for use by the USPS, must be used only in
accordance with this Public and Private Key Management Agreement,
including the following: ‘

a.  To use your Cryptographic Key(s) and Digital Certificate(s) exclusively

for authorized management of a USPS asset, or authorized USPS
business partner asset.

b.  To take all necessary precautions to protect your Cryptographic Key(s)
and Digital Certificate(s) from loss, disclosure, modification, or
unauthorized use, as per this policy derivative; as well as USPS
Handbook AS-805C, information Security for General Users.

Every United States Postal employee and contractor shall maintain controf of

Cryptographic Keys at all times and shall abide by the agreements above.

Cryptographic Hash Function

A cryptographic hash function is an algorithm that takes an arbitrary block of
data and returns a fixed-size bit string, hash value, such that an (accidental
or intentional) change to the data will {(with very high probability) change the
hash value. The data to be encoded is often called the “message,” and the
hash value is sometimes called the message digest. The ideal cryptographic
hash function must have the following significant properties:

a. ltis easy to compute the hash value for any given message.

b. ltis infeasible to generate a message that has a given hash.

¢. ltis infeasible to modify a message without changing the hash.
d. ltis infeasible to find fwo different messages with the same hash.

The Postal Service cryptographic hash standard is SHA-2 or SHA 256. Older
algorithms (e.g., SHA 1) maintained by commercial products and applications
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used and developed by the Postal Service may continue to be supported
since they may be required to validate digital signatures executed in the past
and to decrypt objects encrypted in the past using the older algorithms and
key sizes. These cases must show acceptable effort of migration to standard
algorithms as identified in this policy and receive an exception waiver by the
CISO0. In addition it is recommended that:

a. A Salt value is always used with your hash. This is especially important
if the sensitive data to be protected is short like a-passwerd, social
security number, or a payment card number.

b.  Always use a Strong Salt value when creating a credential hash. A Salt
is a fixed-length cryptographically-strong random value. Follow these
practices to properly implement credential-specific salts:

(1)  Generate a unique salt upon creation of each stored credential
(not only per user or system-wide).

(2) Use cryptographically-strong random data.
(3) As storage permits, use a 32-byte or 64-byte salt.
C. The Salt value should be protected as any other cryptographic value.

Elimination of Residual Data
The information resource must have the capability to ensure that there is no
residual data exposed to unauthorized users.

November 2019
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Integrity is the security property that ensures correct operation of information
resources, consistency of data structures, and accuracy of stored information.
Information resources must be installed and maintained in a manner that
ensures the integrity of the information resources and their data.

Appropriate planning must occur before conducting security-related activities
affecting the information resource in order to minimize the impact on the
integrity of the information resource and on Postal Service operations (e.g.,
mission, functions, image, and reputation) and assets. Security-related
activities include, but are not limited to, security assessments, audits, system
hardware and software maintenance, testing, exercises, and retirement and
disposal of hardware and media.

Information Resource Integrity

Information resource integrity ensures that information resources perform
their intended functions in an unimpaired manner, free from deliberate or
inadvertent unauthorized manipulation. Integrity provides assurance that
under all conditions the operating hardware and software maintain logical
correctness, reliability, and effective protection mechanisms. Acceptable
integrity thresholds for processing and control devices in the MPE/MHE
private non-routable network address space are defined by Engineering.
Information resources must comply with information resource integrity
requirements including, but not limited to, the following:

149



150

9-8.2

9-8.3

Information Security
Security features designated in approved hardening standards must he
invoked.

No information resource may undermine the integrity of underlying
platforms or supporting infrastructure,

The information resource must perform integrity checks for system
functions.

The information resource must retain the existing security parameters
even after a restart or recovery.

Backup capability must be provided to restore the information resource
to its former state.

Boundary checking must be implemented to prevent buffer overflow
conditions.

The information resource must provide approptiate alert messages
before executing potentially damaging commands.

The information resource must provide an administrator with the
capability of retrieving the date and time associated with any security-
related activity and the log-on 1D of the user who initiated the activity.

The information resource must provide mechanisms to detect duplicaie
authentic financial transactions.

The information resource must monitor the status of its components in
real time fo ensure that all components are stili active and to prevent
components from failing without detection.

Data Integrity Requirements

Data integrity is the security property that ensures that data meets a given
expectation of quality and has not been exposed to accidental or malictous
modification or destruction. All input data must be appropriately validated.
Information resources must comply with data integrity requirements including,
but not imited to, the following:

a.

Information resources must have the capability to ensure that data is
not modified, altered, or deleted without authorization in either storage
or in transit.

Any unauthorized modification of data must yield an auditable security-
related event.

The information resource must have the capability of identifying the
originator of any information before that information is used in any
restricted function of the information resource,

The information resource must log any attempt by the administrator o
authorize any user to bypass the administrator-configured data integrity
contrais.

The information resource must protect data integrity by performing data
integrity checks.

When data integrity checks fail, the information resource must reject
thedata.

Application Requirements
Management must be made aware of the accuracy, timeliness, and
relevance of the information they use for decision making. Management
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must be notified if controls which ensure the integrity of information fail or if
such controls are suspected of failing.

If information issued or released has been modified in any way, the
recipients must be notified about the nature of the modification so that they
can determine whether the modifications are significant enough to affect
decision making. All incomplete or obsolete information must be suppressed
and not distributed to users unless it is accompanied by an explanation
which describes the status of the information.

Production data and software must be changed only by authorized people
according to established written procedures. Production transactions must be
properly authorized prior to updating production records whether these
records are computer based or not.

To facilitate tracking and problem resolution, each accountable transaction
must be time stamped, identified to person who submitted it, and assigned a
unigue sequence number or identifier. Line numbering must also be
implemented for free-form text messages that deal with important business
matters.

Sufficient controls must be implemented to ensure information is free from a
significant risk of undetected alteration.

All rejected input transactions must be placed in a suspense file and listed in
exception reports until such times as they are successfully resubmitted for
processing or otherwise handfed. All input transactions that are held in a
suspense status pending further investigation must be either resubmitted or
otherwise handled within 10 business days of original entry. Input
transactions that are corrected for resubmission or that are suspended and
later approved resubmission must be subjected to the same validation
procedures (e.g., reasonable checks and formal edit checks) that original
input transactions receive.

Management Requirements

Internal records must be reviewed semiannually for reasonableness and
accuracy. Reasonable checks include ratio analysis and accuracy checks
include physical inventories. If records are discovered to be in error, they
must be immediately corrected by authorized individuals using standard
control procedures.

Important information on which management depends must be compared
semiannually with external sources or otherwise cross-validated to verify that
it is accurate,

End-User Computing Requirements

End-user computing, including spreadsheets and other user-developed
programs, must be documented and regularly reviewed for processing
integrity, including their ability to sort, summarize, and report accurately. For
important reports, the logic should be reviewed semiannually to verify
information is processed completely and accurately. User-developed systems
must be secured from unauthorized use. Audit logs must be reviewed daily to
detect unauthorized access attempts and take corrective action. To facilitate
audit trail requirements, transactions affecting sensitive-enhanced, sensitive,
and critical information must be initiated only by receipt of source documents
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or computerized messages in which the originating individual and system are
clearly identified. Proof of non-Postal Service sources can be achieved via
digital signatures, message authentication codes (MACs), and encryption. All
end-user business-related representations must be truthful at all times.

9-9 Availability
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Availability is the security property that ensures information resources are
accessible by authorized personnel or information resources when required.

Capacity Planning and Scalability

For all information resources, capacity planning and scalability must be
considered for both the information resources and network components,
such as routers, firewalls, proxies, and encryption. Whenever technically
feasible, consider scalable information resources that require little or no
change to the configuration or the application when adding hardware or data
storage.

Redundancy

Redundant systems for utilities, communications, mainframes, servers, and
firewalls may be recommended where warranted to ensure the availability of
critical information resources. The implementation of redundant systems
should be based on a cost-benefit analysis and the recovery time objective
(RTO). Infrastructure including telecommunication services must be
engineered to not have a common point of failure.

Relationship of Criticality, Recovery-Time
Objective, and Recovery-Point Objective

Criticality

The initial determination of criticality of an information resource is determined
during the BIA process. Subsequently, internal and external dependencies
must be identified to understand how a given application interfaces with the
rest of the Postal Service applications and infrastructure. A system is
dependent if it cannot function without the input or connection to the other
system or portal. For example, applications which by themselves are not
critical may have a higher designation because they provide data to an
application with a higher criticality designation. Any identified dependencies
may change the initial criticality designation.

The criticality determination may be further refined by Postal Service
management. The criticality designation will be updated in the BIA and EIR
by the Business Continuity Group.

Recovery-Time Objective
The RTO, which is the maximum allowable downtime for an information
resource, is determined for information resource designated as critical. The
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RTO is the length of time it takes to restore the information resource. The
RTO does not indicate how much data will be lost.

The RTO must be commensurate with the level of criticality. If there is a
significant mismatch between the RTO and the criticality designation, the
RTO and criticality designation must be reviewed. As a general rule the more
critical the information resource, the lower the RTO. A lower RTO often
requires a larger investment in BCM resources, which, in turn, results in
higher costs. The RTO is determined in consultation with the DR service
provider as the DR strategy is defined.

Recovery-Point Objective

Also at this time, the data currency requirements/recovery point objective
(RPO} is determined. The RPO indicates the maximum amount of allowable
data loss. It is the point in time {age}) to which data must be recovered relative
to the time of the disaster. It is the size of the window of opportunity for data
loss. The amount of data loss is determined by backup methods and frequency
of backup transport offsite.

Assuring Availability

Multiple technologies should be used to minimize the data loss and increase
the availability of data for local and aiternate site recovery. These
technologies must provide for both traditional backup and recovery to meet
local requirements in addition to the availability of data at the alternate
processing site for disaster recovery. The movement of data for disaster
recovery can be moved electronically over high-speed dedicated circuits via
hardware data replication, remote tape vaulting, or information resource
specific database replication/journaling technologies. The choice of
technologies is dependent on the desired RPO and RTO.

Data Replication

Selection criteria: The files selected for data replication are determined by
the placement of the data on the appropriate storage device that is
configured for passive replication. Passive replication refers to a process
when the data is changed and stored on the primary device and then the
data is replicated to a device at the alternate site.

Frequency: The frequency of data replication should be aligned for minimal
data loss and expected RPO for this service.

Remote Tape Vaulting

Selection criteria: The files selected for remote tape vaulting are determined
by the usage of unigue identifier(s) in the file name or specific request to the
IT operations group. The supporting IT operations group needs fo be
contacted to receive the appropriate unique identifiers or to make specific site
requests,

Frequency: The frequency of tape vaulting is dependent on the establish
RPO for this service.

inventory: An inventory of critical files that are remotely vaulted must be
maintained. A copy of the inventory must be available at the alternate
processing site to support business resumption process.
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Application Database Replication and Journaling
The application owner who chooses to use a vendor-provided database
replication and journaling services for high-availability services must procure
the IT-approved product, then fund or perform the necessary configurations
and reconfigurations.

Alternate Backup Requirements

All information resaurces not using one of the above technologies must
implement secure backups. The information resource must have the
capability to check the integrity of data read from a backup file when
performing a restore function.

All essential components of an information resource required for continued
operations must be backed up. The backup procedures must be
documented. The responsible Postal Service manager must define the
appropriate backup media and frequency.

Applications determined by the BIA as critical must implement backup and
recovery strategies sufficient to meet the RTO and data currency
requirements.

What to Back Up

Backups include, but are not limited to, operating systems, configuration files,
general utilities, application software, data, supporting files and tables,
scripts, standard operating procedures, specialized equipment, and related
documentation.

When to Back Up

Backup software prior to migrating to test or production and prior to
maintenance. Backup software after migrating to production and after
maintenance. Backup information updated by batch processing at the
successful completion of the update. Backup information updated by real-
time processes at a frequency based on the RTO and RPO of the
application. '

Backup Schedules

All essential components must be backed up on a schedule that is sufficient
to meet the RTQ and RPO of the application or information resource as
defined by the executive sponsor that controls the essential component and
Business Continuance Management. Back-up job failures are properly
documented, investigated, and remediated immediately.

Backup Inventory

An inventory of critical applications backup media and supporting materials
must be maintained. A copy of the inventory must be securely stored off site
or in a fireproof container at the facility that hosts the application. An
inventory of backup media and materials is recommended for all other
information resources.

Backup Storage Requirements

Backup media contaihing critical information must be stored in an
environmentally controlled and secure location (e.g., a locked cabinet or room
with controlled access). Backup media containing sensitive-enhance,
sensitive, and non-publicly available information must be labeled as
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9-9.5

“Restricted Information”. Backups must not be stored on the same hardware
device as the original information.

Off-Site Backup Storage Requirements

Critical information stored on mainframes, servers, workstations, and mobile
devices must be backed up and must be stored off-site at a location that is
not subject to the same threats as the original media. An inventory listing of
backup media containing critical information must be maintained at a
designated Postal Service facility off site from the primary information
location.

Noncritical information stored on mainframes, servers, workstations, and
mobile devices must be backed up and stored off site at a location that is not
subject to the same threats as the original information. Postal Service
information must not be co-mingled with non-Postal Service information.
Backup Verification

Backup media for critical applications must be verified to ensure that backups
are complete and can be read. From time to time, the application and
associated backup hardware and software should be tested with the backup
media to ensure the application can be successfully restored and used.

Verification of backup media is recommended for all other information
resources.

Annually review the data backup policies and inspect the actual backup
practices of third party providers.

Backup Disposal ,

All unneeded electronic backup media or hardware containing sensitive-
enhanced or sensitive electronic media must be erased using a method that
complies with the most current Postal Service policy and processes on the
disposal of sensitive-enhanced and sensitive media. (See 3-5.8, Disposal and
Destruction of Information and Media.)

Information Resource Recovery and Reconstitution
Critical information resources, including infrastructure and applications, must
have the ability to be recovered and reconstituted to their original state
following a disruption, failure, or disaster. This means all system parameters
(either default or established) are reset, patches are reinstalled,
configuration settings are reestablished, system documentation and,
operating procedures are available, application software is reinstailed,
information from the most recent backups is available, and the entire
configuration has been fully and successfully tested at an alternate site.
Authorization to request backup data is limited and restricted to approved
Postal Service personnel.

Contingency plans must be developed and tested for critical infrastructure
and telecommunication service providers and include recovery and
reconstitution of critical applications. The EIR must be updated to identify
which applications require the development and testing of continuity plans.
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The frequency for testing business continuity plans for critical-moderate and
critical-high applications is defined in 12-2. Business continuity plans for
critical-high applications must be tested at an offsite location using only
software, data, scripts, and procedures stored at the offsite backup location.
The business continuity plans must be updated annually based on the
lessons learned from testing.

High Availability

High availability should be implemented where warranted, based on a cost

benefit analysis and RTO. Resources or processes that may be deployed to

ensure high availability include, but are not limited to, the following: a.
Fault-tolerant information resources.

b. Redundant hard drives (e.g., randomly accessed independent disk
[RAID] array), systems, and servers.

c.  Uninterruptible power supplies (UPS), power conditioning systems, and
backup generators.

d.  Off-site vaulting of application transactions,

e.  Digk mirroring of applications at site not subject to the same threats.
Disk mirroring does not negate the need for backups. Mirroring only
ensures both instances are the same (i.e., both instances can be blank
or incorrect).

Hot-swappable components.
Secondary storage devices.

> @ ™

Continuous monitoring.

Automated fail-over and fail-back systems.

9-10 Security Administration
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9-10.1

Security administration includes management constraints, operational
procedures, and supplemental controls established to protect information
resources. Sensitive-enhanced, sensitive, and critical information resources
must implement logical access security.

Security Administration Requirements

Security administration functions that must be implemented for Postal
Service information resources include, but are not limited to, the following:
a.  Activating protective features (e.g., the login feature).

b.  Displaying users logged on.

c.  Creating, retrieving, updating, or deleting all security—related attributes
of users, interfaces, and software and data elements.

d.  Overriding or altering vendor-provided security defaults.
e.  Configuring security-relevant options.
Configuring the display of security-related events.
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g.  Recording and archiving the information resource configurations.

h. Monitoring suspected activities related to a potential information
security incident.

i. Detecting information security incidents immediately, isolating and
investigating the problem, and recovering securely from the incident.

Provide a level of access and documentation necessary to perform
comprehensive security assessments of an information system,

application, or hardware when performing the following functions:

1. Incident Response
2. _Investigations of Cyber Risk
3. Penetration Testing

Security Administration Documentation

Requirements

Security administrative requirements must be appropriately documented.
These security administration documentation requirements include, but are
not limited to, the following:

a. Cautions about functions and privileges that must be controlled when
running a secure facility.

b.  Administrator functions related to security, including adding or deleting
users, changing user security characteristics, generating keying
material, and revoking user-related security parameters.

¢ Standards on consistent and effective use of security features,
including their interaction and how to generate a new security
configuration.

d.  Standards for retaining accountability tracking information for an
administrator-specified period of time.

e. Procedures necessary to start the information resource in a secure
manner.

f. Procedures to resume secure operation after termination of information
resource processes.

9-11 Audit Logging

November 2019

All information resources must implement system-level audit logging. Audit
logs include operating system logs, application system logs, database
system logs, event logs, error logs, and Web logs. CISO must have access
to all security-related audit logs. Information resources must support audit
log capabilities including, but not limited to, independently and selectively
monitoring (in real time) the following:
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a. The actions of any user currently logged on and automatic lockout of

that user if necessary.

b. The activities at a specified terminal, port, or network address and

automatic lockout of that input device if hecessary.

o111 Audit Logging Functionality Requirements

Audit logs must be sufficient in detail to facilitate reconstruction of events if a
compromise or malfunction is suspected or has occurred. Information
resources must implement audit logging functions including, but not limited
to, the following:

9-11.2

a.

m.

Providing adequate information for establishing audit trails relating to
information security incidents (as part of forensics analysis) and user
activity.

Where feasible, consolidate audit records from all scurces for
automated analysis, alerting, and archiving in support of compliance,
accountability, and security.

Supporting administrator-selectable alerts for specified security- related
events.

Recording the log-on ID or user ID accountable for the event.

Maintaining the confidentiality of authenticators (e.g., passwords) by
excluding them from being recorded.

Maintaining the confidentiality of personally identifiable information (P}
and debit/cardholder data.

Protecting audit iogs as sensitive information.

Protecting audit log control mechanisms from modification, deletion, or
disabling of the function.

Restricting access to authorized users.

Generating reakHtime alarms indicating immediate attention is required
for operational problems (e.g., running out of storage space) and audit
log malfunctions. USPS Authorizing Official(s) (AOs) ensure that
reports on information security operations status and incident reporting
are provided to the policy authority as required by this policy.

Providing authorized individuals with access to enable retrieval,
printing, and archiving (copying to long-term storage devices) of audit
log contents.

Providing administrators with audit analysis tools to selectively retrieve
records from the audit log to produce reports.

Sanitizing audit log storage locations and media prior to reuse.

Audit Log Events
The logging of the following events must be considered for information
resources:

a. Al sessions established.

b.  All authentication attempts (i.e., valid/authorized and invalid/
unauthorized) to access information resources,
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J.

k.

Action of individuals with root or elevated privileges (e.g., system
and database administrators).

Creation or changes in user or information resource security
accounts, profiles, ACLs, privileges, and attributes.

Creation and deletion of systemn level objects.
Use of privileged accounts.

Shutdowns, restarts, and backups.
Installation and updates of software.

Access to audit logs.

Changes to log configurations.

User Access to Cardholder data.

For the specific security events to capture for a particular platform, see the
appropriate hardening standards.

o113  Audit-Log Contents
The information resource must record event information including, but
not limited to, the following when available:

a
b
c.
d.
e
f.

a

Date and time of the event.

Log-on ID and MAC or IP address of the event initiator.

Event type and success or failure of the event if applicable.
Identification of information resources accessed.

Source host name and IP address generating the log event.
Destination host name and 1P address generaling the log event.
Transaction code or process ID.

o-11.4 Audit-Log Protection
Secure audit logs so they cannot be altered by:

a.
b.

Labeling audit logs as "RESTRICTED INFORMATION.”

Limiting the viewing of logs to those with job-related need (e.g., need
to know and least privilege).

Protecting audit log files from unauthorized access, modifications, and
destruction.

Immediately backing up audit log files to a centralized server or media
that is difficult to alter.

Storing a backup copy of audit logs off site.

Using file integrity monitoring and change detection software on logs
to ensure existing log data cannot be changed without generating
alerts.

o115 Audit-Log Reviews
System administrators and database administrators must review audit logs
regularly for potential security incidents and security breaches and maintain a
record of the review, System administrators and database administrators
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must review audit logs regularly for potential security incidents and security
breaches and maintain a record of the review. For PCI in-scope applications,
audit logs must be reviewed daily. Any suspicious activity must be reported to
management and CyberSafe, investigated, documented, and resolved
immediately. See Audit-Log Events for details regarding the events that
should be captured for each platform.

Audit-Log Retention

Audit logs, whether in electronic or nonelectronic format, must be retained in
accordance with a legal hold {e.g., FOIA request, subpoena, law enforcement
actions), or as directed by the Postal Service Records Office (see Handbook
AS-353, Guide fo Privacy, Freedom of Information Act, and Records
Management) and then destroyed in accordance with Postal Service policy.
For PCl in-scope applications, audit logs must be retained for at least one
year with 2 minimum of 3 months immediately available for analysis; (i.e.,
processes must be in place to restore at least the last three months of logs
for immediate ahalysis).

Industry audit log retention best practice is 2 years online and federal
government audit log retention best practice is 18 months online.
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10-1 Policy

10-2 Hardware

Postal Service policy is to manage the procurement, configuration,
operations, and maintenance of information resource hardware and software,
whether located on Postal Service or non-Postal Service premises, in a
manner that ensures information security. Hardware and software security
must be implemented and maintained with the appropriate level of technical
and administrative controls to protect the Postal Service technology and
operations infrastructure from intentional or unintentional unauthorized use,
modification, disclosure, or destruction. Chapter 10 addresses the following:

Hardware security.

Software and applications security.

General policies for hardware and software.
Configuration and change management.

Protection against viruses and malicious code.
Operating system, database management system, and
application audit log requirements.

o Re0TE

Security

10-2.1

10-2.2

November 2019

Hardware security must be implemented based on Postal Service published
standards on all computer hardware including, but not limited to, the
following:

a. Mainframes.
b Network devices.
c Servers.

d.  Workstations.
e

Mobile computing devices.

Mainframes
Appropriate security controls must be enabled. For mainframe implementation
of this security policy, contact the manager, Host Computing Services.

Network Devices

Appropriate security controls must be enabled on all network devices,
including servers, routers, hubs, and switches (see 11-3, Protecting the
Network Infrastructure).
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1023 Servers
A server is a host that provides one or more services for other hosts over a
network as a primary function. Servers include outward-facing publicly
accessible servers (such as Web and email services); inward-facing servers
(such as storage-based information resources like file servers, Network
Attached Storage [NAS] servers, Storage Area Network [SAN] servers,
database servers, application servers, directory servers, domain name
servers): highly specialized servers like security infrastructure devices (such
as firewalls and intrusion detection systems); and virtual servers.

Postal Service servers must be protected commensurate with the level of
sensitivity and criticality of the information and business function. Server
installation and deployment must comply with standard configuration and
deployment standards unique to the individual server platform. Implement
only one primary function per server [e.g., a Web server, database server,
and domain name server (DNS}) should be implemented on separats
sarvers),

The following security activities are required to securely administer Postal
Service servers:

a.  Harden server and configure operating system to address security.

b. ldentify vuinerabilities and install additional mitigating controls as
reguired,

c. Implement Postal Service change control procedures.
(1)  Apply and test non-critical patches in a timely manner.

(2) Implement critical security patches according to Postal Service
standards.

(3) Implement a management process over script automation that
includes documentation and inventory of automated scripts.

d.  Control automated time synchronization (also see 11-2, Network
Infrastructure).

(1) Implement Network Time Protocol (NTP) or similar technology for
time synchronization.

(2) Designate specific external hosts (i.e., industry-accepted time
sources) from which the designated Postal Service time servers
will accept NTP time updates.

(3) Implement controls to prevent internal servers from receiving
time signals from any source other than the Postal Service-
designated infernal NTP servers,

(4) Restrict access to time data to individuals with a need to access
time data.

(5) Log, monitor, and review all changes to time settings.

e. Determine the best authentication credentials for each operating
environment.

f. Implement access contral.
(1) Implement the Postal Service access control policy.
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n.

0.

(2) Monitor password aging. Passwords associated with devices that
do not have the ability to monitor password aging for local
accounts must be submitted for approval as non-expiring
passwords.

(3) Conduct semiannual review of all access.

Only accept connections from remote clients configured to Postal Service
standards.

Implement Postal Service standards for audit logging (see 9-11, Audit
Logging).

(1)  Analyze log files on a frequent basis.

(2) Retain iog files according to the applicable system of record.

With the applica'tion owner determine if server is production or hon- production
and the server's criticality.

Back up critical information and all server software frequently and send
backups offsite in accordance with Postal Service processes.

Develop appropriate contingency plans and procedures,

Establish and foliow procedures for recovering from compromise.
Implement the following security principles:

(1)  Fail safe —fail in a secure manner, (i.e., default to no access).
(2)  Separation of privilege — provide a much granularity as possible.
(3) Least privilege — grant minimum rights to perform a task.

(4)  Psychological acceptability — implement sensible options that are user
acceptable and effective.

(5) Least common mechanism — grant a function to a single process or
service. '

{6) Defense in depth — implement layered security mechanisms.

(7)  Work factor — the amount of work necessary for an attacker to break the
system or network should exceed the value of the data or resource
avallability that the attacker would gain.

(8) Compromise recording — logs provide sufficient evidence if a
compromise does occur.

Test security controls periodically.
Conduct vulnerability scans and penetration {ests.

Configuration standards for servers in the mail processing and mail handling
equipment (MPE/MHE) non-routable address space environment are defined by
Engineering.
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163



164

10-2.3.1

10-2.3.2

10-2.3.3

Information Security
Hardening Servers
All information resources must be implemented on servers hardened to
Postal Service standards. Hardening standards are based on CIS sources
and vendor recommendations which must be implemented specific to each
platform. These standards must delineate restricted and prohibited functions,
port, protocols, and services and include details on how to configure systems
with approved security parameter settings.

Server hardening standards must require the removal of unnecessary
functionality such as drivers, scripts, subsystems, and file systems.

Hardening standards must be updated as new vulnerabilities are uncovered
and updates are available. Hardening standards must be reviewed and
updated at least annually. This requirement includes hardening standards for
mainframes, servers, networks, and firewalls.

Operating system and database software configurations, including services,
protocols and functionality, must be reviewed on a periodic basis
commensurate with the level of sensitivity and criticality of the information
and business function. Operating system software configuration reviews are
performed on a semi-annual basis for UNIX. Unnecessary services and
protocols must be disabled. All unnecessary functionality such as scripts,
drivers, features, subsystems, and file systems must be removed. Vendor
supplied default passwords must be removed and common parameters must
be set to prevent misuse or compromise.

Servers must not be deployed to a production environment prior to
hardening. Servers must be updated when the server hardening standards
are updated for that platform.

Note: The manager, Corporate Information Security Office (CISO)
Information Systems Security (ISS), is responsible for the update and
distribution of server hardening standards

Web Servers

All Postal Service Web servers, regardless of location, must use approved
hardware and software with standard configurations to reduce likelihood of
loss or compromise due to exploitation of configuration vulnerabilities. For
Web or Internet projects under the direct control of the Postal Service, the
development and testing must be conducted on specifically designated
development Web servers. Web servers must not be implemented on
individual workstations without prior written approval by the manager, CISO
ISS.

Database Servers

Database servers must use security controls appropriate for the level of
sensitivity and criticality of the information they contain. Database servers
must be separate from other servers, including Web and application servers
(see 10-2.3.4, Combined Web and Database Servers, for an exception).

Database servers located inside Postal Service firewalls must not be directly
accessible from Web servers or other systems located outside firewalls. All
database servers must be approved by the Network Change Review Board
(NCRB) prior to being deployed to the demilitarized zones.
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Database servers must not be deployed to a production environment before
hardening,

Combined Web and Database Servers

A Web server and database server may be placed on the same host if all
the following requirements are met:

a.  Application is not sensitive-enhanced, sensitive, or critical.
b Application is not Internet accessible.

c.  Application is not on the DMZ,
d

Application is not enclaved with sensitive-enhanced, sensitive, or
critical applications,

e.  Application is operationally standalone, that is, does not interact with
other database servers. :

f. Host meets Postal Service server hardening standards.

1024 Workstations and Mobile Computing Devices

10-2.4.1

November 2019

All workstations and mobile computing devices including desktops, laptop
computers, notebook computers, and tablet computers must have
appropriate security controls. Workstation and mobile computing device
installation and deployment must comply with standard configuration and
deployment standards unigue to that platform. All personnel are responsible
for protecting the information resources at their individual work location and
abiding by all information security policies and procedures that apply to their
individual environment.

All Postal Service workstations and laptops must have an approved personal
firewall installed and personnel must connect to the Postal Service intranet at
least once per week to receive the latest software patches, antivirus pattern
recognition files, and personal firewall patterns. Appropriate configuration of
the workstations and laptops to receive these patches and pattern updates is
required.

All workstations processing PCI information and all laptop computers,
notebook computers and tablets must implement full disk encryption. In
addition, sensitive-enhanced, sensitive, and critical information on other
mobile computing devices must be protected (e.g., encrypted) when leaving
a secure environment. All media subject to loss or removal from Postal
Services premises must be encrypted. Only procure Postal Service approved
devices from approved sources. Only use USB flash drives and removable
media that are encrypted. Back up critical information frequently and send
backups offsite in accordance with Postal Service procedures. Critical
information must not be backed up on the same device as the primary
information.

Physical Security

All Postal Service workstations and mobile computing devices must be
protected, at a minimum, by secure physical access to the facility or room.
Other physical security controls may include, but are not limited to: unique
platform identification (inventory control), identification card reader, screen
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protector or positioning screen to restrict viewing from passersby, lockable
keyboard, physical lock, and desk-fastening security equipment.

Password-Protected or Token-Protected Screen Saver
Where feasible, all workstations and mobile computing devices must be
configured prior to deployment to use password-protected or token protected
screen savers, After a period with no activity, password-protected screen
savers will blank the screen; a password or token is then required to resume
work. Users must protect the screen saver password or token just as they
protect all other system passwords.

Mobile Computing Devices

Mobile computing information resources must be protected against damage,
unauthorized access, and theft. All personnel who use or have custody of
mobile computing devices, such as, handheld computers, smart phones
devices, wireless telephones, and removable storage media devices, are
responsible for their safekeeping and the protection of any sensitive-
enhanced, sensitive, and crifical information stored on them.

Al laptop and notebook computers must implement hard disk encryption. In
addition, sensitive-enhanced and sensitive information on other portable
devices must be protected (e.g., encrypted) when leaving a secure
environment. All media subject to loss or removal from Postal Services
premises must be encrypted. Only procure Postal Service approved devices
from approved sources. Only use USB flash drives that are capable of
encryption.

All mobile computing devices must be managed by a Mobile Device
Management (MDM) solution. The MDM solution must be vetted and
approved by CISO.

Data on all mobile devices must be systematically eradicated before
transferring to another individuai or disposal.

Bring Your Own Device
Personnel must not load Postal Setvice information on their own computing
device or connect their own computing device to the Postal Service network.

Hardware Asset Inventory

A comprehensive, accurate, and up-to-date Hardware Asset Inventory must
be maintained and must include all technology assets known to the
organization, with the potential to store or process information. This inventory
must include all hardware assets, whether currently connected to the
organization's network or not. The inventory must be capable of being
dynamically updated using active or passive network discovery tools and
other network configuration management tools such as Dynamic Host
Configuration Protoco! (DHCP).

The Hardware Asset Inventory must contain detailed identifying and technical
information about each hardware asset in the inventory. This information
must include, at the least, network address, hardware address, machine
name, data asset owner, owner's department, and asset type. In addition, the
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inventory must denote whether the asset has been approved for connection
to the network.

10-3.1

Active Hardware Discovery

An active discovery tool must be used on a regular basis to identify all
devices currently connected to the organization's network. The discovery tool
must have the ability to actively scan the entire network upon demand. The
active tool should update the hardware asset inventory with the results of this
discovery, such that the inventory can report on those devices currently
attached to the network.

Passive Hardware Discovery

A passive discovery tool must be used to identify and log all devices at the
moment the device connects, or attempts to connect, to the network. The
hardware asset inventory should be updated with the results of the passive
logging, such that the inventory can report on the status of hardware assets
upon their initial connection to the network.

DHCP Logging

Dynamic Host Configuration Protocol (DHCP) must be used to assign
dynamic IP addresses and the assignment of these addresses must be
logged and used to update the hardware asset inventory.

Hardware Asset Removal

Unauthorized hardware assets, as denoted in the hardware asset inventory,
must be actively removed from the network or quarantined by assignment to
a specific network segment. In addition, the asset inventory must be updated
to reflect the exclusion or quarantining of the asset.

Network Access Control

Network Access Control (NAC) is the technigue for network management and
security that enforces policy, compliance and management of access control
fo a network. The Network Access Control (NAC) Process supports the
Handbook (HBK) AS-805, Information Security Policy for Information Security
Services.

Phase 1 — Authorize Hardware and Software into TIPA

The introduction of new devices and software into the USPS® environment
must go through the appropriate activities for authorization. The authorization
of hardware and software assets occurs in the Technology Initiative
Prioritization Assessment (TIPA) Process. The TIPA Process evaluates all
hardware and software assets seeking access to the USPS® networking
environment and either approves or denies such requests.

Phase 2 — Authenticate Hardware and Software

After TIPA approval, Hardware and Software assets will be authenticated by
undergoing the following:

Software will be verified through ITK, authorized application and code signing.

Hardware will undergo port-level access control by utilizing the 802.1x
authentication process to ensure a digital certificate signed by a USPS®
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Certificate Authority (CA) is present on both the device and the authentication
server.
Realizing that all devices don't support 802.1x authentication, security tools

will interrogate all devices, pulling hardware and software attributes from the
device to establish a unique fingerprint.
Upon TIPA approval, required asset data information will be supplied to

CMDB.
Fingerprints will also be used to confirm that authorized devices adhere to

USPS® compliance guidelines and apply the appropriate Network Access
Control (NAC).

Phase 3 — Health Check
A health check is performed to provide ongoing monitoring to confirm assets

are compliant as follows:
Monitor assets to confirm required capabilities are current and operational

i.e. end point protection, patching levels, hotfixes, efc.
Perform Health Check on Hardware and Software Assets to identify end of life

status for devices reguesting access to the network.

Phase 4 — Security Monitoring of Assets

Once a device is authorized through an authentication process, the device
shall be granted access to the network and will continue to be measured for
compliance to USPS® Policy. Results will be monitored by the USPS® Cyber

Security Operations Center (CSOC) Team as per the Cybersecurity Incident
Response Plan (CSIRP).

CSOC enacts a multi-pronged approach to continuously monitor for possible
cyber threats to the Postal network. The CSOC monitors the USPS®
networking environment for all assets attempting connectivity and have the
authority to block or quarantine any asset that does not comply with USPS®

Policy.

Cybersecurity Compliance - To support the NAC Process, the CIS Critical
Security Controls continue to be addressed to ensure only authorized
computing devices and software are given access to the USPS® networking
environment. The cybersecurity controls ensure all unauthorized computing
devices are found and prevented from gaining access. This also ensures all
unauthorized software is found and prevented from installation or execution.

Contact Information - The Information Security Executive Council provides
oversight for the implementation and management of the Network Access
Control (NAC) MI document. The Information Security Executive Council
consists of appropriate Postal Service representatives and serves as a
steering committee advising the CISO and promulgating information security
throughout the Postal Service.

For questions about the Information Technology Asset Access Control
Management Instructions, please contact the Corporate Information Security

Office (CISO).

The following diagram illustrates the phases and activities for authorizing,
authenticating and monitoring computing devices and software requesting or

requiring access to the USPS® networking environment.

Approval Authentication Phase | Health Check Security Monitor
Phase Phase Phase
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Hardware and Hardware Hardware Hardware and
Software Software
¢ Technology 802.1 x Fingerprint — OS, s CSOC authority
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—(-—)-PT[PA Fingergrinting appropriate
REERR Configuration controls, e.g.,
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10-2.76 Client Certificate Authentication
The organization must use client x.509 digital certificates to authenticate
hardware assets connecting to the organization’s trusted network.

10-3 Software and Applications Security

Security attributes and capabilities must be considered in the purchase/
acquisition or development of all Postal Service software. The collection of
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features of the operating system, application, database management system,
and utility software must be complementary and enhance the security of the
system.

Software Safeguards
Software configuration and installation must include only the features,
services, and functions necessary to perform the required business activities.

Controls must include, but are not limited to, the following:

a. Activating or enabling all safeguards embedded in computer software
to restrict access to authorized users, maintain system performance,
and to monitor for suspicious activity.

b.  Documenting information security settings in the security plan and
updating the settings during the software lifecycle to continucusly
provide required level of protection.

c. Disabling or removing all features and files that have no demonstrable
purpose,

d.  Disabling or removing default privileged log-on |Ds, changing ali default
passwords, and removing guest accounts.

e Remaving test data.

f. Prohibiting use of administrative and root accounts for running
production applications.

g. Limiting access to the specific files required.

h.  Restricting access to systems software utilities to a limited number of
authorized users on the basis of need-to-know.

i. Syncing privileges with various application roles.

i Using HTTPS to secure the credentials on Web login pages.

k.  Using Postal Service certificates on internal HTTPS Web pages.

I Including the Postal Service logo on the initial application Web page.

m. Using only Postal Service standard encryption. If an encryption solution
is not compliant with the current Postal Service standard, then either an
EAC review or an exception must be requested.

n.  Disabling directory enumeration on the servers.
0. Reviewing software for unauthorized products quarterly.
For PCI in scope applications, the following controls must also be included:

a. Prohibiting the caching to workstations the following file types: doc, txt,
pdf, html, htm, tif, gif, jpeg, ipg, xls, etc.

b.  Prohibiting the ability to enter an application Web URL and pull data
from the application without authentication.

c.  Implementing only one primary function per server.

Complying With Copyright and Licensing
All software used on Postal Service information resources must be
purchased in accordance with Postal Service policies and procedures and be
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10-3.3

10-3.3.1

10-3.3.2

10-3.4

10-3.4.1

November 2019

10-3.4.2

10-3.4.3

licensed and registered in the name of the Postal Service. All personnel must
abide by software copyright laws and must not obtain, install, replicate, or
use software except as permitted by the software licensing agreements.

Secure-Transaction Compliance

Financial Requirements

Financial requirements must be implemented when processing e-Commerce

financial transactions (Note: these requirements are set by the payment card
industry).

Medical Information Requirements

Appropriate security requirements must be implemented when processing
health or medical information.

Version Control

All software that can be modified must be managed through the authorized
Postal Service change control and management process (see 10-5,
Configuration and Change Management). Software containing modifications,
such as exits and supervisor calls, must be documented detailing the extent of
the modifications. The modifications must be fully reviewed, tested,
documented, and installed in a controlled environment to avert possible
adverse effects on the security of the production environment.

Updating Software

Only authorized personnel may perform updates to the production application
programs or operating system libraries/directories.

Individual access privileges must be approved by appropriate management
officials.

After the system is changed, the security controls must be checked to ensure
the security features are still functioning properly. Periodically (at least
annually) the security controls must be tested to ensure the information
security controls are functioning as designed and documented.

Significant change will cause the reinitiation of the C&A process. The criteria
for recertification are defined in Handbook AS-805-A, Information Resource
Certification and Accreditation (C&A) Process, 6-2.

Distributing Software

Controls must be in place to regulate and manage the distribution of Postal
Service system-wide production applications to field sites. These controls
must ensure that the correct version is installed on all nodes and that the
code cannot be modified on the field computer systems.

Prohibited Software

Do not install software that is unlicensed, borrowed, downloaded from online

services, public domain shareware/freeware, or unapproved personal
software.

Software no longer on the infrastructure toolkit (ITK) must be removed from
the Postal Computing Environment (PCE). Use of unsupported software
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must be approved by IT management and maintained by IT or one of IT’s
contractors, or removed from the PCE. Direct all requests for software not on
the ITK to the Enterprise Architecture Committee (EAC) (see 10-4.2,
Acquiring Hardware and Software).

Unapproved Software

Unapproved software is removed by the IT staff. The Postal Service must
ensure that unauthorized software discovered during software inventory
scans is deinstalled or if the software is unknown or inaccurately noted as
unauthorized, then the software inventory must be updated accordingly.

Source Code

Acquired mission critical software will include source code where feasible. A
written consent of the authorizing official is required for exceptions to this
source code requirement. The acquisition and use of binary or machine
executable code without the source code must be accompanied with a
vendor warranty.

Operating Systems

All Postal Service information resources must use approved vendor-
supported operating systems, including all approved updates and patches.
Operating systems must have controls in place to prevent a compromise of
the integrity of the computer operating system environment and must be
configured to comply with operating system security requirements specified
by Postal Service policies. All information resources using vendor-
unsupported operating systems must maintain risk acceptance
documentation as specified by 10-4: General Policies for Hardware and
Software.

Application Software

Postal Service information resources must use only approved application
software. Application software must be compatible with installed security
software. Security activities for application software must be incorporated in
the applicable life-cycle process during development. Application software
developed in house or outsourced is subject to the C&A process.

Database Management Systems

All Postal Service information resources must use Postal Service-approved
database management systems (DBMSs) that have been configured to
comply with Postal Service security policies including:

a. Implement role-based access.

b.  Authenticate all access by information resources, administrators, and
users.

C. Prohibit direct SQL queries to the database.

d. Prohibit database servers located inside Postal Service firewalls from
being directly accessible from Web servers or other information
resources outside those firewalls.
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10-3.7.1 DBMS Activity Journals

10-3.7.2

Each production DBMS must have a journal file to protect against accidental
destruction of data or interruption in service. Journal files must be backed up
as specified in the DBMS or the applicable business continuity plan.

DBMS Security Features and Views

All database tables must utilize the security features of the DBMS or the
platform access control software (e.g., mainframe) to preserve the integrity of
the database. Views and discretionary access controls must be used to
protect sensitive-enhanced, sensitive, or critical information and enforce nesd
to know.

10-3.8 Web-Based PCI Applications

Web-based PCI applications must deploy an application firewall in front of
the Web site or hire a qualified third party to evaluate the Web-facing
applications in accordance with the current PCI DSS.

10-3¢ COTS Software

10-3.9.1

10-3.9.2

November 2019

Commercial-off-the-shelf (COTS) software must be purchased from a Postal
Service-approved source. The EAC approves COTS software for use within
the Postal computing environment. Requests for unapproved COTS software
must be submitted to the EAC for review and approval.

Computer software purchased for the Postal Service must be registered to
the Postal Service. COTS software used within the MPE/MHE non-routable
address space environment is approved by Engineering.

COTS software used to process payment card information must be in
certified by a Payment Application Qualified Security Assessor. The
certification status of the COTS software must be checked prior to acquisition
and before major new software releases are installed.

COTS Software Security Evaluation and Vulnerability
Assessment

A COTS software security evaluation and vulnerability assessment must be
performed for all proposed additions to the Postal computing environment. It is
recommended that the COTS vulnerability assessment be updated for COTS
software associated with sensitive-enhanced, sensitive, and critical information
resources when first installed and for every version update.

COTS Independent Code Review

COTS applications that contain custom programming or scripts may be subject to
an independent code review. An independent code review examines the custom
source code and documentation to verify compliance with software design
documentation, programming standards and to ensure the absence of malicious
code. COTS custom programming or scripts may require a code review. COTS
madification without authorization by the EAC is prohibited. (See Handbook AS-
805-A, Informalion Resource Certification and Accreditation Process, for the
criteria for conducting an independent security code review.)

173



174

Information Security

10-3.10 Browser Software

10-3.10.1

10-3.10.2

10-3.11

10-3.11.1

Approved Browser Software

Workstations and applicable mobile computing devices should use Postal
Service-approved standard browser software. Web applications developed
for Postal Service use must be compatible with Postal Service-approved
standard browser software. The software must support encryption and
comply with the privacy and cookie policies found at www.usps.com.

Cookies

Cookies are defined as:

a.  Session cookie is a small piece of textual information that a server
places temporarily on your browser during the time your browser is
open. The cookies are erased once you close all browsers.

b.  Persistent cookie is a small piece of text stored on a computer's hard
drive for a defined period of time, after which the cookie is erased. The
Postal Service must not collect or link to personal information through
persistent cookies without customer’s express consent.

Use of cookies on externally facing websites is detailed in Postmaster

General Letter on Cookie Usage dated 23 January 2008 and is restricted to

the following:

a. Session cookies may be used to support transactions, logging on and
off the site, and computing postage.

b.  Persistent cookies are allowed for the following limited purposes:

(1)  To gather non-personal usage statistics such as how many new,
repeat, and total visitors use our Web site.

(2) To support advertisements or promotions.

(3) To recognize customers or their information on a return visit, but

only if they have expressly told us they want to be so recognized.

C. Further detailed information on allowable use of cookies is contained in

the USPS privacy policy at hitp:/about. usps.com/who-we-are/ privacy-
olicy/welcome.htm

Third-Party Software

Third-party software is defined as follows:

a. Software developed for the Postal Service by a vendor, contractor,
supplier, or other third party.

b.  Other limited-distribution custom-built applications.

c. COTS software that has been modified with custom programming
scripts or languages.

Ownership

Third-party software developed under contract or funded by the Postal
Service must be considered the property of the Postal Service unless
otherwise stated in the contract.
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10-3.11.2

10-3.11.3

Licensing and Escrow of Custom-Built Applications
Third-party software not owned by the Postal Service but considered a
required component of an information resource used in an essential business
activity must be licensed to the Postal Service. The vendor of this software
must escrow the source code for each new version submitted to the Postal
Service. This escrow requirement must be included in the contract's
Statement of Work,

Assurance of Integrity

A written integrity statement must be provided with significant third-party
software that provides assurances that the software does not contain
undocumented features or hidden mechanisms that could be used to
compromise the software or operating system security.

10-4 General Policies for Hardware and Software

November 2019

10-4.1

10-4.2

10-4.3

10-4.3.1

Securing the Postal Service Computing

infrastructure

The Postal Service computing infrastructure must be protected through the
implementation of information security standards, processes, and
procedures,

Note: The manager, CISO ISS, is responsible for developing and
maintaining an Enterprise Information Security Architecture and coordinating
a secure Postal Service computing infrastructure by setting standards, and
developing and/or approving the security processes and procedures.

Acquiring Hardware and Software

All hardware and software must be approved and purchased from approved
Postal Service sources. Hardware and software not listed on the
Infrastructure Toolkit {(ITK) must be appraved by the Enterprise Architecture
Committee (EAC).

Only encrypted USB flash drives are approved for purchase. Encrypted USB
flash drives, available from approved Postal sources, are the only USB drives
authorized for use in the Postal environment.

All workstations and laptops must be capable of full disk encryption.

All removable electronic devices including laptops, notebooks, tablets,
smartphones, external hard drives, and removable media must be encrypted.

Using Approved Hardware and Software

General Acquisition Policy

All Postal Service information resources must use only hardware and
software purchased from approved Postal Service sources. All Postal
Service information resources must use only software listed on the ITK.
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Software that is unlicensed, borrowed, downloaded from online services,
public domain shareware/freeware, or unapproved personal software must
not be installed. Personnel wishing to use information resources not on the
ITK must obtain approval from the EAC.

Engineering must approve hardware and software used within the
Engineering private MPE/MHE network.

10-4.32 Shareware and Freeware
In addition to approval by the EAC, shareware and freeware must have a
formal code review performed and must be scanned for viruses and
malicious code and evaluated for security defects prior to use on any Postal
Service information resource. Postal Service approved instances of share
and freeware must be code signed, appropriately licensed, inventoried, and
stored in a Postal Service repository for all future usages.

10-433 Teleworking
Where Postal Service non-public information is processed via teleworking,
organizations should issue teleworkers a Postal Service ACE laptop.

1044 Testing of Hardware and Software
Thorough testing of all new or modified hardware and software is required to
ensure that there is no adverse effect on the security of Postal Service
information resources.

1045 Tracking Hardware and Software Vulnerabilities
Designated personnel in Customer Care Operations, Host Computing
Services, Information Systems Security, and Engineering must be on
hardware and software vendor advisory mailing lists and other forums
appropriate to the information resources under their control. All vulnerability
advisories involving hardware and software in use within the Postal Service
computing environment must be documented and tracked.

1046 Scanning Hardware and Software for Vulnerabilities

Scanning tools must have the ability to update the list of vulnerabilities to be
scanned and must be scanned on a regular basis. The scanning procedure
must ensure adequate scan coverage and update the list of vulnerabilities.
Hardware platforms and software packages must be scanned on a regular
basis. The scanning procedure must ensure adequate scan coverage and
update the list of vulnerabilities.
For in-scope PCI externally facing applications, vulnerability scans must be
performed quarterly by a PCI Approved Scanning Vendor (ASV). For in-scope
PCI internal applications, vulnerability scans must be performed quarterly by
a qualified resource.

1047 Maintaining Inventories

10-4.7.1 Corporate Software Inventory
An enterprise-wide software inventory must be maintained. The enterprise-
wide software inventory management process must ensure accountability and
appropriate documentation. An accurate and up-to-date software inventory
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10-4.7.2

10-4.7.3

10-4.7.4

10-4.7.5

must be maintained that includes all authorized software that is required in
the enterprise for any business purpose on any business system. The
software inventory must track the name, version, publisher, and install date
for all software, including operating systems authorized by the organization.

Individual Information Resource Inventories

All personnel are responsible for ensuring accurate inventories are
maintained of Postal Service information resources assigned to them
including hardware, non-ACE software, firmware, and documentation. The
inventory management process must ensure accountability and must include
current copies of hardware and non-ACE software maintenance agreements,
licenses, purchase orders, and serial numbers. The inventory must indicate
the individual authorized to use the information resource. The category
supports granting access to auditors or other authorized personnel. The
business system owner (VP or MgrMars.) grants access to auditors or other
authorized personnel and the FSC (Functional System Coordinator) reviews
and provides access. Information resources supporting PCl are labeled with
information that can be correlated to the application purpose, owner contact
information, and the personnel authorized to use the information resource.

Payment cardholder media must be inventoried and the inventory reconciled
semiannually.

Vendor Software Support
The Postal Service must ensure that only software applications or operating
systems currently supported by the software’s vendor are added to the

organlzation s authorized software mventory uneu-eperted-seﬂware-sheu@be

inventory should be contlnuailv monltored and updated in order to reflect any

changes to a vendor's support for authorized software. Unsupported software

should be marked as unauthorized, as the Postal Service should only
authorize and install software which is currently supported by the vendor and

which receives necessary security updates.

Dynamic Software Discovery
The erganization-Postal Service must use dynamic software inventory tools to
automate the discovery and documentation of all software currently installed
on all business systems.

The Postal Service should utilize a tool (such as ForeScout) that can
enumerate installed software and compare this against the authoritative
software inventory. ForeScout is a platform used to scan software being used
and finds software out of scope of the current inventory. Deviations from the
authorized baseline will generate an alert to the System and/or Network
Administrator.

Asset Inventory Integration

The software inventory must be tied to the hardware asset inventory such that
all devices and the software installed on those devices can be tracked from a
single location. This will allow the erganization-Postal Service to track the
location of all installed software.
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10-4.7.6Authorized Application Software Whitelisting

The erganization-Postal Service must use authorized application whitelisting
technology on all assets in order to ensure that only authorized software
executes and all unauthorized software is prevented from execution.

10-4.7.7Authorized Software Library Whitelisting

The organization's-Postal Service whitelisting-authorized technology must
ensure that only authorized software libraries are allowed to load into a
system process._The Postal Service must use authorized software to prevent
installation and execution of unauthorized software.

10-4.7.8Authorized Software Script Whitelisting

10-4.7.9

10-4.8

10-4.9

10-4.10

The erganization’s-Postal Service whitelisting-authorized software must
ensure that only authorized, digitally signed scripts are allowed to execute.

Software Segregation

The erganization—Postal Service must ensure that physically or logically
segregated systems are used to isolate and run software that is required for
business operations that incur higher risk for the organization.

Isolation of Postal Service Information
Postal Service data must not be co-mingled with non-Postal Service data.

Using Diagnostic Hardware and Software

Diagnostic hardware and software that enable the bypass of implemented
security features or allow network monitoring (e.g., network scanning and
sniffers) must be used only by authorized personnel for approved purposes
(see 14-3, Monitoring).

Controlling Preventive and Regular Maintenance
Preventive and regular maintenance (and repairs) must be scheduled,
documented, and controlled whether performed onsite or remotely.
Information system components containing sensitive-enhanced or sensitive
information must be sanitized prior to removal from a Postal Service facility.
Maintenance records must be reviewed in accordance with manufacturer
specifications and/or organizational requirements. Where possible automated
mechanisms are employed to schedule and conduct maintenance.

Preventive and regular maintenance must be performed only by authorized
personnel. When maintenance personnel do not have the needed access
authorizations, organizational personnel with appropriate access
authorizations must supervise maintenance personnel during the
performance of maintenance activities on the information system.

Accounts used by vendors to support and maintain system components are
enabled only when needed by the vendor and monitored while in use. When
maintenance is complete, the security controls must be tested to ensure all
security features are functioning properly.

For critical information resources, service level agreements delineate the
spare parts that must be maintained onsite for the repair of key information
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10-4.11

system components and the allowable time period for repair following a
failure.

Controlling Maintenance Tools

Information system maintenance tools must be approved, controlled, and
maintained on a regular basis. Automated mechanisms are employed, where
possible, to restrict use of maintenance tools to authorized personnel.

Maintenance tools brought in to Postal Service facilities must be inspected by
maintenance personnel for obvious improper modifications. Media containing
diagnostic and test programs must be checked for malicious code prior to
use.

All maintenance equipment capable of retaining sensitive-enhanced or
sensitive information must be sanitized before the equipment is removed
from the Postal Service facility. If the equipment cannot be sanitized, it must
remain in the Postal Setvice facility or be destroyed.

10-5 Configuration and Change Management

10-56.1

The Postal Service configuration and change management process applies
to all Postal Service information resources regardless of where the
information resource is hosted or managed. Security-related requirements for
the following areas are presented in 8-2.4, Configuration and Change
Management: ‘

a.Configuration component inventory.
b.Standard hardened configurations.
¢. Change/version control,

d.Patch management.

e.Security testing of the configuration.

Significant Changes
What constitutes a significant change is defined in Handbook AS-805-A, 6-2,

10-6 Protection Against Viruses and Malicious Code

November 2019

All Postal Service information resources must be protected against the
introduction of viruses and other types of malicious code that can jeopardize
information security by contaminating, damaging, or destroying information
resources. Malicious code includes harmful and other unwanted code such
as viruses, worms, keystroke loggers, botnets, Trojans, trap doors, time
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bombs, activity trackers, remote control agents, snoopware, spyware, and
adware.

Virus Protection Software

Installation

Information resources within the Postal Service must comply with the
applicable hardening standards. Where applicable, active virus protection
software must be installed, enabled, and configured to generate log files.

Scanning

To ensure Postal Service perimeter security, Information Security Services
conducts scans for malicious code on the firewalls, FTP servers, mail
servers, intranet servers, Internet application protocols, and other information
resources such as workstations as necessary. Scans must be conducted
weekly for information resources processing PCI.

Updating

Centralization of automatic updates to virus software is critical to updating
information resources with the latest version of virus detection software and
updated files of virus types (signature files). The managers, computing
operations/infrastructures, are responsible for ensuring that virus protection
software and signature files are current and distributed to Postal Service
information resources. Virus protection software and signature files must be
updated when received from the vendor.

Other Protection Measures

Protecting Shared and Retrieved Files

All personnel must run virus protection software prior to using shared or
retrieved files from workstations, laptops, removable media, and other
information resources.

Evaluating Dynamic Code

A code review must be conducted on sensitive-enhanced, sensitive, or
critical information resources that contain dynamic code such as ASP,
JavaScript, PLSQL, or CGl scripts (see 8-5.6.2, Conduct Security Code
Review). In addition to the code review, information resources that contain
dynamic code may be subject to an independent code review (see 8-5.6.6,
Conduct Independent Security Code Review).

Protecting Applications

All application software and supporting files must be protected such that an
error will be generated if there is an unauthorized attempt to modify the
software. All activities involving modification of software must be logged.

Creating Backups before Installation

To assist with the post-virus restoration of normal computer activities, all
computer software must be copied prior to its initial usage, and such copies
must be stored in a secure location. These copies must not be used for
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10-6.2.5

10-6.2.8

10-6.2.7

ordinary business activities but must be reserved for recovery from computer
virus infections, hard-disk crashes, and other computer problems.

Checking for Viruses Before Distribution

All software, information, or any other type of digital media must be tested to
identify the presence of computer viruses and other malicious code prior to
distributing to Postal Service organizations, personnel, businesses, or the
public.

Intrusion Detection/Prevention

All information resources within the Postal Service must be protected against
the introduction of malicious code. A layered-defense must be implemented
combining network level Intrusion Detection System/Intrusion Prevention
System (IDS/IPS), Malware/URL protection, antispyware software, anti-virus
software, a personal firewall, host anomaly detection/intrusion prevention
software, spam and content filtering for inbound e-mail, pop-up blocker
protection, and user education. Unauthorized personnel must not modify the
configuration of host-based protection software.

Automated Mechanisms
Information resources must provide automated mechanisms to support the
handling of information security incidents.

10-7 Operating System, Database Management System,
and Application Audit Log Requirements

November 2019

10-7.1

Operating system, database management system, and application audit logs
must be sufficient in detail to facilitate reconstruction of security-related events
if & compromise or malfunction is suspected or has occurred. For events
where immediate attention is required, the audit utility may trigger alarms that
are directed to the proper location for action.

Audit logs must be reviewed daily for potential security incidents and security
breaches. The reviews may be made by automated methods. The audit logs
may be reviewed to evaluate the damage caused by a security breach and
support the recovery of data lost or modified. (See 9-11, Audit Logging, for
additional requirements.)

Operating System Audit Logs

Operating system audit logs must record security-related events. Operating
systems must include the means for identifying, journaling, reporting, and
assigning accountability for potential compromises or violations of operating
system integrity. Operating system software must have the capability to
create, maintain, and protect an audit trail from modification or unauthorized
access or destruction.
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1072 Database Management System Audit Logs
Database management systems must implement appropriate logging of
security-related events.

1073 Application Audit Logs
Sensitive-enhanced, sensitive, and critical applications that have logging
capability must implement appropriate logging of security-related events.

10-7.4 PCI Audit Logs

PCI audit logs must be retained for a minimum of one year.
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11-1 Policy
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The Postal Service network infrastructure must be protected at a level
commensurate with its value to the Postal Service. Such protection must
inciude the implementation of the physical, administrative, and technical
security controls and processes that safeguard the confidentiality, availability,
and integrity of the network and the data in transit in accordance with Postal
Service policies and procedures. Network controls and processes are
necessary to do the following:

Safeguard data traffic. .
Detect and prevent unauthorized access.
Respond to computer security incidents.

Detect and correct transmission line errors.
Ensure message integrity throughout the system.
Provide network and data security.

Ensure that recovery procedures are in place and working.
Specify the appropriate auditing procedures.

The CISO enforcement policy is as follows:

a. Remediation timeline SLA.

b. Adverse action pending SLA not being met.

This policy applies to all information resources, technologies, services, and
communications that are part of the Postal Service network, including the
following:

a.  All transmission technologies used on behalf of the Postal Service in
Postal Service or non-Postal Service facilities [{e.g., local area
networks (LANs); wide area networks (WANSs); voice communications;
videoconferencing systems; voice messaging systems; desktop video
communications; satellite broadcasts; facsimile transmission; and all
other transmissions over landline, wireless, or Internet-based
hetworks].

b.  Alltypes of information and network services, data, voice, image, and
multimedia communications, regardless of transmission technology.

¢.  Changes to mail process environment must be in accordance with
Handbook AS-805 documentation. Any interaction and business
conducted must be in accordance with documented processes found
within Handbock AS-805G document.

The Postal Setvice prohibits the attachment of any non-approved network
device, to include routers, switches, repeaters, wireless access-points, and
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firewalls to any point of the network. Direct questions about whether a
network device is approved to the NCRB via e-mail to ncrb@usps.gov. The
Postal Service removes or disables non-approved network devices added to
the network infrastructure.

Generic Information Security Architectural

Standards Network Architecture

The Postal Service has defined generic information security architectural
standards that must be adhered to when new IT products, services, or
applications are purchased for use within the Postal Service IT network.
There are two basic environments to be considered within the IT
infrastructure:

a. Internally facing.
b.  Externally facing.

Internally Facing Environment

The internally facing environment consists of hardware/software components
that provide IT services to an internal only user community (e.g., Postal
Service employees). In other words, the user must be on the "inside,” “blue
side” or “.gov” side of the Postal Service network to access the components.
This environment would also permit business partner VPN and Postal Service
VPN connectivity.

Externally Facing Environment

The externally facing environment consists of hardware/software components
that provide IT services to an external user community. The external
community is connected to the Postal Service network via a public internet
connection. It is intended for Postal Service customers using Postal Service
IT services such as www.usps.com. This community will have limited access
to the “outside,” “red side” or “.com” side of the Postal Service network. This
environment from a network security perspective is considered hostile and
extreme care must be taken to insure the Postal Service architectural
standards are applied.

Enclaves, Tiers, and Zones

The basic concept of the architecture is that each environment is broken into
enclaves. Enclaves are further broken down into three tiers. Specific
enclaves and tier vectors can be referred to as Zones. Enclaves, tiers, and
zones have degrees of separation dependent on the amount of risk each
presents to the Postal Service network as a whole. The externally facing
enclaves are considered high risk because they are connected directly to the
internet. Enclaves with a high degree of risk use firewalls and “service
separation” to provide a layered protection. Service separation, especially in
the external, PCI, and sensitive-enhanced enclaves, is critical and must be
understood by Postal Service application owners, hardware implementation
teams, and vendors/suppliers providing services/applications to the Postal
Service. Web services in the web tier must be separated from the application
in the appropriate enclaves. The application must physically and logically
reside on the application tier within these enclaves.
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11-1.1.4 Externally Facing Websites

An HTTPS-only standard is used for all external-facing USPS web services
Browsers and other HTTPS clients are configured to trust a set of certificate
authorities that can issue cryptographically signed certificates on behalf of
web service owners and communicate to the client that the web service host
demonstrates ownership of the domain to the certificate authority at the time
of certificate issuance. Internally issued certificates will not be permitted for
web services whose users may not always be expected to trust the issuing
federal certificate authority. These web services use a certificate issued from
a publicly trusted certificate authority. The CISO is responsible for reviewing
and approving, where applicable, requests for certificates from an external
CA.

Externally accessible Postal Service web services must be protected through
the following requirements, when available:
a. Hardening standards.

b. Application scans, code reviews, Mvulnerability scans, penetration
testing, and vulnerability assessments.

Audit logs.
Content delivery network (CDN).
Web application firewall (WAF).

Automation/bot defense solution.

- 0o a o

11-1.2  Network Infrastructure
The network infrastructure — facilities, equipment, services, protocols, and
applications used to transmit, store, and process information — must be
protected through the following requirements:

Physical security.

Network asset control.

Network configuration information.
ldentification and authentication.
Authorization.

- 0 o0 oo

Hardening standards.

Secure enclaves.

> @

Network isolation.

Vulnerability scans, penetration testing, and vulnerability assessments.
- Firewalls.
k. Routers.

Demilitarized zones.

Network traffic monitoring.
Network connection.

Business partner and third party.
Remote access.

2 T o 75 3

Network audit logs.
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r. Wireless networks.

11-1.3  Wireless Network Security

Wireless technology, including wireless local area networks (WLANS), cellular
technologies, radio frequency identifier (RFID) tag applications, Bluetooth
technologies, and personal area networks, must be approved by the NCRB
before purchase and integration.

11-2 Network Architecture
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11-2.1

11-2.2

The network architecture — the appearancs, functions, locations, and
resources used in the network architecture — must be designed with the
appropriate level of administrative and technical security controls, including
the following:

a.  Network addresses.

Network services and protocols.
Network perimeters.

Network integrity controls.

o a0 o

Time synchronization.

Network Addresses

All network names and addresses must be managed and approved by the
central addressing authority within Telecommunications Services (TS).
Internal network addresses must be protected, and access to internal
network addresses is based upon a need io know and least privilege. When
appropriate, TS conceals network addresses and provides translation of non-
routable addresses.

Network Services and Protocols

All information resources must use only network services and protocols
approved by the NCRB. All non-approved protocols and services must be
disabled at the perimeter. Minimum requirements for extending the Postal
Service intranet into the remote site are as follows:

a. Secure NCRB approval.

b,  All connections to any network(s) other than the intranet must be
controlled by firewalls managed by Postal Service TS ora TS

designee.

C. Network changes to the agreed upon configuration must be approved
by TS.

d. TS ora TS designee must have unrestricted physical access to the
network.

e. Al equipment connected to the network must meet current Postal
Service security hardening standards.
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f. Connections to the Postal Service intranet must be firewalled in a

manner similar to current Postal Service secure enclave firewalling.

g-  Business partner connections, including those that are an extension of
the Postal Service infranet, must be Postal Service-managed via
firewall or other network filtering device.

h.  Passwords used to manage systems on the network must not be used
to manage other systems or networks.

i. All remote site systems administrators must have a Postal Service
security clearance.

1123  Network Perimeters

Perimeters are clearly defined boundaries that must be established to
securely control the traffic between Postal Service information resources and
all other networks. All inbound or outbound network traffic must pass through
appropriate access control devices, such as firewalls, before reaching Postal
Service information resources. The manager, TS, must ensure perimeter
monitoring and may block the Internet Protocol (IP) address of a computer
performing hostile reconnaissance or attacks against Postal Service
networks. Other appropriate defensive measures to protect the Postal Service
information resources may be used, as approved by the manager, TS and/or
the manager, CISO ISS,

Note: The Office of the Inspector General (OIG) manages, secures,
monitors, scans, and supports its own network and information
technology (IT) infrastructure. The OIG network connectivity to the Postal
Setvice intranet must comply with the requirements and processes for
NCRB-approved connectivity to the Postal Service intranet.

1124  Network Integrity Controls
The manager, TS, establishes a system of controls to safeguard the data
traffic, detect and correct transmission line errors, ensure message integrity
throughout the system, and protect computers and other telecommunications
endpoints. Adequate audit procedures must be employed to monitor and
analyze network integrity.

11-25 Time Synchronization
All system (including servers) and network clocks must be synchronized
to ensure all systems have the correct and consistent time
a. Based on International Atomic Time.

b.  Time data is protected - access to time data is restricted and all
changes to time settings are logged, monitored, and reviewed,

c.  Time settings are received from an industry-accepted time source.

11-3 Protecting the Network Infrastructure

The network infrastructure consists of the facilities, equipment, setvices,
protocols, and applications used to transmit, store, and process information.
The Postal Service network infrastructure is protected through the following:
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11-3.1

11-3.2

11-3.3

11-3.4

11-3.5

11-3.6
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a. Ensuring physical security.

Maintaining network asset control.

Protecting network configuration information.
Implementing identification and authentication.
Implementing authorization.

Implementing hardening standards.
Determining when a secure enclave is required.
Establishing secure enclaves.

Isolating the Postal Service networks.

Conducting vulnerability scans, penetration testing, intrusion
detection, and prevention capabilities.

Ensuring Physical Security

Servers and other components of the Postal Service networks must be
located in areas secured to a level commensurate with the sensitivity and
criticality of the information stored, processed, or transmitted. Access to
network infrastructure components must be limited to authorized personnel.

Maintaining Network Asset Control
All infrastructure components must be inventoried at regular intervals and
labeled for asset management and physical protection.

Protecting Network Configuration Information
Network information, including, but not limited to, configurations, addresses,
subnet masks, secure enclave locations, and firewalls must be protected and
treated as sensitive. Access to network configuration information must be
based upon the security principles of need to know and least privilege.

Implementing Identification and Authentication
Personnel and information resources must be required to identify and
authenticate themselves to the network before being allowed to perform any
other actions on the network.

Implementing Authorization

Access to information resources must be granted based on the job function,
appropriate clearance or background investigation, need to know, separation
of duties, and least privilege.

Implementing Hardening Standards

Information resources supported by networking must be hardened to meet or
exceed the requirements documented in Postal Service hardening standards
specific to each platform. Hardening refers to the process of implementing
additional software and hardware security controls. Hardening standards are
based off of CIS sources, vendor recommended settings and industry best
practices.

Note: The manager, CISO ISS, is responsible for the distribution of
information resource hardening standards.
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11-37 Determining When a Secure Enclave Is Required
Enclaves can be implemented to enforce separate security zones (e.g., to
segregate information resources with similar issues and risks). An enclave is
a virtual LAN configured to isolate a subnet/host system from other systems
based on risks. All traffic in and out of the enclave is forced through a control
interface. h

Enclaves are required for the following information resources:

a.  [nformation resources accessible from the Internet (i.e., externally
facing information resources).

b.  Information resources remotely managed by Postal Service business
parthers.

C. PCl information resources must be in a separate PCI compliant
enclave.

d. Sensitive-enhanced information resources.

e.  Sensitive and critical information resources where the risks warrant
additional protection. Information resources designated as sensitive, or
critical must be assessed by the manager, CISO ISS, to determine if
the resource should reside in a secure enclave. A completed business
impact assessment {BIA) and the architectural diagram must be
submitted to the manager, CISO 1SS, for review and determination of
whether additional enclave protection is required.

1138 Establishing Secure Enclaves
Secure enclaves are network areas where special protections and access
controls, such as firewalls and routers, are utitized to secure information
resources. Secure enclaves apply security rules consistently and protect
multiple systems across application boundaries. Secure enclaves must be
implemented as follows:

a.  Place servers within the network based on the sensitivity of the
data.

b. Prohibit development, SIT, and CAT servers from being on the
same subnet as production servers.

c.  Employ protection for the highest level of information sensitivity in
that enclave.

d.  Reside on network segments (subnets) separate from the
remainder of Postal Service networks.

e Use "network guardians,” such as packet filtering or application
proxy firewalls, to mediate and control traffic.

f. Set enclave server rules and operational charasteristics that can be
enforced and audited.

g.  Allow only predefined, securable information traffic flows.

h. Restrict administration to a small, well-defined set of system
administrators.

i. Employ intrusion detection systems and intrusion prevention
systems.
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11-3.10

11-3.10.1

11-3.10.2
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j- Audit the network boundary controls through the performance of
network scanning procedures on a regular basis.

k. Restrict sharing of physical devices for virtual machines among
multiple enclaves.

Isolating Postal Service Networks

Postal Service networks must be isolated from non-Pastal Service networks
[e.g., business partner and vendor (supplier) networks]. Postal Service and
non-Postal Service network devices must not be co-mingled. Non-publicly
available Postal Service information must be isolated from non-Postal
Service information (e.g., business partner and vendor information) in transit.

Conducting Vulnerability Scans, intrusion

Detection, Penetration Tests

Only personnel authorized by the CISO are permitted to conduct networlk
scanning, intrusion detection, penetration testing, and vulnerability scans of
Postal Service information resources. During audits and investigations, the
OIG may conduct scanning, penetration testing, and vulnerability scans as
deemed appropriate. The OIG has the authority to scan and conduct
penetration testing and vulnerability scans on his or her own network and IT
infrastructure. Reports resulfing from these vulnerability actions are sent to
the program managers with a copy to the Corporate Information Security
Office/ISSO for each system. The 1SSOs will include these vulnerabilities into
Risk Mitigation Plans for each system or Risk Register.

Vulnerability Scans

Vulnerability scans are required to systematically examine an information
system or product to determine the adequacy of security measures, identify
security deficiencies, provide data from which to predict the effectiveness of
proposed security measures, and confirm the adequacy of such measures
after implementation. Requests for vulnerability scans must be directed to the
manager, CISO ISS, for approval. Vulnerability scans are conducted on
Postal Service information resources by CISO ISS or their designee.

Intrusion Detection and Protection

Intrusion detection is required to monitor network and/or system activities for
malicious activity. The main functions of intrusion detection/prevention are to
identify malicious activity, log information about said activity, attempt to
block/stop activity, and report activity. All policy configurations will be
managed by CISO 18S.

Requests for intrusion detection must be directed to the manager, CISO ISS,
for approval. Intrusion detection is conducted for Postal Service networks by
CISO ISS or their designee. The OIG conducts intrusion detection at its
discretion.

The intrusion detection process consists of the following:
a. Monitor the network for suspicious traffic.

b.  Examine network traffic to identify threats.

c.  Utilize one of three detection methods:
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(1)  Signature-based detection.

(2) Statistical anomaly-based detection.
(3) Stateful protocol analysis detection.
(4) Dynamic analysis.

Take appropriate actions to mitigate the detected threats.
This includes, but is not limited to, the following:

(1) Produce alert.
(2) Reset current session with/without alerts.

(3) Drop current session with/without alerts.

11-4 Internet Technologies

November 2019

11-4.1

11-4.2

11-4.3

The Postal Service uses Internet technologies in the following environments:
a. Internet.
b. Intranet.

C. Extranet.

Internet

Access to the Internet from Postal Service information resources must be
routed through Postal Service-approved access control technology (e.g.,
firewalls, proxies and IPS).

Intranet

An intranet is a network based on Internet technologies located within an
organization’s network perimeter. The Postal Service operates and maintains
an intranet for the conduct of Postal Service business. Access control
technology, such as firewalls and filtering routers, IDS, and IPS, must be
used to protect the Postal Service intranet at the network perimeter to
provide access control and support for auditing and logging.

Extranet

An extranet is a network based on Internet technologies that allows an
organization to conduct business and share information among business
partners, vendors (supplier), and customers. Business partners must comply
with the requirements and process of the NCRB contained in the Handbook
AS-805-D, Information Security Network Connectivity Process. Business
partners must be limited in their access to the specific information resources
identified in the network connectivity request that is approved by the NCRB.
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Protecting the Network/Internet Perimeter

11-5.1

11-6.2

The perimeter between the Postal Service network and the Internet
environments must be protected through the following:
implementing Internet security requirements.

Implementing firewalls.

a.

b

c.  Implementing routers.

d Establishing demilitarized zones (DMZs).
e Implementing IDS/IPS services.

f. Monitoring network layer traffic.

Monitoring and inspecting application layer traffic.

©

Implementing Internet Security Requirements
Internet-accessible information resources, such as those residing on DMZs,
must implement security requirements that include, but are not limited to, the
following:

a.  Securely partitioning each Internet-accessible environment (e.g., the
intranet and extranet) from each cther.

b.  Using firewalls or filtering devices to screen and mohitor incoming and
outgoing traffic.

c. Subporting encryption to protect the storage and transmission of
sensitive-enhanced and sensitive infermation.

d.  Performing continual evaluation, testing, monitoring, and maintenance
of the firewalls.

e.  Applying reaktime monitoring, auditing, and alerting to detect intrusion,
fraud, abuse, or misuse.

Accéss control technology, such as firewalls and filtering routers, must be
used to protect the Postal Service intranet at the network perimeter to
provide access control and support for auditing and logging.

Implementing Firewalls

A firewall is a safeguard or type of gateway that is used to control access fo
information resources. A firewall can controt access between separate
networks, between network segments, or between a single computer and a
network. A current-generation firewall is generally not a single component but
a strategy composed of both hardware and software for protecting an
organization’s resources.

Direct public access between the Internet and the Postal Service intranet
must be controlled by a firewall. A firewall must be installed at each Internet
connection and between any DMZ (and all PC1 enclaves) and the Postal
Service intranet.

Secure NCRB approval in advance of establishing network connectivity to an -
information resource involving firewall changes.
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Firewalls must implement Postal Service hardening standards. These
hardening standards must be updated as new vulnerabilities are uncovered
and updates are available. Firewall hardening standards must be reviewed
and updated at least annually.

A firewall must also be installed at each connection between the Postal
Service intranet and mail processing equipment and mail processing
infrastructure (MPE/MPI) devices. MPE/MPI firewall rule changes do not
require NCRB approval.

11-52.1 Firewall Configurations
Postal Service firewalls must be configured to do the following:

a.  Deny all services not expressly permitted (i.e., deny all inbound and
outbound traffic not specifically allowed).

b.  Restrict inbound Internet traffic to Internet Protocol (IP) address with
the DMZ (ingress filters).

c.  Preventinternal addresses from the Internet into the DMZ. Use anti-
spoofing commands and techniques to prevent internal addresses
from being spoofed and passed from the Internet to the DMZ.

d.  implement dynamic packet filtering (i.e., only allow “established”
connections into the network).

e.  Secure and synchronize router configuration files (i.e., running
configuration files and start-up configuraticn files used to reboot
machines must have the same secure configuration).

f. Audit and monitor all setvices to detect intrusions or misuse.

g.  Notify the firewall administrator and system administrator in near real
time of any item that may need immediate attention.

h.  Run on a dedicated computer.
i. Stop passing packets if the logging function becomes disabled.

j. Disable or delete all nonessential firewall-related software, such as
compilers, editors, and communications software.

11-5.2.2 Firewall Administrators
Each firewall or logical group of firewalls must have adequate resources
assigned for firewall administration. Firewall administrators are responsible
for ensuring compliance with standards for configuration and approved
services and protocols.

11-5.2.3 Firewall Administration
All Postal Service firewalls must be located in a controlled environment.
Firewall configuration standards must include a description of roles and
responsibilities for rmanagement of all components.

Firewall administration must be performed from the local console or via
remote access if approved by the manager, CISO 1SS, and appropriately
secured through strong authentication and encryption. Firewall configurations
must be protected and treated as sensitive. Access to firewall configuration
information must be based upon the security principles of need to know and
least privilege.
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11-5.2.5

11-5.3

11-5.3.1
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Firewall System Integrity
Firewall rule sets must be reviewed every 6 months. Firewall system
configuration and integrity must be validated and tested monthly by the
firewall administrator.

Firewall Backup

The firewall {e.g., system software, configuration data, and database files)
must be backed up as determined in the appropriate business continuity
plan.

Implementing Routers

A router is a networking device whose software and hardware are usually
tailored to the tasks of routing and forwarding information. Routers connect
two or more logical subnets, allowing interconnectivity with hosts on intranets
and extranets.

Router Configurations
Postal Service routers must be configured to do the following:

a. Implement Postal Service network security controls.

Suppress router advertisements.

Disable the finger service on all routers.

Disable File Transfer Protocol [FTP] server on all routers.
Disable Hypertext Transfer Protocol [HTTP] server on all routers.
Disable the boot-up service on all routers.

Disable configuration auto-loading on all routers.

@ ™o ap T

Disable Internet Protocol [IP] source routing on all routers.

Disable IP directed broadcasts when not required.

i Disable service Packet Assembler Disassembler [PAD] on all routers,
k. Disable proxy Address Resolution Protocol [ARP] when not required.
l. Disable gratuitous ARP on all routers.

m. Disable Simple Network Management Protocol [SNMP] write access to
the router. ‘

n.  Disable Transmission Control Protocol [TCP] and User Datagram
Protocol [UDP] small server services.

0. Disable Berkley Software Distribution [BSD] commands on remote

systems.
Enable TCP keep-alive messages.
Enable Cisco Express Forwarding (CEF) on all Cisco routers,

s~ oo

Fikter Internet Control Message Protocol [ICMP] on external interface.
Configure Data Name System [DNS] servers as a client resolver.

o wm

Configure virtual private network [VPN] as a tunnel type VPN.
Log severity levels 0 through 6.
Block IPv8 routing headst.

E < FE

Block IPv6 Undetermined Transport.
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x.  Block inbound traceroute responses.

Block RFC1918 addresses.

Set routers to intercept TCP SYN attacks.

aa. Limit TCP connection request wait times.
ab.  Restrict access to stored configuration files.
ac. Restrict IPSec traffic.

ad. Require a log or syslog statement that follows every deny, discard,
or reject statement.

ae.  Require all network infrastructure component resources have latest

operating system release level.
af.  Require SNMP version 3 or higher be installed.

ag. Restrict SNMP access by IP address.
ah. Block SNMP at all external interfaces.
ai.  Classify and mark management traffic to ensure it receives preferred treatment
at each forwarding device along the path.
8.  Restrict messages to the Syslog Server.
ak, Synchrohize Run and Startup configurations.
ai.  Configure Console Port to time out in 15 minutes or less.
am. Encrypt In-band traffic.
an. Log In-band management access attempts.
ao, Configure SSH timeout to 60 seconds or less.
ap. Implement SSH Version 2.

11-5.32 Router Administration
Router rule sets must be reviewed at least every six months.

11-5.4 Establishing Demilitarized Zones
DMZs are network segments between intranets, extranets, and the Internet
that provide increased security for data transfer between information
resources, vendors (suppiier), and the public. DMZ requirements include the
following:

a.  Web servers and electronic commerce systems accessible to the public
must reside within a DMZ with approved access control implemented
via a firewall or gateway.

b.  Sensitive-enhanced, sensitive, and critical information must not reside
within the DMZ. Sensitive-enhanced, sensitive, and critical information
must be instafled on an internal network zone (i.e., enclave segregated
from the DMZ).

¢.  Allinbound traffic to the intranet from the DMZ must be passed through
a proxy-capable device.

d. Virtualization is not allowed in the DMZ,
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Monitoring Network Traffic

The Postal Service network perimeter must be monitored for network
connectivity, services, and traffic. Monitoring must be conducted on both
active and inactive connections.

Firewalls and IDS/IPS should be part of the path requirements as part of
Compliance and Monitoring requirements as follows:

a. 11-7, BP connectivity requirements.

b. 11-8, Third-Party network connectivity.

¢. 11-9, Remote access requirements,

d. 11-11, Wireless Network requirements.
11-6 Network Connections

11-6.1

11-6.2

11-8.3

11-6.4

Establishing Network Connections

The NCRB must approve all system network access before connectivity is
established to the USPS network. Systems with high or moderate impact
values with respective confidentiality, integrity, or availability security
objectives have unique identity and authenticate network devices before
establishing a connection to the USPS network. All connectivity to the USPS
network must be monitored and audited in advance of the establishment of
network connectivity. Any connectivity to the Postal Service network must
allow monitoring.

Requesting Connections

The NCRB provides the mechanism for requesting, reviewing, evaluating,
and approving connectivity between non-Postal Service individuals and
organizations wishing to establish connectivity to the Postal Service intranet.

Approving Connections

Requests for connectivity to the Postal Service intranet must be reviewed,
evaluated, and approved by the NCRB. All requests for connectivity must
follow and comply with the requirements identified in the NCRB request
process described in Handbook AS-805-D.

Physical Protection of Network Connections
Physical access to publicly available network jacks must be restricted to
authorized personnel and enabled only when needed. Disable unused
network connections in areas such as conference rooms where visitors and
unauthorized network users are not escorted.

11-7 Business Partner Connectivity Requirements

126

Business partner/contractor/supplier (business partner) connectivity must be
requested and funded by a Postal Service sponsor.
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Connections using either existing BP ISP connectivity or frame relay service
directly connected to the Postal Enterprise are protected by firewalls and
security procasses that restrict business partners to the [P address or
addresses, server or servers, and ports or protocols they are explicitly
authorized to access.

Business partners must be limited in their access to the specific information
resources identified in the network connectivity request that is approved by
the NCRB. No business partner is ever granted “open access” to Postal
Service computing resources. These connections must be based on |east
privilege for both source and destination address. The use of blanket rules,
such as wildcard masks and subnets larger than /24, will not be permitted
without additional approval.

To protect the integrity of the Postal computing environment, business
partners must have written information security policies describing how they
will protect their proposed connection to the Postal Service and must include
a copy of these security poficies with their NCRB request.

Business partners must comply with the requirements and process of the
NCRB contained in the Networlc Connectivity Process fiink}-including, but not
limited to, the following:

a. Initiating requests with the executive sponsor for access to the Postal
Seivice infranet,

Complying with all Postal Service information security policies.
Allowing site reviews by the Inspection Service or CISO.
Allowing audits by the OIG.

Reporting any security incident immediately to CyberSafe and
executive sponsor.

o o o T

f. Notifying the executive sponsor when connectivity is no longer
required.

g.  The executive sponsor wil notify CISO/NCRB and open a request to
remove access within 7 days of connectivity no longer being required
(SLA).

11-8 Limiting Third-Party Network Services

November 2019

Network services approved for third-party connectivity must be governed by
the principle of least privilege and limited to those setvices and devices
needed to perform the business function requested. The default must be to
deny all access except those services specifically approved by the NCRB.
The default must be to deny all access except those services specifically
approved by the NCRB. The principle of least privilege applies to both source
and destination addresses. The use of blanket rules such as wildcard masks
and subnets larger than /24 will not be permitted without additional levels of
approval,

When establishing third-party connections, access controls and administrative
procedures must be implemented to protect the confidentiality of Postal
Service information resources. The third party must be responsible for
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protecting its private network infrastructure and information and must not rely
on the Postal Service to perform this function. Part of securing the connection
should include the Postal Service ability to monitor and inspect traffic.

11-9 Remote Access Requirements

198

11-9.1

11-9.2

Remote access privileges are restricted to authorized personnel and must be
approved by appropriate management through ehccessARISeAccess/ARIS
before being granted. Remote workstations and laptops must be physically
secured to prevent unauthorized access to the device and the Postal Service
intranet.

The use of personal information resources to remotely connect to the Postal
Service intranet must be approved and connectivity must be managed
through an approved virtual private network (VPN) solution.

An automatic session disconnect must be implemented for remote access
technology after the standard time-out requirement. (See 9-6.10.3, Time-Out
Requirements (Re-authentication) for the standard.)

Authentication

Information resources should be capable of strong authentication on
application or network connections requiring remote access. Remote access
requires users or devices to authenticate at the perimeter or connect through
a firewall. Remote user communications must occur through encrypted VPN
channels. Where possible, the authentication should use
efccessARISeAccess/ARIS. Remote PCl-related access must implement
two-factor authentication.

Virtual Private Network

A VPN provides end users with a way to securely access information on the
Postal Service intranet over an untrusted network infrastructure or an
untrusted public network such as the Internet. Postal Service VPN
requirements include, but are not limited to, the following:

a.  Any Postal Service VPN solution must provide end-to-end encryption
and strong authentication capability.

b. Employees must submit an electronic request for computer access, or
its equivalent, to obtain access to Postal Service information resources
through a VPN.

C. Business partners requiring access to Postal Service information

resources through a VPN must submit a formal request to the NCRB in
accordance with Handbook AS-805-D, Information Security Network
Change Process.

d.  Any VPN solution used for business partner connectivity must be

capable of filtering access to specific information resources, and the
connection must allow monitoring.
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Any computing device connecting to the Postal Service intranet through
a VPN must implement an approved personal firewall configured to
Postal Service standards, as defined by CISO.

The end user must use a Postal-approved device or remote connection
method and has the responsibility to gain access and fund the Internet
Service Provider (ISP) service when accessing Postal Service
resources. The Postal Service does not provide recommendations for
any local ISP access. Once a communication path to the Internet
through the ISP has been established, the VPN session is initialized
through the Internet to the Postal Service network.

Upon management approval, contractors with unique Active Directory
(AD) credentials and two-factor authentication may use a shared ACE
computer where work requirements do not support the assignment of an
individual ACE computer.

11-023 Modem Access

11-9.4

11-8.5

- Modem access for all information resources to and from Postal Service

networks must be approved in writing in advance by the manager, CISO
ISS, and must implement the information resource protection measures

described below.
Note: Additional modem approval by the manager, CISO ISS, is not

requi

red for approved remote access services (e.g., VPN or point-to-point

protocol (PPP),
Any workstation on the Postal Service intranet with approved modem access

must:

a.  Implement an approved personal firewall configured to Postal
Service standards as defined by CISO ISS.

b.  Disconnect from the Postal Service intranet prior to establishing
alternate or additional connections to any network such as the
internet.

c. Initiate protection measures to ensure that the system has been
cleaned of any malicious code prior to being permitted to connect
to the Postal Service infrastructure.

d.  Deactivate moden immediately after use.

Dial-in Access

All dial-in access to and from Postal Service networks must be approved in
advance by the responsible Postal Service manager and implemented by
the manager, TS. All approved dial-in access must be established through
Postal Service centralized dial-in services.

Telecommuting

Personnel working at alternative work sites must only use Postal Service
approved computer hardware, software, and virus protection software when
working on Postal Service business, when sharing files with the Postal
Service, or when communicating through phone lines or the Internet with the
Postal Service. Any approved personal hardware must have the latest
security patches installed, Postal Service-approved virus software installed
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with the latest pattern recognition file, and, if connecting via the Internet, a
Postal Service-approved personal firewall must be implemented.

Remote Management and Maintenance

To protect the integrity of the Postal computing environment, use of remote
administration and maintenance software and associated security controls
must be approved by the manager, CISO ISS, in cooperation with the
requesting organization.

Remote management and maintenance must be controlled and activity logs
maintained. The remote access links, frequency of access, and associated
controls must be documented in the security plan for the information
resource. Two-facfor authentication must be implemented and all
communications must be encrypted. Vendor maintenance accounts must be
enabled only when needed. When remote management and maintenance is
completed, the remote access connection must be disconnected and
disconnection verified.

Organizations performing remote access must implement the same general
level of security as the system being accessed. Instances of remote
management and maintenance must be audited on a regular basis.

11-10 Network Audit Log Requirements

Networks including firewalls and controlled interfaces must have an audit
capability to create, maintain, and protect an audit trail from modification or
unauthorized access or destruction. Network audit logs must include the
means for identifying, journaling, reporting, and assigning accountability for
potential compromises or violations of hetwork integrity. Netwotk audit logs
must be sufficient in detail to facilitate reconstruction of security-related
events if a compromise or malfunction is suspected or has occurred. For
events where immediate attention is required, the audit utility must trigger
alarms that are directed to the proper location for action.

Network audit logs must be reviewed daily for potential security incidents and
security breaches. The reviews may be made by automated methods. Audit
logs may be reviewed to evaluate the damage caused by a security breach
and support the recovery of data lost or modified. (See 9-11, Audit Logging,
for additional requirements.)

11-11 Wireless Networking Requirements

200

Wireless devices and the supporting network infrastructure are subject to the
following wireless security requirements and standards: a. Wireless baseline’
requirements.

b. Wireless solutions.
C. Standard wireless solution.
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11-11.1

11-11.2

Process for requesting nonstandard wireless solutions,
Bluetooth and personal area network applications,
Wireless LAN device management.

Compliance and monitoring requirements,

Firewalls and IDS/IPS,

Note: This policy does not cover wireless devices (e.g., ceflular phones,
pagers, and radio systems) unless they transmit data (see Ml AS-8602003-2,
Data Stewardship: Data Sharing Roles and Responsibilities).

S@e ™o a

Wireless Baseline Requirements
The following baseline requirements are key to ensuring basic functionality,
maximum bandwidth, and appropriate network security:

a.  Wireless applications must be capable of “mutual’ device and user
authentication (i.e., the device, the user, and the network must
recognize each to he who they say they are).

b.  There must be a secure link between a device and an access point
(AP).
¢.  Inaddition to approval by the EAC, all wireless technology must be

approved by the Spectrum Management Office before any
implementation activities are initiated.

d.  The installation of access points, wireless cards, or any wireless
technology must be approved in advance by the manager,
Telecommunication Services, and the NCRB because of the risks such
installations can introduce to the Postal Service intranet, networks, and
all connected information resources.

e.  Telecommunications Services is authorized to deploy the standard
wireless solution without additional approvals.

f. Wireless and wired networks must be developed and maintained
separately and distinctly. A firewall is required between the wired and
wireless hetwork segments if Postal Service certificates are not used to
Connecting APs or using wireless technology without proper prior
approval introduces an unacceptable risk to the Postal Service intranet
and other assets. Non-approved wireless technology must be removed
from the Postal Service computing environment.

Wireless Solutions

Wireless technologies enable one or more devices to communicate without
physical connections —— without requiring network or peripheral cabling,
Wireless technologies use the radio frequency spectrum to transmit data and
such technologies present security-related challenges. Wireless solutions are
grouped as follows:

a. Standard wireless solution.
b. Nonstandard wireless solution.

Devices that meet the current WLAN standard solution do not require a
firewall between wireless devices and wired networks. All other devices
require a firewall between wireless devices and wired networks,
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11-113 Standard Wireless Solution

11-11.3.1

11-11.3.2

General Requirements
This standard technology solution is predicated on the implementation of the
following general requirements:

a.

Assurance that the device is authorized to access the Postal Service
network domains.

Assurance that it is a Postal Service-managed device using approved
virus protection, security patches, and personal firewalls.

Authentication of the user through Active Directory (AD) credentials.

Mutual authentication of device/client and remote authentication dial-in
user service (RADIUS) server through Postal Service internal
Certification Authority (CA) machine certificates.

Architecture Requirements

Wireless solutions must be compliant with the Mobile Computing Enterprise
Architecture. The complete Architecture document can be found in the
following documents folder: http./it. blueshare.usps.gov/sites/itme/
Shared%20Documents/Forms/

Allltems. aspx ?RootFolder=% 2F sites % 2Fitmc %2F Shared%20Documents %2

FMobile%20Architecture%20and%20Strateqy% 20Documents

Technical requirements for standard wireless architecture solutions are:

The standard architecture for WLAN authentication/encryption
must be a Postal Service device capable of using:

(1) A Postal Service internal CA machine certificate
authenticating to AD.

(2) Temporal key integrity protocol (TKIP) encryption.

(3)  Wi-Fi Protected Access 2 (WPA2) or higher based on best
practices for key management.

(4) Application and network device owners using PKl-based
encryption on any wireless device implement and maintain
a key management plan as identified within this policy
document and approved by CISO.

Users must authenticate to AD and be authorized for wireless
access.

Users and devices must be registered members of AD.
Users must be able to authenticate using AD credentials.

Devices such as workstations must be able to mutually
authenticate to a RADIUS server using Postal Service Internal CA
certificates.

The technology solution must use an approved supplicant client
and the device must be a Postal Service device.

Clients must be able to download, store, and use a Postal Service
internal CA machine certificate.

Protocols (e.g., PEAP) capable of supporting Postal Service
machine certificates must be used.

Handbook AS-805



Network Security

11-11.4

November 2019

Workstation/wireless card clients must be registered for central
device management.

Drivers and cards must be compatible with Postal Service
standards and certified by TS for use within the Postal Service
network.

Service set identifier (SSID) standardization must be implemented
to support mobility.

Firewall segmentation must be implemented at the demarcation of
wireless networks to mitigate the risk of attack through
compromised wireless networks.

11-11.33 How to Request Standard Wireless Services
Standard wireless connectivity is requested as follows:

a.
b.

Wireless infrastructure must be requested through TS.

Wireless infrastructure must be deployed, documented, and managed
by TS.

Wireless cards/client devices must be purchased via Postal Service
processes and contracts. The acquisition of mobile computing devices
must be approved through IT Mobile Computing.

User wireless services must be requested via
ehccessARISeAccess/ARIS at hitpAelccessARIS-
https://eaccess.usps.qgov

Process for Requesting Nonstandard Wireless

Solutions

The following process must be followed for business solutions including the
use of wireless technology that do not meet the standards previously defined:

a.

Obtain NCRB approval to proceed. Before pursuing a nonstandard
wireless technology solution, approval to proceed from the NCRB must
be obtained. The NCRB requires a business case for the alternate
solution. The NCRB dictates the non-negotiable standards that the
alternate solution must be compliant with.

Develop an architecture design. Develop an engineering architectural
design in conjunction with TS. TS should validate compliance and
functionality of the design to ensure that it will not adversely affect the
current Postal Service solutions. TS will submit the solution design to IT
Mobile Computing for review to ensure compatibility with the overall
managed mobile computing technical architecture and strategy.

Obtain NCRB approval of the architectural design.

(1)  Obtain approval of the application, the engineering architecture,
and all wireless devices from the NCRB.

(a) For implementations involving MPE/MHE, contact the
responsible design engineering organization that will send
an e-mail to NCRB@email.usps.gov or submit a request
through the NCRB Web site. The design engineering
organization may also present the MPE/MHE project to the
NCRB.
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(b)  For other implementations, contact the Business
Relationship Management portfolio manager who will send
an e-mail to NCRB@email.usps.gov or submit a request
through the NCRB Web page on the IT Web. The Business
Relationship Management portfolio manager will also act
as a presenter to the NCRB on the requestor’s behalf.

(2) At a minimum, the NCRB will evaluate against the following
criteria prior to approval for implementation of wireless
technology:

(a) Proper naming with regards to SSID.
(b) SSID broadcast turned off.

(c) Encryption of data between a device and an access point,
or an ancillary downstream device. The majority of wireless
APs have some inherent encryption capabilities.

(d) Trust between wireless devices. When setting up APs,
there should be appropriate authentication — particularly a
mutual authentication mechanism between a wireless
device and an access point (802.1x) and user-based
authentication when applicable (i.e., two-factor).

(e) Appropriate logging/intrusion detection on the wireless
segment, either on the access point or related device.

()  The requirement for whether a firewall is needed between
the wireless AP and WAN.

(g) Centralized, secure administration using unique user name
and passwords that are compliant with Postal Service
policy. Ideally, all wireless user accounts should be located
in a common repository.

(h) Firewall and virus protection implementation on devices.

()  Request through eAcsessARISeAccessARIS if Postal
Service Internal CA machine certificates are required.

() Devices are remotely manageable by TS.

d. Obtain a wireless site survey. A wireless site survey must be
performed to obtain maximum benefit of the wireless devices and to
maintain appropriate security. TS arranges for the site survey via the
Postal Service intranet contract. Normal turn-around time is 62 days;
expedited is 30 days. The survey results will place the APs, offer
channel sections, and specify other physical and programming
parameters.

e. Acquire, program, and install device. After NCRB approval and
review of the site survey report, the wireless infrastructure devices may
be purchased by the customer through TS, who will then configure the
devices. When the devices are programmed, they are sent to the site
ready to be installed by the Postal Service intranet vendor.
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11-11.5

11-11.7

Bluetooth and Personal Area Network Applications
Postal Service initiatives using Bluetooth and personal area networks
require approval from the NCRB prior to deployment.

All implementations of Bluetooth and personal area networks must meet the
requirements for a nonstandard wireless solution and the following
requirements:

a. Radio frequency range must be managed, using only the minimum
signal required, to perform the task and checked semiannually for
confinement.

b. Device pair bonding (mutual authentication) must be used. Ensure
the Bluetooth bonding environment is secure from eavesdroppers.
If the authenticator (e.g., PIN, password, and shared secret) meets
Postal Service aging and storage requirements, the standard
password criteria apply (see 9-6.1, Passwords), otherwise the
authenticator must be complex and a minimum of 16 characters.

c. The link between devices must be encrypted during the
authentication exchange process and also when sensitive-
enhanced or sensitive information is transmitted. Use security
mode 3.

d.  Bluetooth or personal area networks configuration files must be
checked semiannually to ensure the security policy is enabled on
devices where the files are accessible by end users.

e. Personal use of Bluetooth on Postal Service premises must be
approved by the user’s vice president or his or her designee
because of the potential for interference to Postal Service systems
such as Surface Visibility and Yard Management.

11-11.6 Wireless LAN Device Management

TS or its designee remotely manage all devices that connect to the network
using 802.11x technology, that incorporate TACACS, and have RADIUS
authentication. Periodic software updates and product enhancements are
downloaded to APs as required to improve performance and enhance
security. Access point management also includes constant operating
assessments of the device. Any malfunctions or loss of effectiveness
generate an alert for resolution.

Purchasing Requirements

Purchasing requests for wireless hardware, software, and services must
address the requirements stated in items a through s below in order to
comply with the Postal Service wireless security policy. For any particular
wireless application, all of the requirements may not apply. The security
requirements should be included in purchasing specifications procurement
documents to adequately protect the wireless application and reduce the
residual risk to an acceptable level.

Procurements must be compatible with the Mobile Computing Enterprise
Architecture. An extract of the Best Practices and Standards can be found in
the following documents folder: http./it.blueshare.usps.qov/sites/itmc/
Shared%20Documents/Forms/

Allitems.aspx ?RootFolder=%2Fsites%2Fitmc%2F Shared%20Documents %2
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Wireless devices should be capable of supporting the following requirements:

a.

For devices intended for stationary deployment (e.g., in vehicles or on
loading docks), capable of being solidly secured (e.g., to the vehicle or
building). This requirement also applies to add-on modules.

Capable of requiring a “power-on” password prior to the device
operating. This password is in addition to the specific user
authentication password.

Capable of ensuring device authentication and strong (at least two-
factor) user authentication. The wireless device must have the
capability to be configured to query a secondary device for access
when the primary server is offline.

Be Wi-Fi protected access (WPA) certified. Has built-in security
features, including data link-level encryption, 802.1x-compliant
authentication model, and regular rotation of encryption keys.

Contain secure authorization software/firmware.

Where extensible authentication protocol (EAP) is used, capable of
proper password management (e.g., aging and complexity criteria).
The wireless device must have the capability to support password
changes in a pre-established timeframe.

Capable of ensuring that users can be securely authenticated when
operating locally or remotely. The device automatically senses when it
is operating in a connected manner and uses the proper authentication.

Capable of implementing mutual authentication between the device
and an access point.

Capable of being Active Directory-compliant for authentication
purposes. Exceptions must be documented.

Capable of logging events.
Capable of meeting the Postal Service minimum encryption standard.
Capable of providing a secure channel for access point administration.

Capable of supporting end-to-end cryptographic protection for
transmitting sensitive-enhanced and sensitive information where the
traffic traverses network segments other than the wireless segment.

Capable of dynamic encryption key rotation. The wireless device must
have the capability to support rotation of encryption keys in a pre-
established timeframe.

Capable of supporting a timeout mechanism that automatically prompts
the user for a password after a period of inactivity. The period of
inactivity must be configurable via the device set-up procedure and
ignore the keep-alive process (pings or loop socket-to-socket packets)
for automated programs.

Capable of deactivating all communication ports and network
associations during periods of inactivity.

Capable of implementing a personal firewall on wireless clients.

Capable of supporting static IP addresses and dynamic host
configuration protocol (DHCP) on remote wireless equipment.
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11-11.8

11-11.8.1

s.  Capable of shielding authentication credentials against interception

through short interval “authentication tunnels” (i.e., TLS standard).

Technical support for the integration of the wireless devices into the Postal
Setvice infrastructure with other technological initiatives must be scoped,
planned, and available in a timely and accurate manner (e.g., remote access
for MPI, structured wiring switches, and SEF access).

Deployment Requirements

It is imperative to carefully plan the deployment of wireless technology. It is
much more difficult to address security once deployment and
implementation have occurred; therefore, security should be considered
from the initial planning stage through deployment and operation.

Fulfilling the requirements stated in this section will ensure compliance with
the Postal Service wireless security policy. For any particular wireless
appiication, all of the requirements may not apply. The information systems
security officer (1SS0} must work with the executive sponsor to select the
security requirements that must be implemented to adequately protect that
application and reduce the residual risk to an acceptable level.

Administrative Security Requirements

Wireless infrastructure administrative security controls and management
practices are crucial to operating and maintaining a secure wireless
netwark. Wireless administrative security requirements are:

a. Do not install access points, wireless cards, or wireless devices to
gain access to the Postal Service intranet without prior written
 approval from the NCRB.

b.  Submit a detailed Security Plan to the NCRB along with the
request for wireless connectivity.

c. Implement configuration/change control to ensure that equipment
(e.g., access points) has the latest software release that includes
security feature enhancements and patches for discoverad
vulnerabilities.

d.  Review security-related mailing lists for the latest security
vuinerabiiities and alerts and respond accordingly.

e.  Test software patches and upgrades.

Install security patches in a timely manner (within 30 days for
information resources supporting PCI applications).

g. Use approved standardized configurations that reflect the
information security policy and hardening standards to ensure
consistency of operation.

h.  Change system defaults that come with the wireless access points,
including SSID, password, read/write community strings, and IP
addresses set by the manufacturer.

i Implement firewalls between access points and the wired network.

i- Conduct scans continuously to identify unauthorized access points
and other devices that can disrupt the wireless network or
compromise the security of the Postal Service intranet. For the PCI
cardholder environment, the scans must be conducted quarterly.
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Disable wireless devices not included in the authorized wireless
inventory.

Conduct information security fraining to raise awareness about the
threats and vulnerabilities inherent in the use of wireless
technologies (including the fact that robust cryptography is
essential to protect the ‘radio” channel, and that theft of equipment
is & concem).

Ensure that users know where to report lost or stolen wireless
devices.

Perform a risk assessment to understand the value of the assets
that need protection and document the residual risk following the
application of all security countermeasures in the wireless
deployment.

Centralize wireless security administration and actively monitor
user connections.

Turn off communication ports and network asscciations during
periods of inactivity when possible.

Perform perimeter surveys to review and adjust radio transmit
power settings to prevent spillover (i.e., the leakage of Postal
Service wireless radio signals beyond the perimeter of Postal
Service property).

Use non-intelligible SSID identifiers, cryptographic keys, and
administrative passwords.

Access point information fields must not be populated with Postal
Service-identifiable information.

Bridging must always be disabled on access points and on remote
wireless equipment that also has wired connectivity.

Disable SSID broadcasts on all wireless equipment.

Minimize broadcasts from access points or broadcasts on a
segment (e.g., access point connected to a wired hub), and limit
access point associations.

Ensure no microwave ovens or cordless phones are within
sufficient range to create interference on WLANS.

Install antivirus software and malicious and unauthorized content
inspection monitors on portable wireless devices.

Ensure access control lists clearly identify application rights
(authentication) for all wireless users.

Avoid placing sensitive-enhanced or sensitive information on a
handheld device. Store sensitive-enhanced or sensitive information
sncrypted and delete it from the handheld device when no longer
needed.

Synchronize mobile wireless devices with the corresponding workstations regularly.

Do not use Postal Service-owned equipment on home

wireless networks without a personal firewall and virus protection.
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11-11.8.2  Physical Security Requirements
Physical security controls should be implemented to mitigate some of the
risks such as theft of equipment and insertion of rogue access points,
including wireless network monitoring devices. Physical security controls
(e.g., barriers, access control systems, and guards) are the first line of
defense. Wireless physical security requirements are as follows:

a.

Deploy physical access controls (e.g., photo ID, card badge
readers) to the building and other secure areas to protect against
tampering and theft.

Solidly fix devices not under continuous user control (e.g., left in
vehicles or on loading docks) to the vehicle or building through the
use of physical locks and cables to minimize the risk of loss or
theft.

Stow handheld devices in locked rooms and cabinets especially
when left unattended for long periods (e.g., overnight).

Secure add-on modules to minimize the risk of loss or theft, since
they sometimes are as much of a target as the primary handheld
device.

Ensure access points are physically secure from tampering.

Locate authentication servers in protected areas behind access
points,

Where sensitive-enhanced or sensitive information is transmitted,
ensure external boundary protection {e.g., a fence or locked doors)
is in place around the perimeter of the building or buildings.

11-11.8.3 Technical Security Requirements
Technical security controls should be implemented to mitigate risks such as
eavesdropping, traffic analysis, masquerading, replay, message modification,
and denial of service. Wireless technical security requirements are as

follows:
a.

Implement a “power-on” password based on Postal Service
standards for each mobile wireless handheld device,

Implement appropriate password management (e.g., aging) for all
handheld devices.

Implement mutual authentication between a wireless device and an
access point.

Implement authentication for users whether operating locally or
remotely (i.e., authenticate to the device or to the network).

Provide only specific services (e.g., HTTP, HTTPS, and SMTP).
Control access between the WLAN and wired LAN with a firewall.

Implement timeout mechanisms that automatically prompt the user
for a password after a period of device inactivity.

Implement nonrepudiation access check for financial transactions.
Use the wireless access point for access only.
Configure the wireless access point properly.
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Set wireless access points at 1, 6, and 11 so they do not compete
and interfere with each other. If a nonstandard channel is used, it
will indicate a possible “man-in-the-middle” attack.

Routinely test the inherent security features (e.g., authentication
and encryption) that exist in wireless algorithms to protect
sensitive-enhanced and sensitive information.

Encrypt data between a device and an access point, or ancillary
downstream device utilizing Postal Service minimum encryption
standards.

Use a VPN to secure communication between WLAN and LAN
resources.

Implement mandatory access control (MAC) address filtering.
Use a HTTP/SHTTP proxy to access the Internet.

Turn off ad hoc networking and ensure your wireless network
interface card (NIC) remains in “infrastructure only’ mode.

Use temporal key integrity protocol (TKIP} to provide data
encryption including a pre-packet key mixing function, a message
integrity check (MIC), an extended initialization vector with
sequencing rules, and a rekeying mechanism.

implement 802.1x and EAP to provide a framework for strong user
authentication.

Employ Postal Service standard end-to-end cryptographic
protection to transmit sensitive-enhanced and sensitive information
over other nefwork segments, including wired segments or the
Internet.

Even when approved cryptography is used, employ additional
countermeasures (e.g., strategically locating access points, firewall
filtering, blocking, and installation of antivirus software) as required.

Employ automated key rotation.

Install personal firewall software on all mobile networked wireless
devices.

Implement appropriate logging and intrusion detection where any
wireless equipment is used.

11-11.864 Maintenance Security Requirements
Maintaining a secure wireless network and associated devices requires
significant effort, resources, and vigilance. Wireless maintenance security
requirements are as follows:

a.
b.

Maintain a full topology of the wireless network.

Label and keep inventories of the fielded wireless and handheld
devices including MAC addresses and serial numbers.

Create frequent backups of data on mobile wireless equipment.

Perform quarterly security testing and vulnerability assessments of
the wireless network.

Perform ongoing, randomiy timed security audits to monitor and
track wireless and handheld devices.
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11-11.85

11-11.9

f. Apply patches and security enhancements in a timely manner
(within 30 days for information resources supporting PCI
applications).

g.  Vigilantly monitor wireless technology for new threats and
vulnerabilities.

h.  Install the latest antivirus software on mobile wireless equipment.
i. Implement a secure channel for access point administration.
i Configure alerts to data volume, packet collisions, and retries.

k. Conduct site surveys and adjust radio transmit power settings to
avoid transmissions beyond Postal Service-owned property.

L When disposing of handheld devices that will no longer be used,
sanitize memory to prevent the disclosure of sensitive-enhanced or
sensitive information and clear configuration settings to prevent the
disclosure of restricted network information. Where portable hard
drives are used, sanitize the disk in accordance with this
handbock.

Security Requirements for Using a Public Hot Spot
Personnel connecting to public WLANS in airports, hotels, restaurants and
such must take the following precautions:

a.  Turn off file and print sharing from your wireless device.
b.  Clear your list of "preferred networks.”

¢.  Turn off ad hoc networking and ensure your wireless card remains
in “infrastructure only” mode.

d.  When using a virtual private network to conhect back to the Postal
Service Intranet, disable split tunneling.

e.  Use a personal firewall that detects malicious scanning of your
wireless device.

Compliance and Monitoring Requirements

Security assessments and audits are essential tools for checking the security
posture of a wireless technology and for determining corrective action to
ensure the network remains secure. It is important to perform regular audits
using wireless diagnostic hardware and software. Administrators should
periodically check for rogue access points and against other unauthorized
access,

Only authorized personne! may use diagnostic hardware and software that
enable the bypass of implemented security features or allow netwark
monitoring (e.g., network scanning and sniffers).

Dedicated wireless monitoring that performs a full traffic analysis must be
implemented to identify wired and wireless security issues and respond
appropriately.
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12-1 Service Continuity Policy
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Service Continuity (SC) consists of the alignment of Business Continuity
Plans (including Emergency Action Plans) and Disaster Recover Plans. CIO
SC enhances the operational resilience of CIO organizations, their systems,
and processes.

The Service Continuity Plan develops the management and governance
framework for Postal Service CIO organizations to prepare for, respond to,
and recover from any event that disrupts, or threatens to disrupt, normal
operations. This policy is applicable to all CIO Service Partners and Owners
(see Chapter 2, Security Roles and Responsibilities).

This policy ensures creation of missing plans (including Postal Service
Disaster Recovery (DR) Plans, Business Continuity (BC) Plans, Functional
(FF) Plans, and Emergency Action Plans (EAP), as well as review of
alignment or augmentation of existing plans, by the CIO organizations as
defined and mandated elsewhere in this document (Handbook AS-805) and
Management Instruction (MI} AS-280-2018-1, Integrated Emergency
Management Supporting Field Business Continuily, (published January
2018).

This policy, its recommendations, and resulting products (plans) are in
compliance with the following:

a.  The National Institute of Standards and Technology (NIST) SP 800.34,
b. Homeland Security Exercise and Evaluation Program (HSEEP).

c. Postal Service Employee Labor Manual (ELM}), 810, Occupational
Safety and Health Program; 840, — Safety Awareness Program; and
850, Emergency Action Plans and Fire Prevention and Control.

d. M AS-280-2018-1, Infegrated Emergency Management Supporting
Fleld Business Continuity.

Specifically, this policy provides for the: identification, prioritization, vetting,
and approval of CIO VP High-Value Services (HVS); compliance with
Federal and Postal Service standards and guidelines for recovery plan(s)
documentation, maintenance (updating), testing, exercising, and evaluation
(TT&E); and personnel training.

~ The C10 SC policy ensures development of all Postal Setvice CIO

organization’s (CIO, Business Services Organization (BSO), Corporate
Information Security Office (CISO), Enterprise Analytics (EA), Engineering
(ENG), Information Technology (IT), and Mail Entry and Payment Technology
(MEPT)) capability to prepare for, respond to, and recover from any event
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that disrupts, or threatens to disrupt, normal operations which depend on
services provided through the CIO organization. The program improves
organizational and technology resilience processes and capabilities to
ensure critical ClO services continue during and after an incident and applies
to all Postal Service functional organizational elements and personnel.

This is achieved through the establishment and implementation of standards
and guidelines for ClIO SC including emergency management, service
continuity and disaster recovery activities, and standards and plans
(operational risk). Its focus is based on the identification and prioritization of
the CIO’s and VP's high-value services and their recovery/hardening/
resilience through a governance program which ensures maintenance and
training on service continuity.

Specifically, through the development, documentation, and implementation of
testing, exercising and evaluation processes, and documentation which
validate compliance (or noncompliance) to ClO service continuity standards,
guidelines, and processes, and effectively address noncompliance and
corrective action the developed strategies and plans to sustain functions
during a disruption can be practiced.

Service Continuity Management (formerly Business Continuity Management)
focuses on resilience. Resiliency is not a process, but rather an end-state for
organizations in which the organizations have the ability to quickly adapt and
recover from any known or unknown changes to the environment. The goal
of a resilient organization is to continue mission essential functions at all
times during any type of disruption. Resilient organizations continually work
to adapt to changes and risks that can affect their ability to continue critical
functions. Risk management, contingency, and continuity planning are
individual security and emergency management activities that can also be
implemented in a holistic manner across an organization as components of a
resiliency program.

Organizations require a suite of plans to prepare themselves for response,
continuity, recovery, and resumption of mission/business processes and
information systems in the event of a disruption. Each plan has a specific
purpose and scope; however, because of the lack of standard definitions for
these types of plans, in some cases, the scope of actual plans developed by
organizations may vary from the following basic descriptions:

a. Business Continuity Plan (BCP) is the documentation of a
predetermined set of instructions or procedures that describe how an
organization’s mission/business processes will be sustained during and

after a significant disruption. https:/csrc.nist gov/glossary/term/
business-continuity-plan

b. Contingency plan normally applies to information systems, and
provides the steps needed to recover the operation of all or part of
designated information systems at an existing or new location in an
emergency.

¢ Emergency Response (ER) Plan serves as a documented, organized
process to manage an unexpected or dangerous occurrence and limit
negative impact.
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d. Incident Response (IR): IR serves as a documented organized process

to manage the aftermath of any incident. The goal is to limit negative
consequences of the event.

e. [T Incident Response Plan (IT-IRP) serves as a process to address the
aftermath of any technology event or incident and at a minimum
includes: Incident Severity definitions, IT IR Procedure, Contact
Information and Communications expectations.

f Cyber Incident Response Plan (C-IRP normally focuses on detection,
response, and recovery to a computer security incident or event.

g.  Disaster Recovery (DR) Plan defines how work can be resumed after a
disaster.

12-2 Service Continuity Plan Requirements

214

The purpose of business continuity plans are to ensure that business
processes which rely upon personnel to perform specific functions will
continue after an unplanned emergent event. This event may affect the
prerequisite or dependent personnel, tools, or facilities and require that the
function be relocated or that an afternate process be initiated.

Business Continuity Plans mitigate operational risk by doing the following:
a. Protecting personnel and identifying essential business processes
during an incident or disaster.

b.  Reducing the impact of an incident or disaster on facilities’ personnel
and business processes.

¢.  Satisfying business continuity needs as defined by USPS management
and aligning with industry best practices and United States federal
government requirements and guidance.

The minimum requirements for Business Continuity Plans are defined in the -

following documents:

a.  ASM, 28, Emergency Preparedness.

b.  Management instruction (MI) AS-280-2018-1, Infegrated Emergency
Management Stppotting Field Business Continuity (published October
24, 2016).

c. Federal Continuity Directive 1 (FCD 1), "Federal Executive Branch
National Continuity Program and Requirements” dated January 2017.

All CIO managed facilities will use the structure, tools, products, and
homenclature of the integrated emergency management (IEMM / IEMP)
discipline to include the following:

a. Emergency Management Team (EMT} concept of operations.

b. Integrated Emergency Management Module (IEMM) within the
Facilities Database System for data entry.
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c. Integrated Emergency Management Pian (IEMP) that consists of
emergency action, fire prevention, and continuity of operations (COOP)
plans, and emergency response checklists.

d.  Business Continuity Preparedness (BCP) cyclical requirements for
testing, training, exercise, and review.

e.  |EMP update and certification reguirements.

12-3 Disaster Recovery Plan Requirements

Novernber 2019

12-3.1

12-3.2

General

All Application and Infrastructure Service owners must develop Disaster
Recovery (DR) plans to provide for the resumption of automated systems in
the event that those systems are unable to operate as built. Application teams
develop Application Disaster Recovery Plans (ADRP). These plans make a
reference to dependent Infrastructure Services but recovery of those services
is not in scope for the ADRP. Infrastructure Services develop Infrastructure
Disaster Recovery Plans (IDRP) that are designed to achieve the RTO
(Recovery Time Objective) of the applications that rely on these services.

Both Applications and Information Technology Infrastructure systems need to
be designed to achieve availability targets required to sustain the business
functions they support. See 98-8 of this document for Availability requirements.

Application and Infrastructure Service owners may use templates when
developing DR plans.

Application Disaster Recovery Plan Requirements
The Application Disaster Recovery Plan (ADRP) Requirements are as
follows:

a. Each application that is registered in the Enterprise Information
Repository (EIR) must have an ADRP.

b.  The requirements for the plan are determined based on the Criticality
results of the Business Impact Assessment (BIA). See 3-2.3 of this
document for requirements of Criticality determination. The ADRP must
be designed to achieve the recovery time objectives (RTO) required to
meet the business requirements as specified in the BIA.

¢.  The ADRP does not include the recovery plans for the infrastructure
that it's depend upon.

d.  The ADRP documentation is stored in the Technical Solution Life Cycle
(TSLC) IT Artifact Library systems documentation testing section of the
application as a Program-Level Artifacts and is considered “Sensitive”.

e.  The ADRP must be reviewed, tested, and the results certified by the
development organization and the executive sponsor. Evidence of the
testing and certification must be kept in the TSLC IT Artifact Library as
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a Program-Level Artifacts and is considered “Sensitive”. Test results
are also recorded in the EIR system.

ADRP's Critical-High and Critical-Moderate applications must be tested
within 180 days of the application going into production and within 180
days of changes which would invalidate previous tests.

Applications designated as Critical-High must be tested within 18
months of the last successful test.

Applications designated as Critical-Moderate must be tested within 36
months of the last successful test and within 12 months of changes
which would invalidate previous tests.

Non-Critical (Low) applications are not required to conduct testing of
their ADRP. As a result, the application may not be recovered in the
event of a site outage. It is recommended that when the BlA is
reviewed as required in 6-2 of Handbook AS-805A the criticality
classification is carefully considered in light of an extended outage.

Failed tests must be re-attempted within 90 days of the failed test.
All recovery documents must be protected as restricted information.

Infrastructure Disaster Recovery Plan (IDRP)
Infrastructure Disaster Recovery Plan is an internal documented process or
set of procedures to recover and protect the Postal Service IT Infrastructure
in the event of a disaster as follows:

a.

g.

Many applications are dependent on shared information technology
infrastructure services. Therefore these services must be designed to
mest the availability requirements of the applications using the service.
See 9-9 for availability requirements.

The IDRP must support the RTO for the most critical application that
uses the Infrastructure Service.

The IDRP must be developed and certified by the Infrastructure Service
Owner and the executive sponsor (see 2-2.11, Executive Sponsors).

The IDRP must be maintained in the designated plan repository. The
availability to the repository must not be dependent on any one fagility.

Infrastructure Services must have contingency plans that address the
following: i

(1) Loss of capacity due to failures of underlying requirements
(power, cooling, facilities, servers, network, efc.).

(2) Loss of connectivity.
{3) Denial of Service attacks.
(4) Data corruption.

The IDRP must be exercised quarterly to insure DR infrastructure
services provide the same functionality as production.

Test activities and results are docurmented as part of the normal
change and configuration management services. ’

The IDRP must include essential personnel to support and validate recovery.
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13 Security Incident Management

13-1 Policy

Postal Service information resources must be protected against events that
may jeopardize information security by contaminating, damaging, or
destroying information resources. The Postal Service requires that all
information security incidents be immediately reported to CyberSafe
regardless of whether damage appears to have been incurred.

Security incident management topics addressed in this chapter include the
following:

a.  Information security incident identification.
b. Incident prevention, reporting, response, and containment.
¢.  CyberSafe incident process and activities,

All personnel must adhere to the incident prevention, reporting, and
containment standards to ensure adequate protection of Postal Setvice
information resources,

13-2 Information Security Incident Identification

November 2019

Information security incidents are events, whether suspected or proven,

~ deliberate or inadvertent, that threaten the integrity, availability, or

confidentiality of information resources. The reporting of incidents enables the
responsible organizations to review the security controls and procedures;
establish additicnal, appropriate corrective measures, if required; and reduce
the likelihood of recurrence. To protect the Postal Service computing
environment, the manager, Corporate Information Security Office (CISO),
may become involved at any point on any level for information security-related
incidents impacting the Postal Service.

Reportable incidents include, but are not limited to, the following:

a. Physical loss, theft, or unauthorized destruction of Postal Service
information resources (e.g., missing or damaged hardware, software, or
electronic media).

b.  Unauthorized disclosure, modification, misuse, or inappropriate
disposal of Postal Service information,
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Internal or external unauthorized access attempts to access information
or the facility where the information resides.

Unauthorized activity or transmissions using Postal Service information
resources.

Internal or external intrusions or interference with Postal Service
networks (e.g., denial-of-setvice attacks, unauthorized activity on
restricted systems, unauthorized modification or deletion of files, or
unauthorized attempts to control infermation resources).

Information resources with system software that is not patched to the
current level.

Information resources with virus protection software that is not patched
to the current level or is disabled.

Information resources with virus pattern recognition files that are not
current.

Sudden unavailability of files or data normally accessible.

Unexpected processes (e.d., e-mail transmissions) that start without
user input).

Files being modified when no changes in the files should have
occurred.

Files appearing, disappearing, or undergoing significant and
unexpected changes in size.

Systems displaying strange messages or mislabeled files or directories.

Systems becoming slow, unstable, or inaccessible (e.g., will not boot
properly).

Data altered or destroyed or access denied outside of normal business
procedures. '

Detection of unauthorized personnel in controlled information security
areas.

Security violation, suspicious actions, or suspicion or occurrence of
embezzlement or other fraudulent activities.

Suspected bribery, kickbacks, and conflicts of interest.

Revenue loss involving an information system.

Prohibited mass electronic mailings.

Potentially dangerous activities or conditions.

llegal activities.

Violation of Postal Service information security policies and procedures,
Identity theft.

Detection of unauthorized wireless access points.
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13-3 Incident Prevention, Reporting, Response, and
- Containment
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13-3.1 Incident Prevention
The following actions by Postal Service personnel can help prevent
information security incidents:

a.
b.

Display proper badge when in any Postal Service facility.

Be aware of your physical surroundings, including weaknesses in
physical security and the presence of any unauthorized visitor.

Use only approved computer hardware and software with the latest
patches installed.

Use updated virus protection software and pattern recognition files.

Do not download, install, or run a program unless you know it to be
authored by a person or company that you trust,

Use a perscnal firewall,

Use a strong password of at least eight characters composed of
upper- and lower-case alphabetic, numeric, and special characters.

Encrypt sensitive-enhanced and sensitive information physically
removed from a Postal Service facility.

Encrypt sensitive-enhanced and sensitive information in transit.

Back up data stored on local workstation and physically secure the
backup copies.

Be wary of unexpected attachments. Know the source of the
attachment before opening it. Remember that many viruses
originate from a familiar e-mail address.

Be wary of URLSs in e-mail or instant messages. A common social
engineering technique known as phishing uses misleading URLs to
entice users to visit malicious Web sites. URLs can link to
malicious content that, in some cases, may be executed without
your intervention.

Be wary of social engineering attempts to solicit sensitive-
enhanced or sensitive information {e.g., account numbers and
passwords).

Users of technology such as instant messaging and file-sharing
services should be careful of following links or running software
sent by other users, '
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1332 Incident Reporting

13-3.3

13-3.4

Information security incidents must be immediately reported to CyberSafe via
telephone at 1-800-USPS-HELP or via an e-mail to CyberSafe@usps.gov.
The CyberSafe telephone humber is a 24 X 7 hotline. Do not dismiss a
suspected incident or discount its seriousness.

In addition te CyberSafe, the following personnel may be notified, as
appropriate:

a.  Help Desk at 1-800-USPS-HELP or 1-800-877-7435.
Immediate supervisor or manager.

Local system administrator or local technical support.
Security control officer (SCO).

Inspection Service at 1-877-876-2455.

f. Office of the Inspector General {OIG) at 1-888-877-7644.

A PS Form 1360, Information Securily Incident Report, must be completed
and submitted to CyberSafe. An acceptable facsimile with the same
information required on the form may be submitted.

» 20 T

Incident Response

Information security situations and incidents must be handled in a way that
minimizes damage, reduces recovery time and costs, and mitigates the risks
to our customers and personnel. CyberSafe coordinates responses to
information security situations and incidents.

incident Containment

When an information security-related situation or incident is suspected or
discovered, personnel must take steps, as directed by CyberSafe, to protect
the information resource(s) at risk. Appropriate actions are the following:

a. Do not shut down or power off a system after a computer incident
occurs. All suspect systems and devices that are already powered
down should remain in that state.

b. Do not make any changes to the equipment or network in question
without direction from CyberSafe.

C. Do not discuss of e-mail anyone about the situation or incident
unless directed to do so by CyberSafe.

d.  Follow CyberSafe instructions with regard to options and strategies
for containment and recovery from the incident.

e. Close and lock doors to protect unaftended equipment.

f. Do not touch the keyboard. Take a photograph of the screen or
make a note of the information displayed before turning off the
computer monitor so the screen cannot be viewed.

g.  Challenge personnel without badges.

Supervisors or managers who suspect, discover, or are notified of a security-
related event must initiate the following response procedures to contain the
incident, protect the confidentiality and integrity of Postal Service information,
and ensure business continuity:
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a.  Notify CyberSafe for assistance to contain, eradicate, and recover
from the security incident.

b.  Notify the Inspection Service of a physical security incident.

c.  Document in a journal or log all conversations and actions taken
during the incident handling and response process and make this
log available to management personnel on request.

d.  Ensure personnel follow contingency plans for recovering from
disruptive incidents.

e.  Ensure the completion of a PS Form 1360.

13-3.5 Mass Data Compromise Plan
Implement a Mass Data Compromise Plan (MDCP) to provide a strategy for
addressing the dynamics of a critical incident. A critical incident is one that
threatens confidentiality, integrity or availability of Postal Service information
assets with high impact, high threat involving high risk and great vulnerability.
The MDCP defines the roles and responsibilities for critical incident response
team members, defines critical incident severity levels, outlines a process
flow for critical incident management, and includes methodologies for
conducting response activities.

13-4  CyberSafe Incident Process and Activities

1341  Preliminary CyberSafe Activities
The following preliminary activities can improve CyberSafe’s ability to
respond to information security incidents:

a.  Develop an incident response plan. Predetermine necessary actions
and responses to specific classes of incidents to facilitate making
decisions under pressure with minimal information.

b.  Implemant secure connections to make intrusion detection system
{IDS) policy changes and attack signature updates.

Verify automated responses from IDS.

Conduct penetration testing at times known only to personnel with a
need to know.

e.  Regularly review available information sources {e.g., advisories and
research findings) to maintain currency.

f. Notify management of potentially harmful events.
g.  Prioritize the severity of information security incidents.
h.  Document lessons learned to improve CyberSafe operations.
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CyberSafe Incident Process

Incident Categorization

Incidents must be categorized based on severity and associated response
times. The severity of the incident will determine the appropriate notification
process and escalation procedure. Incident severity levels and response
times are defined as follows (per the Postal Service CyberSafe severity code
procedures):

a.  Severity 1 — National Impact: Incidents with the greatest negative
impact on the Postal Service. Severity level 1 is assigned wheh an
incident has national impact or when multiple systems or sites are
down or seriously affected.

b.  Severity 2 Site Impact: Incidents impacting a major IT or field site or
local area network {LAN) segment.

c. Severity 3 — Customer Impact: Incidents impacting one or more
workstations, employees, contractors, or customers.

d.  Severity 4 — Minimal Impact: Incidents with minimal or no impact.

Processing Incidents Reports
CybherSafe is responsible for the following:

a.  Categorizing incidents.

b.  Protecting the confidentiality of information contained in the incident
report and subsequent information identified in the analysis.

c.  Ensuring legal issues, requirements, and restraints caused by criminal
and civil investigations are appropriated addressed.

d.  Logging and tracking security incident reports.

e.  Monitoring incidents to ensure appropriate response and immediate
resolution of security incidents.

f Engaging appropriate organizational resources (e.g., virus response
team, OIG, and Inspection Service}.

g.  Notifying the CPO and responsible functional VP (data steward) of any

suspected breaches involving sensitive or sensitive-enhanced
information.

h.  Evaluating and escalating incident reports requiring further action.

i Retaining incident reports, supporting evidence, and journals for 1 year
or for a time period determined by the OIG.

J- Providing Inspection Service and OIG access to all reported
information security incidents.

k.  Complying with federal sector security incident reporting requirements.

Incident Investigation

A member of the OIG-CCU team is co-resident with CyberSafe and
investigates, along with the Inspection Service, violations of state and
federal laws enacted to protect the authenticity, privacy, integrity, and
availability of electronically stored and transmitted information.
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Incident Analysis

CyberSafe analyzes security incidents and prepares reports summarizing
the causes, frequency, and damage assessments of information security
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13-4.2.4

13-4.25

13-4.2.6

incidents.

CyberSafe management analyzes CyberSafe reports to improve the
information security program and keep Postal Service executive
management apprised on the sfate of information security.

Incident Escalation
It may be necessary to escalate an individual incident up the management
chain based on the following criteria;

a.

Se ™o o0 o

Number of sites and systems under attack.

Type of data at risk.

Severity of the attack.

State of the attack.

Source or target of the attack.

Impact on the integrity of the infrastructure or cost of recovery.
Attack on a seemingly "secure” information resource.
Personnel awareness of the attack.

New attack method use.

Incident Closure

Before an incident is closed the incident must be categorized; the root
cause must be determined; damage must be assessed and reported to
management and one or more of the national CyberSafe if required; and
the incident’s closure confirmed with the initiator.
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14 Security Compliance and Monitoring

14-1 Policy

All Postal Service information resources are the property of the Postal
Service. The Postal Service has the legal right to monitor and audit the use
of its information resources as necessary for compliance with policies,
processes, procedures, and standards to ensure the appropriate use and
protection of Postal Service information resources.

The activities of all Postal Service personnel who use Postal Service
computing resources may be subject to audit or monitoring, and any detected
misuse of Postal Service computing resources may be subject to disciplinary
action up to and including removal, termination, and criminal prosecution.

Security topics addressed in this chapter include the following:
a. Compliance.

b.  Monitoring.

c.  Audits.

d. Confiscation and removal of information resources.

This monitoring policy does not apply to Postal Service customers who visit
the Postal Service Web site (i.e., no attempt is made to identify individual
customers or their usage habits). See the Postal Service Privacy Policy on
http:.//www.usps.com for additional information.

14-2 Compliance

224

The Postal Service exercises due care in ensuring all personnel and
contractors working on its behalf are in compliance with information security
policies and associated standards and procedures as defined by the Postal
Service. Additionally, the Postal Service monitors, reviews, and properly
mitigates all instances of noncompliance throughout the organization using
processes that include, but are not limited to, the following:

Regular testing of security systems and processes.

Vulnerability scans.

Inspections, reviews, and evaluations.
Monitoring.

Audits.

Confiscation and removal of information resources.

-~ o 8 0 T p

Information security compliance training.

«
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Security Compliance and Monitoring
The importance of compliance with government and industry regulations and
standards is to prevent data breaches, loss of reputation and customers, fines
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14-2.1

and lawsuits.

Regular Testing of Security Systems and Processes
Systems, processes, and custom software must be tested regularly because

hackers and others continually discover vulnerabilities introduced in new
software inadvertently by employees, contractors, and business partners.
How testing is conducted is described in Exhibit 14-2.1.

Security testing must replicate real world attacks to [1] determine the

effectiveness of preventive controls and if critical assets are exposed and [2]
to provide insight into the actual risk posture of the information resource and

highlight trends.
Exhibit 14-2.1

Regular Testing of Security Systems and Processes

Frequency

Testing Activities

Continuously

Monitor all network traffic and alert personnel to suspected
compromises using network intrusion-detection systems,
host-based intrusion detection systems, and intrusion
prevention systems.

Weekly

Use file integrity monitoring software to alert personnel when
files have been modified without authorization. Configure
software so it can compare files.

Quarterly

Use a wireless analyzer to identify all wireless devices in
use.

Scan for vulnerabilities in internal and external networks (or
when system components have been added, network
topology has changed, firewall rules have been modified, or
products have been updated).

Annually

Test security controls, limitations, network connections, and
restrictions to identify unauthorized access attempts.
Perform network-layer penetration testing (or when the
infrastructure has been upgraded or modified (i.e., the
operating system has been upgraded or a subnetwork or
Web server has been added).

Perform application-layer penetration testing (or when an
application has been modified) to understand the intricate
interactions and exploitable paths hidden in the code.

As Required

Whenever changes are made to the PCI environment.
Whenever the Hardening Standards Team requests a
hardening standards compliance check to ensure Postal
Service hardening standards are being implemented.

The risks associated with newly discovered vulnerabilities must be
documented and forwarded to the Corporate Information Security Office/
ISSO for inclusion into either the Risk Mitigation Plan for each system or Risk

Register.

14-3
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1422 Vulnerability Scans

14-2.3

The Corporate Information Security Office Information Systems Security
(CISO 1SS) conducts vulnerability scans on applications, infrastructure
components, and facilities. The vulnerability scan process identifies and
assigns a risk ranking to security vulnerabilities based on industry best
practices. For example, a “High” risk vulnerability will include a CVSS base
score of 4.0 and above, and/or a vendor-supplied patch missing that is
classified as “critical” and/or a vulnerability affecting a critical system
component. The executive sponsor is responsible for coordinating the
resolution of the vulnerabilities identified with the responsible organization
(e.g., the manager IT Computer Operations for operating system and
database software; the Business Relationship Management manager for
application software, efc.).

Inspections, Reviews, and Evaluations

Inspections, reviews, and evaluations must be conducted for information
resources and facilities to ensure compliance with Postal Service information
security policies. A process is in place to monitor internal control compliance
on an ongoing basis.

The CISO conducts inspections, reviews, and evaluations of information
resources:

a.  As part of the certification and accreditation (C&A) process.

b.  When informally or formally requested by the supervisor or manager of
an information resource.

c. Atthe discretion of the CISO or the VP IT Operations as necessary to
evaluate the security of information resources.

The Inspection Service and/or CISO conducts inspections, reviews, and
evaluations of Postal Service facilities.

14-2.4 Penetration Testing

The Corporate Information Security Office Cybersecurity Risk Penetration
Testers conduct penetration testing on applications, infrastructure
components, and facilities. Although USPS leaders and Information System
managers are expected to engage in scheduled penetration testing
engagements, such as those prescribed elsewhere within this document,
CISO Risk reserves the right to perform penetration testing as needed
throughout the organization.

Postal personnel are expected to provide assistance as directed by the
needs of the penetration testers in the course of their assessment activities.
to include disclosure of documentation and access to perform testing.
Engagements may be performed as needed at the direction of the CISO and
Cybersecurity Risk Managers to provide independent validation, assist in
investigations, and to help audit processes and procedures throughout The
Postal Service.
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14-3 Monitoring

Monitoring is used to improve security for Postal Service information
resources to ensure appropriate use of those resources and to protect
Postal Service resources from attack. Use of Postal Service information
resources consiitutes permission to monitor that use. Nenbusiness (i.e.,
personal) information may be viewed when monitoring Postal Service
information resources.

All personnel are advised that the information on Postal Service non-publicly
available information resources may be monitored and viewed by
appropriate, authorized personnel, regardless of privacy concerns. The
Postal Service reserves the right to do the following:

a.  Review the information contained in or traversing Postal Service
information resources,

b. Review the activities on such information resources.

¢.  Acton information discovered as a resuit of menitoring and disclose
this information to law enforcement and other organizations as deemed
appropriate by Postal Service personnel,
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Information Security

What Is Monitored

Monitoring of Postal Service information resources may include, but is not
limited to, the following:
Network traffic.

Application and data access.
Keystrokes and user commands.
E-mail and Internet usage.

Message and data content.

- o 2 0 T oD

Unauthorized access points.

User Agreement to Monitoring

Any use of Postal Service information resources constitutes consent to
monitoring activities that may be conducted whether or not a warning
banner is displayed. Users of Postal Service information resources:

a. Agree to comply with Postal Service policy concerning the use of
information resources.

b.  Acknowledge that their activities may be subject to monitoring.

c.  Acknowledge that any detected misuse of Postal Service
information resources may be subject to disciplinary action and
prosecution pursuant to the United States Criminal Code (Title 18
U.S.C. § 1030).

User Monitoring Notification

Where possible, users are notified by the display of an authorized Postal
Service warning banner (see Exhibit 14-3.3) that the information on Postal
Service networks and workstations may be monitored and viewed by
authorized personnel, regardless of privacy concerns.

The Postal Service-authorized warning banner must be displayed to users
prior to granting session access to Postal Service information resources and
be included in information security awareness training. The legal authority
and obligations as indicated in the warning banner will apply throughout the
entire session users have on the Postal Service information resources.
Applications that are single sign-on (SSO) or single log-on (SLO) compliant
are not required to display an additional warning banner page as long as the
executive sponsor can guarantee the user will see a warning banner at login
for the session. Applications that are not SSO or SLO compliant must display
a warning banner page.

Internal warning banners are not intended for display on Postal Service
externally facing Internet Web sites where the Postal Service Internet Privacy
Policy applies.

At a minimum, the warning banner must accomplish the following:

a. ldentify the computer system as a Postal Service computer system
protected by the United States Criminal Code.

b.  Provide notification of monitoring.

c. Be followed by a pause requiring manual intervention to continue.
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14-3.56

d.  Identify the information resource as a Postal Service information
resource and alert users that they have no expectation of privacy.

e.  Wam users that activities may be monitored and that unauthorized
access s prosecutable pursuant to the United States Criminal Code
(Title 18 U.S.C. § 1030).
Note: Deviations from the authorized standard warning banner are not
allowed unless approved in writing by the manager, CISO.

Exhibit 14-3.3
Authorized Standard Postal Service Warning Banner

WARNING! FOR OFFICIAL USE ONLY...

This is & U.S. Government computer system or mobile device
and is intended for official and other authorized use only.
Unauthorized access or use of this system or mobile device may
subject violators to administrative action, civil, andfor criminal
prosecution under the United States Criminal Code (Title 18
U.S.C. § 1030).

All information on this computer system or mobile device to
include GPS location services may be monitored, intercepted,
recorded, read, copied, captured, and disclosed by and to
authorized personnel for official purposes, including criminal
prosecution. You have no expectations of privacy using this
system or mobile device. Any authorized or unauthorized use of
this computer system or mobile device signifies consent to and
compliance with Postal Service policies and these terms.

| agree.

Requesting User Monitoring

Requests for monitoting network traffic, application and data access,
keystrokes and user commands, and e-mail and internet usage must be in
writing and directed to the manager, CISO.

Requests for monitoring message data content or Internet usage must be in
writing and directed to the chief privacy officer (CPO).

Approving User Monitoring

The manager, CISO, has the responsibility to authorize in writing monitoring
of scanning activities for network traffic, application and data access,
keystrokes and user commands, and e-mail and Infernet usage for Postal
Service infrastructure or information resources. Personnel (except the
Inspection Service and OIG) must receive authorization from the CISO prior
to conducting monitoring and scanning activities.

The CPO has the responsibility to authorize, in writing, requests for message
data content, or Internet usage monitoring. The Information Catalog Program
(ICP) Office is responsible for documenting and servicing the request.
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In case of threats to the Postal Service infrastructure, network, or operafions,
the manager, CISO, is authorized to fake appropriate action, which may
include viewing and/or disclosing data to protect Postal Service resources or
the nation’s communications infrastructure.

1436 Infrastructure Monitoring
The manager, CISO, is responsible for ensuring the security of the Postal
Service infrastructure through the following:

a.  Providing security incident detection through petimeter virus
scanning, intrusion-detection services, and security event
correlation tools.

b.  Performing network, Weh, host, application, and database
vulnerability analyses.

C. Performing data loss prevention analyses to prevent sensitive and
sensitive-enhanced information from leaving the protacted
environment.

d.  Performing data at rest searches for unprotected sensitive and
sensitive-enhanced informaiion.

e.  Monitoring the Postal Service infrastructure, investigating incidents,
and resolving or reassigning incidents immediately to the
appropriate group for action.

f. Monitoring system-level audit logging.

g.  Monitoring PCI service providers for compliance with the current
PCI DSS.

1437 Intrusion Detection
Intrusion-detection devices are implemented to monitor the infrastructure.
The use of all monitoring devices, except those used by the OIG, must be
approved by the manager, CISO ISS. Unauthorized installation and use of
monitoring devices are strictly prohibited.

14.38 Data Loss Protection Program
The Data Loss Protection (DLP) program was implemented to protect
sensitive and proprietary information entrusted to the Postal Service by its
employees, customers, contractors, and vendors (suppliers). The DLP
program supports Postal Service compliance with the Privacy Act, the PCI
industry, many state identity theft notification laws, the Gramm-Leach-Bliley
(GLB) Act, and the Sarbanes Oxley (SOX) Act. The software-based solution
uses business rules to analyze the contents of all outbound electronic
communications including email, web mail, file transfers, other web-based
(HTTP) messages to look for sensitive information. The current business
rules look for the existence of credit card numbers and social security
numbers being transmitted in clear text. When sensitive information is
found, the message Is flagged for further analysis by CISO.

1439 Continuous Monitoring Guidelines
To ensure compliance with information security policies, the Postal Service
must regularly assess its information security readiness and implement

230 Handbook AS-805



Security Compliance and Monitoring

14-4 Audits

solutions that mitigate vulnerabilities, misconfigurations, and prevent
unnecessary exposures by providing real-time visibility and control over
servers, desktops, laptops, notebooks, and other mobile devices.

Given that threats are constantly evolving, the Postal Service must monitor
critical assets more frequently so they can detect if something illegal or
unauthorized has occurred and respond quickly to minimize the damage.

The most important actions/assets to monitor continuously are the ones that
are most volatile (e.g., new versions of software and new hardware) and the
ones the attackers are exploiting. The Consensus Audit Guidelines (were
developed to address the continuous monitoring requirements delineated in
National Institute of Standards and Technology Special Publication 800-53,
Recommended Security Controls for Federal Informalion Systems and
Organizations.

The Consensus Audit Guidelines recommended frequencies for meeting the
requirement for continuous monitoring are:

a.  Testthe computing environment, including servers and
workstations, three times a day.

b.  Check for vulnerabilities at least once a week. -
c. Check configuration settings no less than once every 15 days,

For example, the Department of Homeland Security Continuous Diagnostics
and Mitigation program goal is to scan critical systems every 20 minutes (all
systems every 1 to 3 days), collect results, triage and analyze results, and fix
the worst problems first.

The Postal Service must understand the day-to-day operational status of
controls deployed and how those controls are standing up to cyber threats.

Areas of focus must be hardware and software asset management,
configuration settings, account and privilegé management, ports/protocols/
services for infrastructure devices, local computing environment events,
network and infrastructure events, and enclave events.
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i4-4.2

Conducting Audits

The OIG has ths authority to conduct audits, investigations, and evaluations
of Postal Service programs and operations to ensure the efficiency and
integrity of the Postal Service. The OIG coordinates investigative audits
through the manager, CISO. Audits associated with financials [e.g., year-end
audits and Sarbanes-Oxley Act (SOX) audits] are coordinated through the
S0OX Program Management Office.

Responding to Audits

Corporate management responsible for the audited information resource
must respond to internal and external audit findings and ensure that the
information resources under their control comply with Postal Service
information security policies and procedures.
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14.43 Audit Guidelines

The following critical information security controls identified in the CAG
represent the highest-priority defenses that the Postal Service should focus
on, based on the likelihood of real-world attacks:

a.  Inventory of authorized and unauthorized devices.
b.  Inventory of authorized and unauthorized software.

c.  Secure configurations for hardware and software on laptops,
workstations, and servers.

d.  Secure configurations for network devices including firewalls, routers,
and switches.

Boundary defense.
Maintenance, monitoring, and analysis of security audit logs.

Application software security.

T e o

Controlted use of administrative privileges.
Controlled access based on need to know.

i Continuous vulnerability assessment and remediation.
k.  Account monitoring and control.

Malware defenses.

Limitation and control of network ports, protocols, and services.
Wireless device control.

Data loss prevention.

Secure network engineering.

Penetration tests.

oo T o 7 3

Incident response capability.
Data recovery capability.

~wm

Security skills assessment and appropriate training to fill gaps.

14-5 Confiscation and Removal of Information Resources

232

The CISO, OIG, Inspection Service, or their designee may confiscate and
remove any information resource suspected to be the object of inappropriate
use or violation of Postal Service inforration security policies to preserve
evidence that might be used in forensic analysis of a security incident. The
CISO, OIG, Inspection Service, or their designee, as approptiate, must verify
that the chain of evidence (associated with the possession of the confiscated
information resource) is preserved and documented.
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1 Introduction: Corporate Information
Security

1-1  Purpose

The Postal Service™ is committed to creating and maintaining an
environment that protects Postal Service information resources from
accidental or intentional unauthorized use, modification, disclosure, or.
destruction. Information resources are strategic assets vital to the business
performance of the Postal Service. Refer to Exhibit 1-7 for examples of
information resources. Information resources are also protected by law and
governed by law. Handbook AS-805, Information Security, establishes an
organization-wide standardized framework of information security policies to
ensure the detection, prevention, response to, and investigation of
cybercrime incidents and misuse of Postal Service information technology
assets. Adherence to information security policies will safeguard the
integrity, confidentiality, and availability of Postal Service information and
protect the interests of its personnel, business partnars, and the public.

Adherence to information security policies enables compliance with
regulations to which the Postal Service is subject, including Sarbanes-Oxley
(SOX) and Payment Card Industry Data Security Standards (PCI-DSS). This
policy reflects standards and guidelines suggested by industry organizations
such as the Public Company Accounting Oversight Board (PCAOB},
American Institute of Certified Public Accountants (AICPA), Committee of
Sponsoring Organizations (COS0), and National Institute of Standards and
Technology {NIST).

Information security policy will ensure the creation and implementation of an
environment that: :
a. Protects information resources critical to the Postal Service,

b.  Protects information as mandated by federal faws, regulations,
directives, law enforcement and judicial processes, and industry
requirements,

o3 Protects the personal information and privacy of employees and
customers.

d.  Reinforces the reputation of the Postal Service as an institution
deserving of public trust.
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Information Security

Complies with due diligence standards for the protection of information
resources.
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1-2  Scope

Information Security
f. Assigns responsibilities to relevant Postal Service officers, executives,
managers, employees, contractors, partners, and vandors.

g. Reviews and revises Information security policies and procedures in
accordance with evelving security threats.

The following principles guide the development and implementation of Postal
Service information security policies and practices:

a. Information is:
L A critical asset that must be protected.
= Restricted to authorized personnel for authorized use.

b.  Information security is:
m  Cornerstone of maintaining public trust.
m A business issue - not a technology issue.
= Risk based and cost effective,
& Aligned with Postal Service priorities, industry-prudent

practices, government requirements, and federal laws.
Directed by policy but implemented by business owners.
= Everybody's business.

1-3 Policy

Information resources are strategic assets vital to the business performance
of the Postal Service. These strategic assets belong to the Postal Service as
an organization and not to any individual or group of individuals and must be
protected commensurate with their tangible value, legal and regulatory
requirements, and their critical role in the Postal Service's ability to conduct
its mission.

Information security applies to all information resources, organizations, and
personnel. Chapter 1 addresses the following:

a. Infrastructure components/systems.

b Information resources,

c Organizations and personnel.
d. Importance of compliance.

e Palicy exception and review.,

The Postél Service information security policies are grouped in the following
areas,

a.  Security roles and responsibilities.
[} Information designation and control,
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c.  Security risk management.
Acceptable use.

Personnel security,

Physical and environmental security.
Development and operations security.

@ ™ e o

Information security services.

Hardware and software security.

J. Corperate network security,

k.  Business continuity management.

l. Security incident management.

m.  Security compliance anhd monitoring.

Information about individuals that is collected and stored by information
resources is subject to the Privacy Act of 1974, as amended (Privacy Act).

The Privacy Act requires all federal agencies, including the Postal Service, to
adhere to a minimum set of standards for the collection and storage of
certain personal data and limits the disclosure of such Privacy Act
information. Agencies are required to establish appropriate administrative,
technical, and physical safeguards to protect Privacy Act data. Thase
safeguards ensure the integrity and confidentiality of information resources
containing Privacy Act data and pratect against unauthorized disclosure of
such data, which could result in substantial harm, embarrassment,
unfairness, or inconvenience to an individual.

1-4 SUpporting Documentation

The following handbooks, management instructions, and contract clauses
provide implementation policy and guidelines for this handbook:

a. Handbook AS-805-A, Information Resource Certification afid
Accreditation Process.

b.  Handbook AS-805-D, information Seburity Network Connectivity
Process.

C. Hahdbook AS-805-G, Information Security for Mail Processing
Equipment/Maif Handling Equipment (MPE/MHE).
d.  Handbook AS-805-H, Cloud Security.

e.  Management Instruction FM 640-2011-3, Payment Card Industry Data
Security Standard (PCI DSS).

f. Contract clauses 1-1, Privacy Protection, and 4-19, Information
Security Requirements in the Postal Service's Supplying Principles and
Practices.
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1-5 Policy Owner

The policy owner of this handbook Is the manager of the Corporate
Information Security Office.

1-6 Infrastructure Components/Systems

1-6.1

1-6.2

1-8,2.1

General

Infrastructure components/systems are the underlying foundation for
information resources and include cyber-based resourceas (e.9., network
hardware and software).

The infrastructure componentsfsystems are usually major groupings or
network segments that provide reusable and repeatable services for
application systems and are generally considered to be critical components/
systems of the Postal Service computing environmeant,

An infrastructure component/system typically does the following:

a.  The system is typically an underlying part of the Postal Service network
environment.

b.  The system does not provide a direct user interface and multiple user
functionality.

c.  The system provides reusable and repeatable services for multiple
applications.

d.  The system does not typically require periodic code changes or
customer acceptance testing, developer intervention or regular
upgrades.

External Technology Solutions
External technology solution types are categorized as follows:

a. Service-based contract solution.

'b. Hosted solution,

C. Cloud solution.

Service-Based Contract Solution

A service-based contract solution is required for a company that is providing
a service to the Postal Service such as financial services (Wells Fargo),
Licensee (NCOA Link, Stamp reseller), and Inter-Agency Agreements, A
service-based contract Is different from other external technology solutions in
that the service provider has custody of USPS data and is responsible for:

a. Protecting Postal Service data.

b.  All aspects of its security (e.g., physlcal, personnel, network,
application).

¢.  Mitigating and reporting incidents such as breaches.
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1-68.2.2

1-6.2.3

1-6.3

1-6.3.1

Hosted Solution

A hosted solution requires the business partner to host a separate instance
of an application for Postal Service use. The business partner typically owns
or leases the physical servers used in the solution and tha servers utilized for
Postal Service are not shared with anyone else. Data storage and backup
requires segregation through encryption and physical cr logical isolation/
separation based on data classification.

Cloud Solution

A cloud solution enables network access to a shared pool of configurable
virtualized computing resources (e.g., networks, servers, storage,
applications, and services) in which infarmation technology enabled
capabilities are delivered "as a service” to multiple customers using the same
computing resources. The cloud environment can be rapidly scaled up or
down and tailored to serve multiple consumers on demand with m|n|mal
management effort or service provider interaction.

Cloud solutions must not be confused with [1] hosted solutions that are” -
managed and maintained by the supplier and provide physical separation of
the hardware that is leased, purchased or isolated for the exclusive use of
Postal Service or [2] service-based contracts where the supplier takes
ownership and full responsibility for the security of the data. :
Data must not be viewed, processed, transmitted, or stored outside the
United States (including U.S. territories). See Handbook AS-805-H for
additional cloud security requirements.

4

External Technology Solution Security and Prlvacy
Assessments

Service-Based Contract Solution Security and Privacy
Assessment

To determine how the service provider will protect Postal Service data, all
service-based contract solutions must be evaluated by Corporate Information
Security (CIS0) and the Privacy Office to evaluate the service provider's
protection posture. This evaluation will inciude, but is not limited to a review
of the service provider's internal documentation as well any third-party
assessment documentation that can assist in verifying third-party control
implementation, such as, SO 27001, SOC2, PCI DSS, NIST/FedRAMP,

1-6.3.2Cloud and Hosted Solution Security and Privacy Assessment

To determine how the solution provider will protect Postal Service data:

a.  The offsite hosting letter must be reviewed and approved by CISO and
Privacy Office.

b.  All hosted and cloud solutions must complete the USPS Certification
and Accreditation process.

1633 Cloud Solution Security and Privacy Assessment

All cloud solutions collecting, transmitting, or storing sensitive or sensitive-
enhanced (including PlI, PCI, and law enforcement) data must complete and
maintain a current FedRAMP Authorization as guided by the AS 805H.
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Unless otherwise stated in the contract with the CSP, a security assessment
will be conducted using the Postal Service Certification and Accreditation
process. '
All cloud solutions regardless of sensitivity and criticality, will utilize the
Postal Service Certification and Accreditation process to evaluate the risk
regardless of the FedRAMP status. If the solution has been FedRAMP
gvaluated, CISO will assess that evaluation.

1-7 Information Resources

Exhibit 1-7

Information security policies apply to all information, in any form, related to
Postal Service business activities, employees, or customers that have been
created, acquired, or disseminated using Postal Service resources, brand, or
funding. Information security policies apply to all technologies associated
with the creation, collection, processing, storage, transmission, analysis, and
disposal of information. Information security policies also apply to all
information systems, infrastructure, applications, products, services,
telecommunications networks, computer-controlled mail processing
equipment, and related resources, which are sponsored by, operated on
behalf of, or developed for the benefit of the Postal Service.

Exhibit1-7 shows examples of information technologies and the information
thay contain that are collectively known as information resources.

Information resources may be refered to as technology solutions within the

Technical Sclutions Life Cycle (TSL.C).

Examples of Information Resources

Category

Description

Examples

Systems and
Equipment

All multi-user computers
and computer controlled
systems and their
components.

Data Processing

Automated Information Systems (AIS)
Process Control Computers

Process Control Systems

Embedded Computer Systems
Mainframe Computers

Minicomputers

Microcomputers

Microprocessors

Office Automation Systems
Stand-Alone, Shared Logic, or Shared Resource Systems™
Firmware

Servers

Kiosks

Intelligent Vending Machines
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Mail Processing All computer-controlled ® Bar Code Sorters
Equipment (MPE) | equipment and Flat Sorters ;
networks usecin Optical Character Readers
procassing, distributing, Data Gollection System
amnaczltransportmg the Routers and Switches

' Tray Management System
® Forwarding Control System
W MPE Support System

Category Description Examples

Single-User All computers and their m Personal Computers {PCs)
Computer components used by m Workstations

Equipment indivicuals, B Mobile Computing Devices
- Laptop Computers

~ Notebook Computers

— Tablet Devices

- Phablets

— Handheld Computers

— Smart Phones

~ Scanners

Hardware All major items of m Central Processing Units (CPUs)
eguipment ortheir ® Random Access Memory (RAM)
components associated » Hard Drives

with & computer system. | o nopvork Interface Cards

® Terminals

a Monitors

m Speskers

m Videc Display Terminals

® Projection Equipment

® Modems
® Printers
m Scanners
Software All programs, scripts, ® Operating Systems {O8)
applications, operating u Programs (Source and Object)
systems, HTML, and ® Applications
related resources. % Applets

a Macros, Scripts

m Database Management Systems
@ Custom Code

m Associsted Documentation

Data and All information or data m Text Files
Information stored in digital format, m Documents
or as a printed product of | Spreadsheets
data stored in digital

® Digital Images
format. g 9

® Electronic Mail

m Tables

m Databases

m Biometrics [nformation
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Products and

All objects, procesées.

m |nformation Delivery Services

Services functions, and - m E-Commerce Applications
' information delivered w Digital Certificate Services
by, for, or under the m Web Site Gontent
granfli of the Postal ® Managed Services
ervice.
Category Description Examples

Network Facillties

All communications
lines and associated
interconnected
communications
equipment.

Transition Lines

Terminal Equipment

Routers

Firewalls

Hubs

Switches

Local Area Networks (LANs}
Wide Area Networks (WANs)
Virtual Private Networks (VPNs)
Infrastructure

Internet

Intranet

Extranet

Telephone and Telephone Systems
Voice-Messaging Systems

Fax Machines
Videoconferencing Equipment
Wireless Communications

Media

All electronic and non-
electronic media used
for information
exchangse.

Magnetic Tapes
Magnetic or Optical Disks
Diskettes

USRB Devices

Hard-Copy Printouts

1-8 Organizations and Personnel

Information security policies apply to all Postal Service functional
organizations and personnel, Including Postal Service employees,
confractors, vendors, suppliers, business partners, and any other authorized
users of Postal Service information systems, applications, telecommunication
networks, data, and related resources, regardless of location. Information
security applies to the Office of the Inspector General and the Inspaction
Service except where statutory authority exempts them,

For the purposes of these policies, the above entities are collectively known
as personnel. This definition of “personnal” excludes customers whose only
access is through publicly available services, such as public Web sites of the
Postal Service.

These policies do not change thé rights or responsibilities of either
management or the unions pursuant to Articles 17 and 31 of the various
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coliective bargaining agreements or the National Labor Relations Act, as
amended, These revisions do not bar the unions from using their own
portable devices and media for processing information that is relevant for
collective bargaining and/or grievance procassing, inctuding information
provided by management pursuant to Articles 17 and 31 of the collective
bargaining agreement or the National Labor Relations Act. There is no
change to policy concerning restricted access to the Postal Service Intranet,

Note: For specific guidance regarding practices or actions not explicitly
covered by these palicies, contact the manager, Corporate Information
Security Office, priot to engaging in such activities.

1-9 Importance of Compliance

1-9.1

1-9.2

1-9.3

1-9.4

Maintaining Public Trust

The public entrusts vast amounts of information to the Postal Service every
day — information that the Postal Service is required by law and good
business practice to protect. Compliance with information security policies
will help protect information resources and enhance the reputation of the
Postal Service as deserving of public trust.

Continuing Business Operations

The Postal Service is committed to delivering superior customer service in
an Increasingly compatitive marketplace through the effective use of
technology, information, and automation. Compliance with information
security poficies will help ensure the continuous availability and integrity of
the technological infrastructure that is critical to the Postal Service's ability to
perform its mission.

Protecting Postal Service Investment

Fostal Service information resources represent a sizable financial investment
in technologies and in information that can never be replicated. These
information resources are of paramount importanée to the mission of the
Postal Service and to the country and must be protected.

Abiding by Federal Regulations
Postal Service information security policies are designed to respond to the
intent and spirit of government faws, regulations, and directives.
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1-10 Policy Exception and Review

10

1-10.1

1-10.2

Granting an Exception to the Policies

Any exception to the policies in this handbook must be based on a completed
risk assessment and documented in a risk acceptance letter approved by the
vice president, Information Technology, and the vice president of the function
business area. {Risk acceptance is defined in 4-6, Risk-Based Information
Security Framewaork, of this handbook). If the exception impacts sensitive or
sensitive-enhanced information, the Chief Privacy Officer (CPQ) must also
approve the exception. (Information categories and levels are defined in 3-2,
Information Designation and Categorization, of this handbook).

Policy Review _
Information security policy is reviewed on semiannual hasis and updated as
needed to reflect changes to business objectives, government, and Industry
requirements, and risks to the computing environment. A call for updates is
sent to applicable Postal Service organizations. Comments, suggestions, and
recommended changes are submitted to the Corporate Information Security
Office (CISO).

Organizations can submit suggestions and recommended changes to CISO
anytime throughout the year, as the need arises. All comments, suggestions,
and recommendad changss are reviewed by the CISO for possible inclusion
in information security policy documents.

The CISO responds to the submitter with a summary of the action to be
taken. Approved changes are packaged into a draft change document which
is then vetted with Postal Service organizations. The CISO reviews all
comments received from the vetting process against federal faws,
regulations, dirsctives, circulars, memoranda, and standards; industry
standards and best practices; and Postal Service business needs. The
finalized change document is submitted for signoff by the chief sacurity
officer and for publication on PolicyNet.
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2 Security Roles and Responsibilities

2-1 Policy

Information security is the individual and collective respensibility of all Postal
Service personnei, business partners, and other authorized users. Access to
information resources is based on an individual's roles and responsibilities.
Only authorized personnel are approved for access to Postal Service
information resources.

All information technology managers are responsible for securing the Postal
Service computing environment, which Includes information resources and
infrastructure, by implementing appropriate technicat and operational security
processes and practices that comply with Postal Service information security
policles.

All officers, business and line managers, and supervisors, regardless of
functional area, are responsible for implementing information security
policies. All officers and managers must ensure compliance with information
security policies by organizations and information resources under thelr
direction and provide the personnel, financial, and physical resources
required to appropriately protect information resources.

All Postal Service parsonnel are responsible for complymg with alf Postal
Service information security policies.

2-2 Consolidated Roles and Responsibilities

November 2019

2-2.1

Chief Information Officer and Executive Vice

President
The chief information officer (C1O) and executive vice president is
responsible for the following:

a.  Acting as the senior Information technology (IT) decision maker and
corporate change agent to securely integrate the key components of
business transformation: technology, processas, and people.

b.  Providing advice and assistance to senior managers on information
security policy and their compliance-based performance.

c. Promoting the implementaticn of an information security architecture to
mitigate information security-related risk,

d.  Promoting the protection of corporate informaticn resources across
Postal Service organizations and business partners.

11
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Information Segcurity
Together with the vice president of the functional business area (data
steward) and chief privacy officer (CPO), approving the removal of
portable slectronic devices or media containing sensitive-enhanced or
sensitive information from a Postal Service facility. If this responsibility
is delegated, notice to that effect must be writing. See 3-56.5.

222 Chief Postal Inspector
The chief postal inspector is responsible for the following:

a.

Establishing policies, procedures, standards, and requirements for
persorinel, physical, and environmental security.

Approving the identification of sensitive positions.

Conducting background investigations and granting personnel
clearances.

Conducting site security reviews, surveys, and investigations of
facilities containing Postal Service computer and telecommunications
equipment to evaluate all aspects of physical, environmental, and
personnel security.

Providing technical guidance on physical and environmental security
activities that support information security, such as controlled areas,
access lists, physical access contro! systems, and identification
badges; providing protection of workstations, portable devices, and
media containing sensitive-enhanced, sensitive, or critical information.,

Providing security consuitation and guidance during system,
application, and product development to assure that security concerns
are addressed and information and/or evidence that may be needed for
an investigation is retained by the information resource,

Assisting the manager, Corporate Information Security Office (C1S0),
with revlews, as appropriate.

Investigating reperted security incidents and violations.

Conducting revenueffinancial investigations including theft,
embezzlement, or fraudulent activity.

Providing physical protection and containment assistance and
investigating information security incidents as appropriate.
Funding CIS0Q investigative efforts outside of those normally required.

Managing, securing, scanning, and monitoring the Inspection Service's
network and information technology infrastructure.

Defining high-risk international destinations where personnel are
prohibited from traveling with their standard issue Postal Service
computers and communications equipment (including laptops,
notebook computers, external hard drives, mobile devices, Universal
Serial Bus (LJSB) devices, etc.)

Providing temporary equipment to use when traveling to high-risk
international destinations. ;
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223 Vice President, Information Technology
The vice president, Information Technology {IT), is responsible for the

following:

a.  Sponsoring information security and business continuity
management programs and ensuring that financial, personnel, and
physical resources are available for completing security and
business continuity tasks.

b.  Ensuring confidentiality, availability, and integrity of information
processed by IT applications.

c. Ensuring compliance with the information security certification and
accreditation processes.

d.  Togsther with the vice president of the functional business area,
accepting, In writing, residual risks of information resources under
their control. The VP IT may delegate this authority to the applicable
Business Relationship Management manager. If this authority is
delegated, notice to that effect must be in writing.

&.  Reporting to senior management on the status of an incident with a
major IT application.

f. Defining and documenting secure coding best practices.

224 Manager, Computer Operations
The manager of Computer Operations is responsible for the following:

a.  Sponsoring infermation security and business continuity
management programs and ensuring that financial, personnel, and
physical resources are available for completing security and
business continulity tasks.

b.  Ensuring confidentiality, availability, and integrity of information
processed at IT sites.

c. Ensuring the protection and secure implementation of the Postal
Service T infrastructure.

d.  Supporting the information security certification and accreditation .
processes. o

e.  Together with the vice president of the functional business. area
(data steward) and CPO, approving the removal of portable
electronic devices or media containing sensitive-enhanced or
sensitive information from an IT facility. (If this responsibility is
delegated, notice to that effect must be writing. See 3-5.5.)

f. Reporting to senior management on the status of an incident at a
major
IT facility.

d.  Reviswing and utilizing C&A documentation in the IT Artifacts
Library.

h,  Resolving identified vulnerabilities.
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225 Chief Information Security Officer
The chief information security officer (CISO} is responsible for the following:

a. Setting the overall strategic and operational direction of the Postal
Service information security program and the program's implementation
strategies,

b.

Engaging at any point on any level for issues related to information
security that impact the Postal Service,

Recommending members to the Executive Cyber Risk Committee
{ECRC).

Developing and disseminating information security policies,
processes, standards, and procedures.

Managing the certification and accreditation (C&A) process.

Providing guidance on application security, reviewing the C&A
documentation package, and accrediting sensitive-enhanced,
sensitive, and critical information resources developed for, endorsed
by, or operated on behalf of the Postal Service.

Managing the Network Change Raview Board {NCRB) process.
Authorizing temporary access to information resource services.

Conducting site security reviews or providing support to the Postal
Inspection Service during its site security reviews, as requested.

Praviding consulting suppeort for securing the network perimeter,
infrastructure, integrity controls, asset inventory, identification,
authentication, autherization, intrusion detection, penetration testing,
and audit logs and for information security architecture, technologies,
procedures, and controls.

Approving encryption technologies.

Providing leadership of the security initiatives for the Enterprise
Architecture Forum.

Developing and implementing a comprehensive information security
training and awareness program that is mandatory for all employees
at time of hire and annually thereafter. '

Serving as the central point of contact for all information security
issues and providing overall consultation and advice on information
security policies, processes, standards, procedures, requirements,
controls, setvices, and issues.

At least semlannually, assessing the adequacy of information
security policy and procass to reflect changes to business objectives
and the operating environment {(including technology infrastructure,
threats, vulnerabilities, and risks).

At least annually, assessing the adequacy of information security
controls and recommending changes as necessary.

Establishing evaluation criteria and recommending security
hardware, software, and audit tools.

Approving the establishment of shared accounts.
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8,

aa.

Ensuring compliance to information security policies and standards
through inspections, reviews, and evaluations.

Providing support to the Office of the Inspector General (OIG) and
the Inspection Service during the conduct of investigative activifies
concerning information security, the computing infrastructure, and -
network intrusions, as reguestad.

Providing suppott to the chief postal inspe'ctor during the conduct of
facility/site security reviews, as requested.

Escaiating security issues to executive management and
promulgating security Issues and recommended corrective actions
across the Postal Service.

' Authotizing monitoring and surveillance activities of information

resources.

Authorizing (in case of threats to the Postal Service infrastructure,
network, or operations) appropriate actions that may include viewing
and/or disclosing data to protect Postal Service resources or the
nation’s communications infrastructure.

Confiscating and removing any information resource suspected of
inappropriate use or violation of Postal Service information security.
pclicies to preserve evidence that might be used in forensic analysis
of a security incident. ' Cohe

Reviewing and approving information security policy for mail
processing equipment/mail-handling equipment (MPE/MHE}:

Providing guidance and program direction for security solutions, and
ensuring adherence of the solution to the existing policies.

2.2.6 Executive Cyber Risk Committee
The purpose of the Executive Cyber Risk Committee {ECRC) is to establish, communicate, and regularly
review the USPS cyber risk capacity and appetite and keep the Postmaster General abreast of cyber
risks that may impact the cyber network,

2.27Vice Presidents, Functional Business Areas
The vice presidents of Postal Service functional business areas are
responsible for the following:

a.

November 2019

-

Ensuring resources are available for completing information security
tasks.

Ensuring the security of all information resources within their
ctganization.

Together with the VP IT, accepting, in writing,'residual risks of
information resources under their control. The vice presidents of
functional business aregs may delegate this authority to the
applicable executive sponsor. If this authority is delegated, notice to
that effect must be in writing.

15
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Ensuring that contractual agreements require all suppliers,
contractors, vendors, and business partners under each VP's
purview to adhere to Postal Service information security policies,

Together with the CIO and CPO, approving the removal of portable
electronic devices or media containing sensitive-enhanced or
sensitive information from a Postal Service facility. (If this
responsibility is delegated, the delegation of responsibility must be’
writing.)

Oversea organizational compliance for reguiatory and external
requirements (SOX, PCI).

228 Vice President, Engineering

a, The vice president, Engineering Systems, is responsible for ensuring

the security of information resources used in support of the

MPEMHE environment, Including technology acquisition,

development, and maintenance.
Oversee organizational compliance for regulatory and external
requirements {SOX, PCI)

229 Vice President, Network Operations
The vice president, Network Operations, is responsible for the security of the
mail and information resources used in support of strategies and logistics.

2-2,10

Officers and Managers
All officers, businass and line managers, and supervisors, regardiess of
functional area, are respensible for the following:

a,

Implementing information security policies, ensuring compliance with
information security policies by organizations and information
rasources under their direction, and inveking user sanctions as
required.

tdentifying sensitive information positions in their organizations and
ensuring that personnel occupylng sensitive posltions hold the
appropriate level of clearance.

Managing access authorizations and documenting information
security responsibilities for all personnel under their supervision.

Ensuring all personnel under their supervision receive information
security training commensurate with their responsibilities upon hire
and annually thereafter, and maintaining auditable training records
when there isn't an automated system.

Ensuring all personnel under their supervision comply with Postal
Service Information security policies and procedures.

Including employee information security performance in performance
evaluations. '

Supervising information security responsibilities of their onsite
contractor persohnel.
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h.  Processing departing personnel appropriately and notifying the
appropriate system and database administrators when personnel no
longer require access to information resources.

l. Initiating a written request for message data content or Internet
usage monitoring and sending it to the CPO for approval.

. Approving or denying reguests, by personnel under their
supervision, for access to information resources beyond temporary
information resource services and reviewing those access
authorizations on a semiannual basis. '

k. Ensuring that all hardware and software are obtained in accordance
with official Postal Service processes.

l. Protecting information resocurces and ensuring their availability
through business continuity activities including plans, procedures, .
off-site backups, periodic testing, workarounds, and trammg/cross—
training essential and alternate personnel.

m.  Ensuring that personnel under their supervision who remove a
portable electronic device or media from a Postal Service facllity are
aware of their responsibility for its security and have a place to
secure the device or media when it is not being used.

n.  Ensuring compliance with Postal Service information security policy
and procedires.

0.  Reperting suspected information security incidents to CyberSafe
immediately, protecting information resources at risk during security
incidents, containing the incident, and following continuity plans for
disruptive incidents {see Chapter 13, Security Incident
Management).

2211 Executive Sponsors
Executive sponsors, as representatives of the vice president of the functional
business area, are the business managers with oversight (e.g., funding,
development, production, and maintenance) of the information resourcé and
are responsible for the follawing:

a.  Consulting with the CPO for determining mformatlon sensitivity and
Privacy Act applicability,

b. Ensuring & business impact assessment (BlA) is conducted to
daetermine the sensitivity and criticality of each information
resource under his or her control and to determine the potential
consequences of information resource unavailability.

. Providing resources to ensure that security requirements are
properly addressed and information resources are properly
protacted.

d.  Enhsuring completion of a site security review, if the faciiity hosts an
information resource designated as sensitive-enhanced, sensitive,
or critical.

e. Ensuring that contract personnel under their supervision comply
with Postal Service information security policies and procedures.
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Ensuring that all Information security requirements are included in
contracts and strategic alliances.

Ensuring compliance with and implementation of the Postal
Service privacy policy; data collection, retention, and destruction
policies, customer or employee privacy notices; and software
licensing.

Appointing, in writing, an information systems security
representative (I1SSR).

Ensuring completion of security-related activities throughout the
tnformation resource C&A life cycle.

Ensuring that information resources within their purview are
capable of enforcing appropriate levels of information security
services to ensure data integrity.

Preventing residual data from being exposed to unauthorized
users as information resources are released or realiocated.

Authorizing access to the information resources under their control
and reviewing those access authorizations on a semiannual basis.

Maintaining an accurate inventory of Postal Service information
rasources and coordinating hardware and software upgrades.

Ensuring appropriate funding for proposed business partner
connectivity, including costs associated with the continued support
for the life of the connection,

Initiating and complying with the network connectivity request
requirements and process as documented in the Information
Security Network Connectivity Process.

Notifying the NCRB when the business partner trading agreement
ends or when network connectivity is no longer required.

On a semlannual basis, reviewing and validating business partner
connectivity to the Postal Service intranet,

Funding application recovery (including but not limited to hardware/
software licenses required, continuity plan development, testing,
and maintenance) for applications.

If the VP functional business area delegated this authority to the
executive sponsor, the executive sponsor will work jointly with the
VP [T (or the Business Relationship Management manager if this
authority is delegated) to review the C&A documentation package,
accept the residual risk to an application, and approve the '
application for production or return the application to the applicable
life cycle phase for rework.

Reporting suspected information security incidents to CyberSafe
immediately, protecting information resources at risk during the
security incident, containing the incldent, and following continuity
plans for disruptive incidents,

Coordinating the resolution of identified vulnerabilities with the
appropriate 1T organization (s.g., Computer Operations, Business
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Relationship Management, Solutions Development and Support,
ete.),

2212 Functional System Coordinators

2-2.13

The functional system coordinator (FSC) role is an ad hoc activity assigned
by a data steward and is not a position or job function. An FSC has expert
knowledge of the information resource and is familiar with the people and
levels of access being requested. The FSC role may be required for all _
information resources registered in eAccess/ARIS. The FSC role is restricted
to authorized Postal Service employess and contractors.

An FSC is responsible for approving or denying a request based on the role
or access level requested. If access to an information system is requested,
the FSC is responsible for ensuring that the requestor has successfully
completed the appropriate background investigation or obtained the
appropriate clearance. The FSC has the last level of approval before a
request is sent to the log-on administrator to create the account, which wil}
then become active,

Business Relationship Management Portfolio

Managers (formerly Portfolio Managers)
Business Relationship Management portfolio managers are responsible for
the following:

a.  Supporting the executive sponsor in the development of .
information resources and the C&A process, Including the BIA, risk
assessment, and business continuity plans. -

b. If an ISSR has not been assigned by the executive sponsor,
appointing an ISSR to perform security-related activities.

c. Providing coordination and support to executive sponsors and
disaster recovery (DR) service providers for all matters relating to
business continuity planning.

d.  Reviewing the C&A documentation package and completing a risk
mitigation plan for risks identified as high or medium. If a
documented high or medium vulnerability will not be mitigated,
preparing and signing a Risk Acceptance Letter as part of the C&A
process.

€.  Business Relationship Management portfolic managers are
responsibie for the following: If the VP IT delegated this authority to
the Business Relationship Management portfolio manager, the
Business Relationship Management portfolio managers wiill work
jointly with the vice president of the functional business area (or
the executive sponsor, if this authority is delegated) to review the
C&A documentation package, accept the residual risk to an
information resource, and approve the information resource for
production or return the information resource to the applicable life-
cycle phase for rework.

f, Ensuring that the information resource is registered in
eAccess/ARIS.
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g.  Accepting personal accountability for adverse consequences if the
information resource was placed in production before the C&A
process was completed.. ‘

h.  Managing projects through their project managers who are
responsible for the following:

(1) Incorporating the appropriate security controls in all
information resources. .

(2) Developing and maintaining C&A documentation as
required. '

(3) Ensuring that the information resource is enterad in the
Enterprise Information Repository (EIR) and updated as
required.

(4) Filing C&A documentation in the IT Artifacts Library and
maintaining the hardcopies and electronic copies for the
appropriate retention pariods.

i. Notifying the NCRB when the business partner trading agreement
ends or when network connectivity is no longer required.

) On a semiannual basis, reviewing and validating business parther
connectivity to the Postal Service intranet.

k.  Completing along with their staff the annual C&A fraining.
I Resolving identified vulnerabilities.

2214 Managers of Information Technology Solution

Centers
The managers of Information Technology Soiution Centers are
responsible for the following:

a.  Sponsoring information security and business continuity
management programs and ensuring that financial, personnel,
and physical resources are available for completing security
and business continuity tasks.

b.  Ensuring confidentiality, availability, and integrity of data.

c.  Ensuring the protection and secure |mplementatlon of the
Postal Service IT infrastructure,

d.  Ensuring compliance with the information security C&A
processes,

e.  Together with the vice president of the functional business
area, accepting, in writing, residual risk of applications and
approving deployment.

f. Together with the vice prasident of the functional business
area, approving the removal of portable electronic devices or
media containing sensitive-enhanced or sensitive informa\tion
from a Postal Service facllity. (If this responsibility is
delegated, notice to that effect must be writing.)

g. Managing projects through their project managers who are
responsible for the following:
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(1) Incorporating the appropriate security controls in
all information resources,

(2) Developing C&A documentation as required.

{3) Ensuring that the information resource is entered
in the Enterprise Information Repository (EIR) and
updated as requirad.

(4)  Filing C&A docurnentation in the IT Artifacts
Library and maintaining the hardcopies and
electronic coples for the appropriate retention
periods.

h.  Notifying the NCRB when the business partner trading
agreement ends or when network connectivity is no longer
required,

i. On a semiannual basis, reviewing and validating business
partner connectivity to the Postal Service intranet. :

j. Functioning as the incident management team leader for their
facility.

k. Identifying and training key technical personnel to provide
support in business continuity planning for their facility,
information resources housed in thelr facility, and the alternate
DR facilities.

l Resclving identified vulnerabilities,

2215 Instailation Heads
Installation heads are in charge of Postal Service facilities or
organizations, such as areas, districts, Pest Offices, mail processing
facilities, parts depots, vehicle maintenance facilities, computer service
centers, or other installations. Installation heads are responsible for the
following: o

a.  Designating a security control officer (SCO} who is responsible for
personnel and physical security at that facility, including the
physical protection of computer systems, equipment, and
information located therein.

b.  Implementing physical and environmental security support for
information security, such as the protection of workstations,
portable devices, and media containing sensitive-enhanced,
sensitive, or critical information.

c.  Controlling physical access to the facility, including the
establishment and implementation of controlled areas, access lists,
physical access control systems, and identification badges.

d.  Funding bUiIding security equipment and security-related building
modifications,

e.  Maintaining an accurate inventory of Postal Service information
resources at their facilities and implementing appropriate hardware
security and configuration management.
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f. Maintaining and upgrading all security investigative equipment, as
necessary.

g.  Ensuring completion of a site security review, providing assistance
to the Inspection Service and CISO as required, and accepting site
residual risk.

h.  Ensuring that the Postal Service security policy, standards, and
procedures are followed in all activities related to information
resources (including procurement, development, and operation) at
their facility.

I, Ensuring that all employees who use or are associated with the
information resources in the facility are provided information
security tralning commansurate with their responsibilities and
taking appropriate action in response to employees who violate
established security policy or procedures.

j- Cooperating with the Inspection Service to ensure the physical
protection of the network infrastructure located at the facility,

k. Developing, maintaining, and testing:

(1)  Emergency Action Plans required for each facility to
ensure parsonnel are safely evacuated and provides for
the protection of the employees.

{2}  Incident Management Facility Recovery Plan required
~ for each major IT site.

{3) Workgroup Recovery Plan required for each business
function, '

{4) Disaster Recovery Plan (DRP) (business information
systems disaster) documents required for each critical
system that supports essential {core) business
functions.

i implementing and managing the following plans and team members:
(1) Emergency Action Plan.
{2) Incident Management Facility Recovery Plan,

(3)  Workgroup Recovery and "Beyond" Continuity of
Operations {COQOP} Plans.

(4 DRP {(business information systems disaster)
documents.

i. Reporting information security incidents to CyberSafe immediately,
containing the incident, following continuity plans for disruptive
incidents, and assessing damage causad by the incident.

j. Resolving identified vulnerabilities.

2216 Chief Privacy Officer
The CPQ is responsible for the following:

a.  Developing policy for defining information sensitivity and
determining informaticn sensitivity designations.
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b.  Providing guidance on privacy issues to ensure Postal Service
compiiance with the Privacy Act, the Freedom of Information Act,
Gramm-Leach-Bliley Act, and Children's Online Privacy Protection
Act, '

c.  Developing privacy compliance standards, customer or employee
privacy notices, and customer data collection standards, including
cookies and Web-transfer notifications.

d.  Developing appropriate data record retention, disposal, and
release procedures and standards.

€. Approving requests for message data content or Internet usage
monitoring. :

f. Consulting on and reviewing the BIA and approving the
determination of information sensitivity.

g.  Providing guidance throughout the investigation of a mass data
compromise relating to the privacy of customer and employee/
contractor personal information.

h. Developing communications to transmit to impacted parties to a
mass data compromise.

2217 Inspector General
The inspector general is responsible for the following:

a.  Conducting independent financial audits and evaluation of the .
operation of the Postal Service to ensure that its assets and
resources are fully protected.

b.  Preventing, detecting, and reporting fraud, waste, and program

abuse.

c.  Investigating computer intrusions and attacks against Postal
Service information resources per agreement with the Inspection
Service,

d.  Investigating the release or attempted release of malicicus code

onto Postal Service information resources,

e.  Investigating use of Postal Service information resources to attack
external networks.

f. Promating efficiency in the operation of the Postal Service.

g.  Funding CISO investigative efforts outside of those normally
required.

h.  The manager, Technical Crimes Unit (TCU), is responsible for the
following:

(1) Functioning as an ongoing liaison with CyberSafe.

(2)  Setving as a point ¢f contact between CyberSafe and law
enforcement agencies.

(3)  Conducting criminal investigations of attacks upon Postal
Searvice networks and computers.
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2218 Manager, Business Continuance Management
The manager, Business Continuance Management, is responsible for the
following:

a.
b.

).

k.

Protecting the health and safety of Postal Service employees.

Ensuring the continuity of business, expediting recovery from a
loss of a single critical system or a major disruption to business
functions.

Reviewing and assessing Business Continuity Management (BCM)
program plans.

Defining, planning, developing, implementing, managing, assuring
the testing and exercising, and monitoring for compliance of a
sustainable BCM program for the Postal Service.

Ensuring appropriate Business Continuity Plans (BCPs) are
developed, tested, and exercised for business functions and
information technology services.

Ensuring appropriate DRP documents are developed and business
information systems are tested for all critical and business
functions and services.

Certifying all DRP test and BCP exercise.

Developing and implementing lines of communication to the IT
organization about BCM matters.

Promoting BCM awareness and providing training for Postal
Service personnel.

Ensuring compliance with BCM and information security policies.
Establishing BCM policy and strategy.

2219 Manager, Telecommunications Services
The manager, Telecommunications Services (TS), is responsible for the

following:
a.

Implementing and maintaining operational information security
throughout the network infrastructure including timely security
patch management. Critical security patches for PCl-related
information resources must be installed within 30 days of release.

Recommending and deploying network hardware and software
based on the Postal Service security architecture.

Operational monitoring and tracking of all physical connections
between any component of the Postal Service telecommunications
infrastructure and any associated information resource not under
Postal Service control.

Implementing security controls and processes to safeguard the
availability and Integrity of the Postal Service intranet including
physical access to network infrastructure and the confidentiality of
sensitive-enhanced and sensitive information.

Implementing the network perimeter firewalls, demilitarized zones,
secure enclaves, and proxy servers,
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f.
g.

Designating TS representative(s) to the NCRB.

Ensuring secure and appropriate connectivity to the Postal Service
intranet.

Ensuring network services and protocols used by Postal Service
information resources provide the appropriate level of security for
the Postal Service intranet and the informaticn transmitted,

Implementing secure methods of remote access and appropriate
remote access controls.

Implementing two-factor authentication and the associated
infrastructure for network management.

Implementing only Postal Service-approved encryption technology.

Implementing appropriate network security administration and
managing accounts appropriately.

Maintaining the integrity of data and network infarmation
resources.

Supporting the implementation of approved security incident **
detection and prevention technologies (e.g., virus scanning,
intrusicn detection systems, and intrusion prevention systems)
throughout the perimater.

Maintaining an accurate inventory of Postal Service network
information resources,

Monitoring network security alerts and logs and providing network
security audit logs to the CISO ISS,

Ensuring that recovery plans and sufficient capacity are in place for
the recovery of the telecommunications infrastructure for the IT-
supported Postal Servics sites.

Identifying and training key technical personnel to provide support
in BCM for information resources housed in IT-supported Postal
Service sites.

Monitoring network traffic for anomalies, conducting perimeter
scanning for viruses, malicious code, and usage of nonstandard
network protocols, and immediately reporting suspected
information security incidents to CyberSafe.

Protecting information resources at risk during security incidents (if
feasible) and providing support for CyberSafe incident containment
and response.

Approving all wireless technology before any implementation
activities are inltiated.

Implementing and managing wireless local area network
connectivity,

Detecting unauthorized access points.
Resolving identified vulnerabilities.
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2220 Managers Responsible for Computing Operations
The managers responsible for computing operations are responsible for the
following:

a.

m.

Implementing information security policies, procedures, and
standards and ensuring compliance.

Coordinating and implementing standard platform configurations
based on the Postal Service security architecture.

Creating and maintaining a timely patch management process and
deploying patches to resources under their control, Critical security
patches for PCl-related information rescurces must be installed
within 30 days of release.

Maintaining an accurate inventory of Postal Service information
resources, tracking and reacting to security vulnerability alerts,
coordinating hardware and software upgrades, and maintaining
appropriate records.

Deploying and maintaining anti-virus software and recognition
patterns to scan for malicious code and usage of nonstandard
network protocols.

Supporting the C&A process for internally managed information
resources.

Ensuring that remote access is appropriately managed.

Implementing appropriate security administration and ensuring that
accounts are managed appropriately.

Maintaining the integrity of data and information resources and
ensuring the appropriate level of information resource availability.

Ensuring the installaticn of the authorized internal warning banner
(see Exhibit 14-3.3).

Disseminating security awareness and warning adviseries to local
users. :

Reporting suspected information security incidents to CyberSafe
immediately, protecting information resources at risk during security
incidents, implementing containment, and assisting in restoring
information resources followlng an attack.

Resolving identified vulnerabilities.

2221 Manager, Corporate Information Security Office

Information Systems Security
The manager, CISO ISS is responsible for the following:

a.
b.

Determining the requirements and standards for secure enclaves.

Assessing information resources to determine the need for
placement in a secure enclave,

Provide oversight for standard configurations and hardening
standards in collaboration with MPE/MHE System owners,
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a.

Approving twe-factor authentication (e.g., digital certificates, digital
signatures, biometrics, smart cards, and tokens) and the
asscciated infrastructure for network management.

Approving and managing intrusion detection systems and intrusion
pravention systems.

Approving, managing, and ensuring appropriate petimeter
penetration testing and network vulnerability scans and testing.

Providing support to the OIG during the conduct of investigative
activities concerning information security, the computing
infrastructures, and network intrusion as requested.

Approving the use of networking monitoring tools, except those
used by the OIG,

Providing support to the chief postal inspector during his or her
conduct of site security reviews as requested.

Conducting monitoring and surveillance activities.

Collecting, correlating, and reviewing all Postal Serwce securrty
audit log files and security alerts.

Reviewing information security policy and processes for
MPE/MHE,

Developing and maintaining an information security architecture
and coordinating a secure Postal Service computing infrastructure
by setting standards and developing the security processes and .
procedures,

Removing network connectivity from any computi ng device that

* does not meet the defined operating system and anti-virus

software and recognition pattern thresholds.

Managing the NCRB to control connectivity to the Postal Service
computing infrastructure,

Designating the chairperscn of the NCR8 and additional 1SS
representative(s} to the NCRB, as required.

Designating an information security policy and process program
manager who is responsible for establishing, documenting, and -
disseminating information security policies, standards, and
processes.

. The manager, NCRB is responsible for the following:

Ensuring connectivity requests are submitted in the established
format and sufficient in detaif to be evaluated properly.

Contacting the submitter or technical contact for any additional or
missing information.

Forwarding the approved connectivity request to the
implementation organizations.

Providing technical guidance throughout the network connectivity
process.
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Analyzing business cases and supporting documents for
connectivity requests. '

Evaluating connectivity requests and approving or rejecting them
based on existing policy and industry leading best practices.

Evaluating connectivity requests for Postal Service information
resource to secure enclave needs.

Assisting the submitter in identifying alternative solutions for
rejected requests that are acceptable to the submitter and
comply with the Postal Service standards.

Reviewing new informaticn resource, infrastructure, and network
connactions and their effects on overall Postal Service operations
and information security.

Ensuring all changes made for an emergency request are
annotated and submitted via the NCRB process as soon as work
is complete.

Enforcing standard connectivity and documentation criteria to
expedite approval of connectivity requests.

Determining criteria for standard connectivity that will allow for
preapproved requests.

Ensuring complianca with Postal Service information system
security policies and procedures, resources, and communications
standards.

Identifying and reporting unauthorized or non-compliant
connections in the Postal Service network to responsible parties.

Reviewing and monitoring business partner connectivity to
ensure appropriate responses in event of a breach

Taking ownership of the NCRB process through stages leading
up fo Telecom Implementation

Performing evaluation and endorsement of Google chrome
extensions.

"Conducting regular training of teams new or unfamiliar with

current NCRB policy and procedure.

The manager, CyberSafe is responsible for the following:

a.

Providing immediate and effective response not to be restricted
to including removal of malware Infected device, but also
implementing a recommended solution to the affected system
owner fo repair and restore functionality.

Working with an organization to contain, eradicate, document,
and recover following a computer security incident. Coordinating
with the stakeholders for incidents involving mail processing
equipment.

Engaging other Postal Service organizations mcludtng but not
limited to, the OIG and Inspection Service.

Escalating information security issues to executive management
as required,
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e,

Conducting a post-incident analysis, where appropriate, and
recommending preventive actions.

Maintaining a repository for documenting, analyzing, and tracking
Postal Service security incidents until they are closed.

Interfacing with other governmental agencies and private-sector
computer incident response centers.

Participating in and providing lesson-learned information from
information security incidents into ongoing information security
awareness and training programs.

Developing and documenting processes for incident reporting
and management.

Providing support to the OIG and the Inspection Service, as
requested.

Managing CyberSafe to help the Postal Service contain,
eradicate, document, and recover following a computer security
incident and return to a normal operating state. o

Managers, Help Desks

The managers, Help Desks, are responsible for the following:

a.

c.

Creating the entry for the problem tracking management system
for security incidents reported to the Help Desks.

Providing technical assistance for responding to suspected virus
incidents reported to the Help Desks.

Escalating unresolved suspected virus events to CyberSafe.

Contracting Officers and Contracting Officer

Representatives
Contracting officers and contracting officer representatives are responsible
for the following:

a.

Ensuring that information tachnology suppliers, contractors, vendors,
and business partners are contractually obligated to abide by Postal
Service information security policies, standards, and procedures. *~

Thoroughly vetting service providers for PCI services prior to
engagement that includes a risk analysis and documentation to
reflect due diligence to the PCI assessor.

Updating the PC] Program Management Office (PMO) with status
information on service providers for the PC| environment.

Verifying that information technology suppliers, vendors, and
business partners responsible for storing, processing, or transmitting
Postal Service payment card information complete an annual Letter
of Attestation providing an acknowledgement of their responsibility
for the security of payment card data, under the current PCI DSS.

Monitoring service provider PCl compliance at least annually.

Verifying that all contracts and business agreements requiring
access to Postal Service information resources identify sensitive
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positions, specify the clearance levels required for the work, and
address appropriate security requirements.

g. Verifying that contracts and business agreements allow monitoring
and auditing of any information resource project.

h. Ver%fying that the security provisioné of the contract and businass
agreements are met.

i. Confirming the employment status and clearance of all contractors
who request access to information resources.

i Verifying all account references, building access, and other
privileges are removed for contractor personnel when they are
transferred or terminaied.

k.  Notifying CyberSafe of any security breaches reported to them by
the service providers.

1, Directing the supplier to remedy cede that is identified by the
Executive Sponsor, IT Program Manager and CISO 1SS0 and taking
such contractual action as necessary to enforce contract
requirements,

11} In the case the CO/COR oversees a SOX relevant service
provider, inciuding PC Postage and/or meter vendors, the CO/COR is
responsible for the following:

n.Receiving a System Organization Controls 1 (S80C1) report type |l or
equivalent report (e.g. FedRAMP, S0OC2) if applicable, covering the
relevant services provided to the US Postal Service.

0. Communicating with compliance and finance groups, on the cadence
as requested by each team to discuss exceptions, issues and reporting

p.Complying with applicable regulations on the authorization to
manufacture and distribute postage evidencing systems. (See 39 CFR
Part 501).

g.  Inthe case a third party is a new Postage Evidencing System (PES)
provider to the US Postal Service, the party must adhere to the application
guidelines proposed in the USPS Postage Evidencing System (PES)
provider Applicant Onbearding Guide"

2224 General Counsel
The general counsel is rasponsible for the following:

a.  Ensuring that information technology contractors, vendors, and
business partners are contractually obligated to abide by Postal
Service information security policies, standards, and procedures,

b.  Ensuring that confracts and agreements allow monitoring-and
auditing of Postal Service information resource projects.
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Business

partners may request connectivity to Postal Service network

facilities for legitimate business needs. Business partners requesting or using
connectivity to Postal Service network facilties are responsible for the

following;
a.

Initiating a request for connectivity to the Postal Service executive
who sponsors the request.

Complying with Postal Service network connectivity request (see -
Handbook AS-805-D, Information Security Network Connectivity
Process) requirements and process,

Abiding by Postal Service information security policies regardleés
of where the systems are located or who operates them. This also
includas strategic alliances.

Protecting information resources at risk during security incidents, if
feasible.

Maintain Chain of Custody for information assets exposed during
security incidents, to track the movement of evidence through its
collection, safeguarding, and analysis lifecycle by documenting
each person whe handled the evidence, the dateftime it was
collected or transferred, and the purpose for the transfer. To
ensure the integrity of the evidence for post-incident review or law
enforcement involvement,

Reporting information security incidents immediately to CyberSafe,
the executive sponsor, and the information systems security officer
{ISSO) assigned to their project.

Taking action, as directed by CyberSafe, to eradicate the incident,
recover from it, and documant actions regarding the security
incident.

Allowing site security reviews by the Postal Inspection Service and
CISO,

Allowing audits by the OIG.

Remaediating deficiencies in their security posture as identified by
the CISO Risk team during the Third-Party Cybersecurity Risk
Assessments of contract requirements.

2226 Accreditor
The manager, CISQ, functions as the accreditor and is responsibie for the

following:
a.

Reviewing the risk mitigation plan and supporting C&A
documentation package together with business requirements and
relevant Postal Service issues.

Escalating security concerns or preparing and signing an
accreditation letter that makes one of the following
recommeandations: accepting the information resource with its
existing information security contrals, requiring additional security
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controls with a timeline to implement, or deferring deployment until
information security requirements can be met.

C. Forwarding the accreditation letter and C&A documentation
package to the Business Relationship Management manager and
executive sponsor.

Certifier

The manager, Security Cettification and Accreditation Process, wha is
appeinted by the manager, C1SO, functions as the certifier and is
responsible for the following:

a.
b.

Managing and providing guidance to the 1SSOs.
Reviewing the C&A evaluation repart and the supporting C&A

“documentation patkage.

Escalating security concerns or preparing and signing a
certification |etter,

Forwarding the certification letter and C8A documentation package
to the accreditor.

Maintaining an inventory of all information resources that have
completed the C&A process.

Security Control Officers

SCOs ensure the general security of the facilities to which they are
appointed, including the safety of on-duty personnel and the security of mail,
Postal Service funds, property, and records entrusted to them [see the
Administrative Support Manual (ASM) 271.3, Security Control Officers].
SCOs are responsible for the following:

a.

Establishing and maintaining overall physical and environmental
security at the facility, with technical guidance from the Inspection
Service,

Establishing controlled areas within the facility, where required, to

_ protect information resources designated as sensitive-enhanced,

sensitive, or critical.

Establishing and maintaining access control lists of people who are
authorized access to specific controlled areas within the facility.

Ensuring positive identification and control of all personnel and
visitors in the facility.

Ensuring the protection of servers, workstatlons, portable devices,
and information located at the facility.

Consutting on the facility COOP plans.

Conducting annual facility security raviews using the site security
syrvey provided by the Inspection Service,

Reporting suspected information security incidents to CyberSafe
and providing support for incident containment and response, as
requested.

Respending to physical security incidents and reporting physical
security incidents to the Inspection Service.
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Interfacing with CyberSafe, Inspection Service, CISO, or OIG, as
required. '

2220 Information Systems Security Representatives
ISSRs are appeinted in writing by the executive sponsors or the Business
Relationship Managament portfolic manager and are members of the
information resource development or integration teams. The role of the ISSR
can be performed in conjunction with other assigned duties. If an ISSR is not
assigned, the project manager assumes the role. ISSRs are responsibie for
the following:

a,

Providing support ta the executive sponsor and Business
Relationship Management portfalio manager, as required,

Promoting information security awareness on the project team,
Ensuring security controls and processes are implemented.

Notifying the executive sponsor, Business Relationship
Management portfolio manager, and 1ISSO of any additional
security risks or concerns that emerge during development or
acquisition of the information resource.

Peveloping or reviewing security-related documents required by
the C&A process as assigned by the executive sponsor or
Business Relationship Management portfolio manager.

Working with the 1SS0 to complete the eC&A artifacts in the eC&A
system and sending other required artifacts (e.9., TAD, operational
training, etc.) or their location (i.e., URL) to the ISSO.

2230 Information Systems Security Officers
ISSOs are responsible for the following:

a.
b.
o

Chalring the C&A team.,
Ensuring that a BIA is completed for each information resource. .

Ensuring that the responsible project manager records the sensifivity
and criticality designations in EIR,

Advising and consulting with executive sponsors, Business s
Relationship Management portfolio managers, and ISSRs during the
BIA process so they know the background for (1) baseline security
requirements that apply to all information rescurces and (2) the
security requirements necessary to protect an information resource
based on the resource's sensitivity and criticality dasignation.

Recommending security requirements to executive sponsors and
Business Relationship Management portfolic managers during the BIA
process, based on generally accepted industry practices and the risks
associated with the information resource.

Providing guidance on how information resources are vulnerable to
threats, what controls and countermeasures are appropriate, and the
C&A process.

Conducting site security reviews or helping the Inspection Service
conduct them,
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Reviewing the C&A documentation package.

Preparing and signing the C&A evaluation report and forwarding the
evaluation report and C&A documentation to the certifier.

Coordinate with the [T SOX pragram on matters pertaining to the C&A
documentation (i.e., Dataflow Mappings, Risk Acceptance Letters,
Disaster Recovery Plans) for SOX in-scope applicaticns,

2-2.31 Penetration Testers

Penetration Testing are responsible for petforming testing activities at the
direction of the C!SO and Cybersecurity Risk Management. Additionally, the
penetration testers shall complete the following:

a.

b.

Perform assessments using a variety of penetration testing tocls on
applications, infrastructure, and other information resources

Liaise on behalf of the CISO Risk Management to work with Business
Project Leaders and System owners to gather information in suppott of
penetration testing activities

Review findings discovered by penetration testing

Assist in planning and support of Red Team activities at the discretion of
the CISO Risk Management

Ensure that validation related activities are performed in support of
Vulnerability Remediation Management Team requirements

Informs the CISO Risk Management of any issues impeding progress
towards successful penetration testing engagements

Compile penetration testing reports for review by CISO Risk Management
Provide technical assistance and expertise to CISO pertaining to specific
vuinerabilities and findings within the enterprise.

2232 System and Network Administrators

System and network administrators are technical personnet who serve as
computer systems, network, server, and firewall administrators, whether the
system management function is centralized, distributed, subcontracted, or
outsourced. Systern and network administrators are responsible for the
following:

a.  Implementing information security policies and procedures for all
information resources under their control, and also for monitoring
the implementation for proper functioning of security mechanisms,

b.  Implementing appropriate platform security based on the platform
specific hardening standards for the information resources unger
their control. -

c. Complying with standard configuration settings, services,
protocols, and change control procedures.

d.  Applying approved patches and medifications in accordance with
policies and procedures established by the Postal Service.
Ensuring that security patches and bug fixes are kept current for
resources under their control.

e, Implementing appropriate security administration and ensuring that
log-on IDs aré unigue.
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f.

Setting up and managing accounts for information resources under
their control in accordance with policies and procedures
established by the Postal Service.

Disabling accounts of personnel whose employment has been
terminated, who have been transferred, or whose accounts have
been inactive for an extended period of time.

Making the final disposition (e.g., deletion) of the accounts and the
information stored under those accounts.

Managing sessions and authentication and implementing account
time-cuts.

Preventing residual data from being exposed to unautherized
users as information resources are released or reallocated,

Testing information resources to ensure security mechanisms are
functioning properly.

Tracking hardware and software vulnerabilities.

Maintaining an accurate inventory of Postal Service mformatlon
resources under their control.

Ensuring that audit and operational logs, as appropriate for the
specific platform, are implemented, monitored, protected from
unauthorized disclosure or modification, and are retained for the
time period specified by Postal Service security policy. .

Reviewing audit and operational logs and maintaining records of
the reviews, :

Identifying anomalies and possible internal and external attacks on
Postal Sarvice information resources. -

Reporting information security incidents and anomalies to their
manager and CyberSafe immediately upon detecting or receiving
notice of a security incident.

Protecting information resources at risk during security incidents,
assisting in the containment of security incidents as required, and
taking action as directed by CyberSafe,

Participating in follow-up calls with CyberSafe and fixing issues
identified following an incidant.

Ensuring that virus protection software and signature files are
updated and kept current for resources under their control.

Ensuring the availability of information resources by implementing
backup and recovery procedures,

Ensuring the compliance with Postal Service information security
policy and procedures.

Monitoring the implementation of network security mechanisms to
ensure that they are functioning properly and are in compliance
with established security policies.

Maintaining a record of all monitoring activities for information
resources under their control.
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Y.

Z,

Information Security
Assisting with periodic reviews, audits, troubleshooting, and
investigations, as requested.

Resolving identified vulnerabilities.

2233 Database Administrators
Database administrators (DBAs) are responsible for the following:

a.

Implementing appropriate database security based on the platform
specific hardening standards for the information resources under
their control,

Implementing information security policies and procedures for all
database platforms and monitoring the implementation of database
security mechanisms to ensure that they are functioning properly
and are in compliance with established policias.

Applying approved patches and modifications, In accordance with
policies and procedures established by the Postal Service.

Maintaining an accurate inventory of Postal Service Information
resources under their control.

Implementing appropriate database security administration and
ensuring that log-on 1Ds are unigue.

Setting up and managing acceunts for systems under their control
in accordance with policies and procedures established by the
Postal Service,

Disabling accounts of personnel that have been ferminated,
transferred, or have accounts that have been inactive for an
extended period of time.

Making the final disposition {e.g., deletion) of the accounts and the
information stored under those accounts.

Managing sessions and authentication and implementing account
time-outs.

Preventing residual data from exposure to unauthorized users as
information resources are released or reallocated.

Testing database software to ensurs that security mechanisms are
functioning properly.

Tracking database software vulnerabilities, and deploying
database security patches,

Ensuring database logs are turned on, logging appropriate
information, protected from unauthorized disclosure or
modification, and retained for the time period specified.

Reviewing database audit logs and maintaining records of log
reviews.

Assisting with periodic reviews, audits, troubleshooting, and
investigations, as requested,

Ensuring the availahility of databases by implementing database
backup and recovery procedures,
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q. Identifying anomalies and passible attacks on Postal Service
informaticn resources.

. Reporting information security incidents and anomalies to their
manager and CyberSafe immediately upon detecting or receiving
notice of a security incident.

8, Protecting information rescurces at risk during security incidents;
assisting in the containment of security incidents as required, and
taking action as directed by CyberSafe.

t. Resolving identified vulnerabilities,

2234  All Personnel
All personnel, including employees, suppliers, consultants, contractors,
business partnars, customers who access non-publicly available Postal
Service information resources (e.g., mainframes or the intarnal Postal
Service network), and other authorized users of Postal Service information
rasources are responsiole for the following:

a.  Complying with applicable laws, regulations, and Postal Service
information security policies, standards, and procedures.

b.  Displaying proper identification whila in any facility that provides
access to Postal Service information resources,

c.  Being aware of their physical surroundings, including weaknesses

in physical security and the presence of any autherized or.
uhauthorized visitor. :

d.  Protecting information resources, including workstations, portable
devices, information, and media.

e.  Always using their physical and technology electromechanical
access control identification badge or device to gain entrance to a
controlled area. '

f. Ensuring no one tailgates into a controlled area on their badge.

g.  Performing the security functions and duties associatad with their
job, including the safeguarding cf their log-on 1Ds and passwords.

h.  Changing their password immediately, if they suspect that the
password has been compromised.

i. Prohibiting any use of their accounts, log-on |Ds, passwords,
personal information numbers (PINs), and tokens by another
individual.

i- Taking immediate action to protect the information resources at risk
upon discovering a security deficiency or violation.

k.  Only using licensed and approved hardware and software.
l Protecting intellectual property.

m.  Complylng with Postal Service remote access information security
policies, including those for virtual private natworks, modern access,
dial-in access, secure telecommuting, and remote management and
maintenance.

n.  Complying with acceptable use policies,
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Maintaining an accurate inventory of information resources for
which they are responsible.

Protecting information resources against viruses and malicious
code.

Calling the appropriate Help Desk for technical assistance in
response to suspectad virus incidents.

Immediately reporting to CyberSafe via telephone or email and, as
appropriate, to their immediate supervisor, manager, or system
administrator, any suspected security incidents, including security
violations or suspicious actions, suspicion or occurrence of any
fraudulent activity; unauthorized disclosure, modification, misuse, or
inappropriate disposal of Postal Service information; and potentially
dangerous activities or conditions.

Taking action, as directed by CyberSafe, to protect against
information security incidents, to contain and eradicate them when
they occur, and to recover from them.

Documenting all conversations and actions regarding the security
incident and completing PS Form 1360, Information Security
Incident Report, or an acceptable facsimile.

If an individual removes a portable electronic device from a Postal
Service facility, he or she must do the following:

{1) If the device contains sensitive-enhanced or sensitive
information, request approval in writing from his or her
functional area vice president (data steward), CPO, and the
VP IT Operations or their designees,

(2) Protect the device and the data it contains,

{3) Keep the device within sight, secured with a cable lock, or
locked in a cabinet or closet.

{4) Do not check the device in baggage on an airplane, train, or
any other public transportation,

(6) If an individual must leave the device in his or her vehicle,
keep the device out of sight in a locked trunk. Never leave the
device in a vehicle overnight.

(6) Use Postal Service-approved encrypted flash drive or encrypt
sensitive-enhanced and sensitive data on the hard drive or
other removable media using WinZip or Encryption File
System (EFS).

Reporting any missing or stolen device or media immediately to his
or her manager, CyberSafe via e-mail to CyborSafo@tsps.gov, and

-to the local Inspection Service office. If the device has been stolen

somewhere other than Postal Service premises, report the theft to
the local police as well.

Complete all security training required by the Postal Service for their
specific role,
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Postal Service information resources must be protected from time of
collection to retirement, disposal, and destruction commensurate with their
tangible value, legal and regulatory requirements, and their critical role in the
Postal Service's ability to conduct its mission.

All personnei must implement the protection requirements for information
resources associated with information designation, categorization, and
protection (including labeling, handling, controlling access and retention,
protecting in fransit and in storage, disposal, and destruction).

The following roles are vital to the protection of Postal Service Information:

a.

The data owner is the executive with statutory and operational
authority or specified information and responsibility for overseeing its
generation, collection, processing, dissemination, disposal, and for
the business results from using the information. The ocwner is
responsible for ensuring that appropriate steps are taken to protect
the information and for the implementation of policies, guidelines,
and memorandums of understanding that define the appropriate use
of the information.

The data steward is the manager with responsibility for providing
business users with high-quality data that is easily accessible in a
consistent manner. Data stawardship focuses on tactical
coordination and implementation. Data stewards are responsible for
carrying out data usage and security policles determined by the data
owner or through enterprise data governance initiatives. Data
stewards provide agreed-upon data definitions and formats and
ensure that business users adhere to specified standards. They often
collaborate with data architects; business intelligence developers:
extraction, transformation, and load (ETL) designers; business data
owners; and others to uphold data consistency and data quality
metrics.

The data custodian is responsible for administrative and operational
control over the information and for granting access to the
information based on direction provided by the data steward.

Chapter 3 addresses the following:

a.

b
c.
d.
e

Information designation and categorization.

Determinaticn of the categorization of information resources.
Security requirements categeries.

Protection of Postal Service information and media.
Protection of non-Postal Sarvice information.
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The Postal Service must develop data security policies using a set of data
security standards, guidelines and requirements based on industry best
practices that reflect lavels of sensitivity further defined in this chapter
according to privacy, access, retention, dispesal, incident management,
disaster recovery, and configuration management, Data or information
designation, classification, and control is the process of sorting data or
information into groups based on sensitivity and/or criticality.

In essence, a classification system contains all data at a particular level of
criticality, or sensitivity. Classifications allow the organization to make rational
declsions about the value of data of a certain type. The Postal Service will
assign an appropriate degree of control for each type based on business
value. The assignment creates layered groups of control at different levels of
sensitivity and/or criticality.

The items in the group of highest priority are fully protected, while items of
lesser value will still be given some protection appropriate to their relative
status in the priority queue.

The term that is commonly used to describe the outcome of a classification
process is "defense in depth." Classlfication levels are implemented
hierarchically, each successive layer describes an increasingly rigorous
degree of control, which is required to ensure integrity. Every level
implements a well-defined set of rules that ensures that access is restricted
anly to those individuals who have been authorized. Establishing
classification tevels within an organization controls the resource allocation
process efficiently for compliance. The classification definitions allow the
Postal Service to make intelligent choices about how to protect three simple
groupings of data rather than an uncounted number, or ad-hoc division of
individual items. In conventional practice, these three groupings are labeled
“unclassified” {any item of data that has not recelved a classification as
defined by the USPIS as national security), "classified”, and "classified under
Executive Crder 13526 or the Atomic Energy Act’, as amendad.

3-2 Information Designation and Categorization

40

3-2.1

Information at the Postal Service is designated and categorized based on the
classification, sensitivity, and criticality of the information.

Potential Impact and Risk of Harm

All Postal Service personnel who have access to sensitive and sensitive
enhanced information have a duty and responsibility to safeguard and protect
the cenfidentiality and integrity of sensitive and sensitive-enhanced business
and personal Information against theft, unauthorized access, disclosure,
along with manipulation or misuse of Postal Service information.

Such actions could result in substantial harm to the Postal Service brand, its
business operations, financial operations and information systems, along with
embarrassment, inconvenience, or unfairness to any individual on whom
information is maintained. Examples of harm include loss of control or misuse
of information, damage to the trusted Postal Service brand, financial 3-2.4.1
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loss, fiscal damage, exposure to possible law suits, and other negative
impacts which adversely affect one or more individuals through fraud,

roanipulation or identity theft, or undermine the integrity of a system or

Exhibit 3-2.2

program.

3-2.2

Designation Categories and Levels

Exhibit 3-2.2 defines classification, sensitivity, and criticality deéignation
categories and levels.

Designation Categories and Levels

Designation
Category

Description

Levels

(In decreasing order of necessity to protect the
confidentiality, integrity, and availabifity of the
information)

Classification

Classlfication levels determine
the need to protect the
confidentiality and integrity of
information,

Classifled — Hardcopy or electronic information or material
that has been designated as classified pursuant to executive
order, status, or regulation and requires protection against
uhauthorized disclosure for reasons of national security;
Uneclassified — Hardcopy or electronic information or
materials that includes beth sensitive but unclassified and
non-gensitive which at a minimum must be safeguarded
against tampering, destruction or less.

Sensitivity Sensitivity determines the need | Sensitive-Enhanced Unclassified Information (hereafter
to protect the confidentiality and | referred to as Sensitive-Enhancad)
integrity of sensitive Sensitive Unclassified Information (hereafter referred to as
information. Sensitive) _
Non-sensitive Unclassified Information (hereafter referred to
as Non-sensitive)
Criticality Criticality reflects the need for Critical (High)

continucus avaifability of the
information.,

Critical (Mcderate)
Noncritical
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32.3 Sensitivity and Criticality Category Independence .
Sensitivity and criticality are independent designations. All Postal Service
information must be evaluated to determine both sensitivity and criticality.
Information with any sensitivity level may have any level of criticality level

and vice versa,

3-2.4
Information

3-2.4.1

Definitions of Classified, Sensitive, and Critical

Classified Information

Classified information is hardcopy or electronic information or material that
has been designated as classified pursuant to executive order, statue, or
regulation and requires protection against unauthorized disclosure for
reasons of national security. National security reasons includes national
defense, foreign relations of the United States, intelligence activities, atomic
weapons and special huclear material, crypto logic activities related to
natienal security, command and contro! of military forces, integral
components of weapon systems, or critical to direct fulfillment of military or 3-
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3-2.4.2

[Information Security
2.4.2 intelligence missions. Classified designations include Confidential,
Secret, ang Top Secret. Categories of classified information include
restricted data (RD), formerly restricted data {FRD), and national security
information (NSI).

Note: Classified information must never be entered inte any informaticn
resource that is {or may become) a part of or connected to the Postal
Service information technology infrastructure. See the Inspection Service
for appropriate policy handling for classified information,

Sensitive-Enhanced Information

Sensitive-enhanced Information is hardcopy or electronic infermation or
material that is not designated as classified but that warrants or requires
enhanced protection, Requirements to protect sensitive-enhanced
information are derived from law, regulation, the law enforcement and judicial
process, the payment card industry (PCl), and the Privacy Act. Types of
sensitive-enhanced information Include:

a. Law enforcement infarmation and court-restricted information,
including grand jury material, arrest records, and information about
ongoing investigations.

b.  PClprimary account number (PANY: i.e., full credit card number {16
characters).

c.  Personally identifiable information (PIl), i.e., information used to
distinguish or trace an individual's identity such as name, Social
Security number, driver license number, passport number, bank
routing with account number, date with place of birth, mother's
maiden name, biometric data, and any other information which is
linked or linkable to an individual.

d. Information about individuals {e.g., employees, contractors,
vendors, business partners, and customers) protected by law,
including medical information and wire or money transfers. -

a.  Information related to the protection of Postal Service restricted
financial information, trade secrets, proprietary information, and
emergency preparedness.

f. Communications protected by legal privilages (e.g., attorney-client
communications encompassing attorney opinlons based on client
supplied information) and documents constituting attorney work
products (created in reasonable anticipation of litigation).

- 3-2.43 Sensitive Information

Sensitive information is hardcopy or electronic information or material that is
not designated as classified or sensitive-enhanced but that warrants or
requires protection. Requirements to protect sensitive information are derived
from law, regulation, the Privacy Act, business needs, and the contracting
process. Types of sensitive information include:

4. Private information about individuals {e.g., employees, contractors,
vendors, business partners, and customers) including marital
status, age, birth date, race, and buying habits.
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b.  Confidential business information that does not warrant sensitive-
enhanced protection including trade secrets, proprietary
information, financial information, contractor bid or proposal
information, and source selection information.

¢.  Data susceptible to fraud including accounts payable, accounts
receivable, payroll, and travel reimbursement.

d.  Information illustrating or disclosing information resource protection
vulnerabilities, or threats against persons, systems, operations, or
facilities such as physical, technical or network/DMZ/enclave/
mainframe/server/workstation spacifics including security settings,
passwords, and audit logs.

3-244 Non-sensitive Information
Information that Is not designated as classified, sensitive-enhanced, or
sensitive information is by default designated as non-sensitive information.
An example is publicly available information. Even though information is
designated as non-sensitive information, it must still be protected (i.e.,
baseline requirements apply to all Postal Service information). Non-publicly
available information must nct be sent over the Internet unprotected (e.g.,
unencrypted).

3245 Critical (High) Information

Information is designated as criticai (high) information if its unavailability
would have a catastrophic adverse impact on the following:

Customer or employes life, safety, or health.
Payment o suppliers or employees.
Revenue collection,

Movement of mail,

Communications.

Legal or regulatory,

mo oo T

3246 Critical (Moderate) Information
Information is designated as critical (moderate).information if its unavailabiiity
would have a serious adverse impact on the following:

Customer or employee life, safety, ot haalth.
Payment to suppliers or employees.
Revenue collaction.

Movement of mail.

Communications. .

Legal or regulatory,

Infrastructure services.

@000 oTe

3-2.4.7  Noncritical Information

Information that is not designated as critical (high) or critical (moderate) is
by default designated as noncritical.
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3-3 Determination of the Categorization of Information
Resources

44

3-3.1

3-3.141

Business Impact Assessment

Business Impact Assessment {BIA) is the process of identifying the
consequences of current or proposed actions. The “impact” is the difference
between what would happen with the action and what would happan without
it. The Postal Service uses the following two types of impact assessments:

a. Internal.
b. External.

Internal Business Impact Assessment

The Internal Business Impact Assessment (BIA) is a process for determining
the categorization of Postal Service information resources. A BIA must be
completed for all information resources, whether the information resource is
developed in house, outsaurced or hosted in non-Postal Service facilities.
The BIA must be updated pericdically as required (every ong or three years
depending on its sensitivity designation), whenever a significant change is
made to the information resource, or whenever the certification and
accreditation (C&A) process is re-initiated,

The criteria for initiating a recertification are defined in Handbook AS-805-A,
Information Resource Certification and Accreditation (C&A) Process, 6-2.

Various stakeholders [e.g., management, operatichal personnel, and
information systems security officers {ISS0s)] need to be involved in the BIA
process. An information rasource may process several information typas.
Each information type is subject to security categorization. The stakehelders
must consider the consequences of unauthorized disclosure of sensitive-
enhanced or sensitive information with respect to violations of faderal policy
and law. The impact of the violations will depend in part on the penalties
associated with violation of the relevant statutes and policies. A ptivacy
impact assessment (PIA} is included in the BIA.

The impact level for an information resource will normally be the highest
impact level for the following security objectives associated with the
information types:

a,  Confidentiality — Preserving authorized restrictions on information
access and disclosure.

b. Integrity — Guarding against improper Information modification or
destruction.

¢.  Avallability — Ensuring timely and reliable access {o Information.

However in some cases, the sscurity category for a system may be higher
than any impact leval for any information type processed by the system.
Variations in sensitivity/criticality with respect to time may also need to be
factored Into the impact assessment process. Some information loses its
sensitivity in time {e.g., a Postal Service rate increase becomes non-sensitive
after it has been published). Scme applications are paiticularly critical at
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some point in time (e.g., the payroll application on the day for normal
processing).

3-3.1.2 External Assessments

3-3.1.3

332

Security provisions are carried out by the Cloud Service Provider (CSP). -
Postal Service data Is stored in a custom database schema designed by the
provider. The Postal Service does not manage or control the underlying
cloud infrastructure or individual applications, except for preference
selections and limited administrative application settings. The CSP must
ensure Postal Service data is protected from unauthorized access, use,
disclosure, disruption, modification or destruction to ensure integrity,
confidentiality, and availability. The CSP must comply with the current
version of the Payment Card Industry (PCI} Data Security Standard (DSS)
and the Information Supplement PCI/DSS Cloud Computing Guidelines. All
cloud solutions must demonstrate the ability to meet the Postal Service
security requirements.

The Postal Service requires external providers handiing Postal data and/or
information resources or operating systems to meet the same security
standards and requirements as internal users. The Postal Service must
ensure that privacy and security controls and safeguards are implemented
with maximum operational functionality to meet baseline privacy and security
requirements and employ risk mitigation strategies and assessments,

Cloud Computing impact Assessment.

The Consolidated Cloud Computing Impact Assessment (CCIA) is part of the
Cloud Computing Certification and Accreditation security evaluation and
assessment process. it is used to gather initial information on a cloud
solution operating on a FedRAMP certified infrastructure. Refer to Handbook
AS-805H, Cloud Computing, which includes responsibilities and instructions
for completing the questionnaire. In most cases, the Information Systems:
Security Officer (ISSO) along with the Informaticn systems security
representatives (ISSR} will complete the questionnaire secticn of this
document, '

The purpose of the Consolidated Cloud Computing Impact Assessment is to
identify the appropriate privacy and security requirements to protect Postal
Service information resources, organization, and personnel.

The Consolidated CCIA ensures that cloud systems processing or storing
custoemer or personnel information, or technologies that can ba used for
monitoring purposes adhete to Postal Service privacy requirements. Privacy
requirements are based on applicable privacy laws, such as the Privacy Act,
as well as privacy policies that the Postai Service has adcpted. Compliance
with privacy requirements is addressed in Section 4 of the Questiohnaire.

Aggregation

Some information may have little or no sensitivity in isolation but may have
high sensitivity in aggregate. In some cases, aggregation of large quantities
of a single information type can reveal patterns andfor plans, or facilitate
access to sensitive or critical systems, In other cases, aggregation of
information of several different and seemingly innocuous information types
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3-3.3

3-34

3-356

3-3.6

[nformation Security
can have similar effects. In general, the sensitivity of a given data element is
likely to be greater in context than in isolation (e.g., association of a bank
account number with the identity of an individual and/or institution).

The availability, routine operational employment, and sophistication of data
aggregation and inference tools are all increasing rapidly. If review reveals
increased sensitivity or criticality associated with information aggregates,
then the system categorization may need to be adjusted to a higher level
than would be indicated by the impact associated with any individual
information type. ‘

System Functionality

Compromise of some information types may have low impact in the context
of a system's primary function but may have much more significance when
viewed in the context of the potential impact of compromising:

a.  Other systems to which the system in question is connected, or
b.  Other systems which are dependent on that system'’s information.

Access control information for a system that processes only low-impact
information might initially be thought to have only fow-impact attributes,
However, if access to that system might result in some form of access to
other systems (e.g., over a network), the sensitivity and criticality attributes of
all systems to which such indirect access can result needs to be considered,

~ Similarly, some information may, in general, have low-sensitivity or criticality

attributes. However, that information may be used by other systems to
enable sensitive-enhanced, sensitive, or critical functions. Loss of data
integrity, availability, temporal context, or other context can have severs
consequences.

Critical National Infrastructure

Where the mission served by an information system, of the information that
the system processes affects the security of the critical national
infrastructure, the loss of confidentiality, integrity, or availability could result
in a higher designation.

Approving Information Resource Classification

and Categories of Information Processed

The determination of the sensitivity for each information resource and the
categories of information processed must be approved by the chief privacy
officer (CPO) or his or her designee through the BIA. The determination of
the criticality for each information resource must be approved by the
postmaster general and his senior executives. This process is facilitated by
the manager of Business Continuance Management or his or her designee.

Recording Information Resource Classification and

Categories of Information Processed

The sensitivity and criticality for each information resource and the categories
of information processad must be documented in the Enterprise information
Repository (EIR) and in the information security plan.
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3-4  Security Requirement Categories

Exhibit 3-4

The Postal Service uses several categories of security requirements to
protect information resources (see Exhibit 3-4).

A security requirement is a type or level of protection that must be
implemented to secure an information resource. A contrel consists of
safeguards designed to respond to a security requirement. A coritrol may
satisfy more than one requirement, or several controls may be needed to
satisfy a security requirement depending on the sensitivity and criticality of .
the information resource and its operating environment. If a requirement
cannot be addressed, compensating controls can be implemented to mitigate
the risk.

Security Requirement Categorles

Security Requirement
Category

Control(s)

Baseline

All information resources must implement controls sufficient to satisfy the baseline:
security requirements. Baseline security requirements have been established to
protect the Postal Service computing environment and infrastructure from intentional
or unintentiona! unautherized use, modification, disclosure, or destruction.

Sensitive-Enhanced,
Sensitive, PCI, Law
Enforeement, Critical
{High}, and Critical
(Maderate)

Additional security Is needed to adequately protect sensitive-enhansed, sensitive,
and critical Information resources. These requirements are based on the following:

m Sensltivity and criticality of the information resource.

¥ Federal legislation [e.g., the Gramm-Leach-Bliley Act, and the Children's Online
Privacy Protecticn Act,

® Faderal regulations (e.g., requirements for cryptegraphic modules).
m Federal directives (e.g., personal identity verification and critical infrastructure).

® Industry requiremants (e.g., all developers and service providers of PCl in-scope
applications must comply with the current PCI Data Security Standard).

Conditional

Requiremeants requested by the executive VP and CIO; VP IT Solutions; Director |T
Operations; manager, CISO; or the functional VP or requirements based on specific
criteria such as the development and operating erivironment.

Recommendsd

15508 may recommend additional security requirements dusing the BIA process to
better protect the information resource against threats and vulnerabilities,
Recommended security requiremants are based on generally accepted Industry
practices. The executive sponsor assumes the risks associated with not
implementing the recommended security requirements.

3-6 Protection of Postal Service Information and Media
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All Postal Service information must be properly handled and controlled, While
the focus of information security is on protecting sensitive-enhanced and
sensitive information which is driven by government regulation and industry
standards, the Postal Service must also protect non-publicly avaitable
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3-5.1

3-6.1.1

3-5.1.2

3-5.1.3

Information Security
information. Non-publicly available information must be protected by the
same controls as sensitive and sensitive-enhanced information, e.9.,
encryption. If there are questions concerning the appropriate security
controls to implement, consult with CISO.

The level of protection must be based on the information’s sensitivity and
criticality, e.g., full and partial social security numbers must only be used for
tax purposes and must not be used for identification purposes and must not
be printed on reports,

Labeling, retention, storage, encryption, release, and destruction of
information must comply with the Postal Service policies specified in this
section and in Handbook AS-353, Guide to Privacy, the Freedom of
information Act, and Records Management,

l.abeling of Inf_orm_ation, Media, and Devices

Electronic Media and Hardcopy Output

The Postal Service processes, stores, and transmits many types of sensitive
information. Appropriately labeling the media helps ensure that all recipients
of the material are aware that the information requires protection.

Nofte: If information with different levels of sensitivity is combined, the
total package must be protected at the sensitivity level of the information
that has the greatest sensitivity.

The following definitions apply within this section:

a.  Hardcopy Material - Printed material, including reports, emails,
briefings, manuals, guidance, letters, and memoranda.

b. Label— ARESTRICTED label may be internal or external as follows:

(1) Internal Label — A RESTRICTED marking within the confines of
the medium,

(2) Extemnal Label — A RESTRICTED marking on the outside of the
medium, or a cover,

c. Storage Media — Includes but is not limited t6 magnetic storage media
such as hard disk drives and disket{es; optical storage media such as
CDs and DVDs; solid-state storage media, including USB drives; and
hardcopy materials, including reports, emails, briefings, manuals,
guidance, letters, and memoranda.

Applications Processing

On applications processing sensitive-enhanced or sensitive information, the
following statement must be prominently displayed on the login/password
screen or the welcome screen: ‘Information within this application is
designated sensitive-enhanced (or sensitive) and should be properly
protected from unauthorized access or disclosure.” Additionally, the “Print
Screen” function can also result in hardcopy that must be legibly and durably
labeled as “RESTRICTED INFORMATION.”

Devices
All in-scope PCI devices must be labeled with owner, contact information,
and purpose.
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352 Controlling Access to Information
Access to information in hardcopy and digital form must be restricted to
authorized personne! as follows:

a.  To prevent unauthorized access to hardcopy and electronic media,
one of the following controls must be employed:

(1) Alocked desk or file cabinet.
(2}  Arcom with a key, combination, or electronic lock,
(3)  Anapproved media storage area or an area behind a guard.

b. To prevent unauthorized access to electronic files and databases,
access centrols must be employed. Access attempts granted and
refused are subject to audit.

c. Sensitive-enhanced and sensitive information must be protected
from unauthorized access and disclosure. Access must be
restricted to autharized personnel with a need to know. The
functional system coordinator (FSC), as an agent of the executive
sponsor (data steward), controls access based on role and level of
access requested.

d.  Metadata (i.e., data describing the structure, content, and context
of electronic information) must also be protected from unauthorized
“access and disclosure,

e.  Critical information must be protected from unautherized access
and destruction,

f. The PCI primary account number (PAN) must be masked whehn
displayed and/or printed {the first six or the last four digits are
the maximum digits that may be displayed or printed), such
that only personnel with a iegitimate business need for the
Information to perform their job (e.g., to process or manage
transactions or chargabacks) can see the full PAN,

g. PANs must be de-identified or removed from tables ﬂles
removable media, and audit logs.

h. Al personnel with authorization to handle and/or view cardholder
data must follow the PCI Data Security Standard (DSS)
requirements to protect this type of sensitive-enhanced data.

353 Retention and Storage of Information
The retention and storage of information must be controlled as follows:

a.  All Postal Service information must be retained in accordance with
legal retention requirements established by law (e.g., legal holds),
and also with operational retention requirements established by the
business owner with concurrence by the Postal Service Privacy
and Records Office, Legal, and the Inspection Service (see
Handbook AS-353).

b.  When the retention pericd or legal hold has expired, sensitive-
enhanced, sensitive, and critical information must be properly
destroyed as described in Disposal and Deastruction of Information
and Media. The process of removing expired information can be
automated or manual.
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Sensitive-enhanced, sensitive, and critical information should be
stored in a controlled area or a locked cabinet in accordance W|th
gstablished Postal Service policies and procedures.

PIl must not be stored or accessed on devices that are located
outside of the United States.

Sensitive-enhanced information must not be processed or stored in
a public cloud.

PC| and law enforcement information must be stored in an enclave.

Under no cirgumstances should non-publicly available information
be stored on a public Web site.

Nan-publicly available Postal Service information must be isolated
and stored separately from non-Postal Service Information (e.g.,
business partner and vendor information) unless required by law or
regulation. Non-publicly available Postal Service information and
nen-Postal Service information must be stored separately at Postal
Service facilities, non-Postal Service facilities, or at backup sites
unless required by law or regulation.

Payment cardholder information must not be copied or stored on
local hard drives or removable electronic media as the result of
accessing such data via remote access technologies.

Payment cardholder electronic media must be inventoried and the
inventory reconciled semiannually.

Cardholder data storage must be kept to a minimum and retention
time must be limited.

The following PCl authentication data must not be stored (e.g., log
files, history files, trace files, database contents, etc.) after
completing the payment fransaction under any circumstance:

(1)  The full contents of any track from the magnetic stripe
on the back of the card or contained in a chip on the
card,

{2)  The three-digit or four-digit card-validation code
printed on the front of the card or the signature panel
on the back of the card.

{3} PINs or the encrypted PIN blocks.

Temporary storage of PCl authentication data must be deleted ina
manner that makes the data unrecoverable.

PANs must be rendered unreadable anywhere they are stored by
one way hash, tfruncation, indexed tokens, or strong cryptography.

Retention of payment card data is dsfined in Handbook AS-353,
Guide to Privacy, the Freedom of Information Act, and Records
Management. A quarterly automatic or manual process must be
implemented for identifying and securely deleting cardholder data
that exceeds the defined retention requirement.

Program-level and project-level TSLC artifacts and compliance
records must be kept as long as the program/project is active and
must be purged 27 months after the program/project is retired.
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3-5.4

3-66

3-5.5.1

3-5.5.2

Encryption of information
Examples of conditions under which Postal Service information must be
encrypted include, but are not limited to, the following:

a. Sensitive-enhanced and sensitive information in transit across
networks.

b.  Sensitive-enhanced and sensitive data in transit between [1]an
application or batch server and a database server and [2] between
workstations and a database server. ‘

c. Sensitive-enhanced and sensitive information at rest including
information stored or archived on removable devices or media
including disks, diskettes, CDs, and USB storage devices.

d. Sensitive-enhanced and sensitive information that is stored off
Postal Service premises.

e.  PClinformation (encrypted throughout the life cycle).

f. Non-pubtficly available electronic information in transit or stored off
Postal Service premises,

g. For portable Public Key Infrastructure (PKI) backup media, see 9-
7.1 for encryption compliance methods.

Mandatory Requirements and Procedures for
Authorized Removal of Postal Service Non-
Publicly Available Information from Postal Serwce
or Business Partner Premises

Definition of Non-Publicly Available Information
Non-publicly available informaticn includes

a.  Sensitive-enhanced informaticn (see 3-2.4.2).
b.  Sensitive information (see 3-2.4.3).

C. Non-sensitive information that the Postal Service does not want to
disclose at this time.

Definition of Removal from Postal Service or Business Partner _
Premises

Removal from Postal Service or business partner premises includes:

a. Removal by remote access, with (or without) downloading or

forwarding.
b.  Removal by directed transmission through third-party services.

c. Removal from p'remises of digital copies stored on portable computers
or any type of media,

d. Removal from premises in hard-copy format.

@.  Printing off premises,

f. Sending a facsimile off premises,

g.  Contractor shredding or destruction off premises.
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h.  Information directly collected on behalf of the Postal Service by a

Business Partner or third-party service provider, e.g., an application
that is externally hosted with all data collected by the Business Partner.

i. Information sent to a Business Partner as part of a Service-Based
Contract,

3.5.5.3 Mandatory Requirements and Procedures for Authorized Removal
Of Electronic and Hard-copy Information
The removal authorization must be approved in eAccess/ARIS and a list of all
personnel with removal authorization must be available on request.

Before removal, the following approvals are required.
(1} Functional VP or designee (data steward).
{2) CPO or designee.
{3) ClO or ClO's designee (data custadian).

a.  All physical functions (e.g., pickup, acceptance, reception, transfer,
or delivery} related to removal of non-publicly available information
must be conducted by authorized personnel whose identity is
verified by a check of the Postal Service badge.

b. Two-factor authentication is required for electronic access or
removal.

c. Al non-publicly available electronic information that is accessed,
processed, or stored at non-Postal Service sites must be encrypted
and processed on either (1) Postal Service-owned hardware and
software (2) on business-partner-owned hardware and software
that meets. all of the following requirements:

(1}  Offsite Hosting Letter approved by.
(a) Functional VP or designee.
{b) Manager, CISO or designee.
{c) CIO or designee.

(2)  Written stipulation that it meets Postal Service
server hardaning and malicious code protection
standards.

{3)  Written consent to unannounced audits.

e All ACE-supported infrastructure components in use must be
connecied at least weekly over a secure link to the Postal Service
intranet to receive appropriate security patches and virus recognition
patterns.

Non-ACE-supported components must be appropriately patched and
have the latest virus recognitions patterns installed.

f. All non-publicly available electronic information must be encrypted as
follows:

(1)  All types of storage off Postal Service premises inciuding
mobile devices such as laptops and portable media.

{2)  All transmissions.

Handbook AS-805



Information Designation and Control

November 2019

3-6.6

3-5.6.1

3-56.2

3-57

3-58.7.1

g. . PCI cardholder information must not be stored off Postal Service
premises on any device or media, including: hard drives, USB thumb
drives, disks, PDAs, cell phones, or laptops.

h.  All Postal Service (and/or business-partner-ownead) electronic devices
and electronic media (including backups) containing non-publicly
available information and all hard copies must be effactively secured
against theft and/or unauthorized access (e.g., controlled areas, safes,
locked cabinets).

I All removals of non-publicly avaliable information must be concurrently
documented to ensure accountability in the life cycle management of
that information. All such data and all copies must be inventoried
annually and formally tracked (s.9., logbook, tape management system)
from creation to destruction. This inventory and tracking log must be

updated with each transfer/removal and be available for audit.

Release of Information _
The release of information must be accomplished in accordance with Postal
Service policies and procedures (see Handbook AS-353).

Sensitive-enhanced and sensitive information must be protected from .
unauthorized disclosure, whather formally or informally through
conversations, e-mail, voice, printing, facsimile, shredding, destruction, and
observed werkstation screens or whiteboards.

Releasing Information on Factory-Fresh or Degaussed Media
Before releasing information on electronic media outside the Postal Service,
the information. must be copied onto factory-fresh media (never used) or onto
media that was appropriately degaussed to prevent inadvertent release of
sensitive-enhanced and sensitive information.

Precautions Prior to Maintenance

To prevent inadvertent disclosure of sensitive-enhanced and sensitive
information, all hardware and electronic media being released for
maintenance outside of Postal Service facilities must, prior to release,
undergo data eradication according to approved Postal Service procedures.
If electronic media containing sensitive-enhanced and sensitive information: -
is released to a contractor or vendor for maintenance, the Postal Service
must have in place a legally binding contract regarding the secure handling
and storage of the data or media.

Handling Biohazard Contaminated Information
Resources

Sensitive-Enhanced and Sensitive Information

Any personnel handling bichazard contaminated Postal Service information
resources must follow the standards set forth by the Inspection Service for
handling contaminated devices. If the contaminated information resource
contains sensitive-enhanced and sensitive information, the Inspection
Service must be notified regarding the type of device, the classification of
data it contains (l.e., sensitive-enhanced or sensitive), and the Postal Service
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3-5.7.2

3573

358

3-5.8.1

Information Security
manager responsible for the device. Disposition of the contaminated
information resource must be recorded, including who took possession of the
device and the disposition expected for the resource,

Data Eradication on Contaminated Information Resources
Any Postal Service hardware or electronic media being released outside of
Postal Service facilities must, prior to release, undergo data eradication, if
possible, according to approved Postal Service procedures. Eradication
procedures may include the ability to eradicate data through remote
management of the information resource. If data eradication is not possible,
the Inspection Service must be advised and notification must be made to all
persons involved in the chain of possession of their responsibility for
nondisclosure of the information contained in the device. It is strongly
recommended that & memorandum of nondisclosure be signed by all
personnel involved in the chain of possession of the contaminated
information resource.

Reporting of Contaminated Information Resources

The Postal Service manager responsible for the contaminated device must
complete PS Form 1360, information Systems Security Incident Report, to
ensure appropriate security management notification of the status and
disposition of the information resource.

Disposal -and Destruction of Information and Media

Electronic Hardware and Media

To prevent inadvertent disclosure of sensitive-enhanced and sensitive
information, all electronic hardware and media must, prior to being
disposed of, undergo data eradication according to approved Postal
Service procedures. Unacceptable practices of erasure include a high-level
file erase or high-level formatting that only removes the address location of
the file. Acceptable methods of complete erasure include the following:

Zero-bit formatting

Degaussing

Physical destruction

Crypto Erasure or Crypto Shredding

oo T

The results from zero-bit formatting and degaussing must be periodically tested
to verify complete erasure.

Crypto Erasure or Crypto Shredding must follow validated processes to ensure
that cryptographic keys are protected from inadvertent deletion as well as ensure
that keys are delsted when the storage is to be erased.

Disposal contractors must have appropriate personnel clearances, physical
security of the facility, and procedures to store and handle the equipment and
media (that may contain sensitive-enhanced or sensitive information) before and
during disposal. Disposal contractors must be certified by the National
Assoclation of Information Destruction.

For locations associated with a District Office, computing equipment no longer
needed for current operations must be sent to the District Office for disposal
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through the USPS MDC Topeka in Topeka, Kansas (Address: 7215 S.W.
Topeka Bivd., Bldg. 7, Topeka, KS 66624-9998). For locations not associated
with a District Office, computing equipment no longer needed for current
operations must be sent directly to the USPS MDC Topeka.

Hardware device disposal must be recorded in a Postal Service asset
management system by the appropriate IT support organization.
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3-6.8.2

3-6.8.3

3-5.9

3-5.9.1

Data Residue
As resources are allocated to data objects or released from those data
objects (i.e., cbject reuse), information resources must have the capability to
enhsure that no accessible data is exposed to unauthorized users. Information
resources must:

a.  Have the capability to overwrite memory and storage that renders
the information unrecoverable to prevent disclosure of sensitive-
enhanced and sensitive information.

b. Restrict the capability to overwrite memory and storage to an
authorized user,

c.  Ensure that any previous information content of a resource is made
unavailable upon the re-allocation of the resource for usage.

d.  Ensure memory and storage allocated to processing sensitive-
enhanced and sensitive information, including PC| transactions, and
authorization data is cleared before reallocation.

Non-electronic Information .
Non-electronic informaticn designated as sensitive-enhanced or sensitive
must be destroyed by cross-cut shredding, pulping, or burning when no
longer needed if the information is not subject to a legal hold and the
retention period has expired.

Containars holding non-electronic information to be shredded must be
constructed with suitable materials and a lock to prevent unauthorized
access {e.g., a container similar to a mail collection box painted red).

Protection of Postal Service information during
International Travel

General Security Requirements While Traveling Outside of
the United States

The transfer of files via portable storage devices, compact disks, and other
file-sharing technology, exposes Postal Service systems to the possibility
that information may be intentionally or inadvertently obtained by non-Postal
Service personnel, or that malicious software may be transferred to Postal
Service systems. Therefore, use of portable media and access to networks
should be limited to only what is necessary for successful fulfillment of the
international Postal Service mission and must be encrypted.

Any loss of devices suspected compromise or unusual computer activity
must be reported to USPS CyberSafe CyberSafe@usps.gov before the
computer is again connected to the Postal Service network.
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3-5.10

3-56.10.1

3-5.10.2

Information Security
Postal Service computers and mobile devices must not be taken outside of
the United States on personal travel. Mobile devices are defined in 10-2.4
and 10-2.5.
Note: The Department of Homeland Security (DHS) may search, copy,

and/or retain laptops, PDAs, USB devices, and other digital devices without
cause at U.S. borders,

Substitution of Temporary Computer Equipment and
Communication Devices

For some high-risk international destinations, users on official Postal Service
business will be prohibited from traveling with their standard Issue computers
and mobile computing devices. In these instances, temporary equipment will
be provided for the international mission by IT and the device will be wiped
upon return.

Inclusion of Protection Requirements in Contracts

All Business Partners and Suppliers -
Information security and privacy requirements must be included in all
contracts involving Postal Service information.

The business partner or supplier must be compliant, at its own expense, with
current federal legislation, federal regulations, federal directives, and
industry requirements. To be enforceable, these requirements must be
included in the contract. The Postal Service organization developing the
requirements must either include them in the Statement of Work or work with
the Contracting Officer to ensure such requirements are in the coniract. The
Postal Service ot its designee may conduct audits of the business partner or
supplier system and associated processes to agsure compliance. In the
avent of noncompliance or a data breach, the business partner or supplier
accepts full responsibility for all fines, lawsuits, and investigation and
mitigation costs incurred by Postal Service resulting from such events.

Payment-Card Business Partners and Suppliers

Payment-card business partners and vendors must be compliant, at their own
expense, with the Payment Card Industry (PCI) Data Security Standard
(DSS), as amended or updated by the PCI Security Standards Council, and
applicable to the Vendor Merchant or Service Provider Level as defined by
the Visa Cardholder Information Security Program (CISP). The business
partner or vendor Is responsible for ensuring that its system performs each
payment transaction in compliance with PCI-DSS requirements.

The Posta! Service or its designee may conduct audits of the business
partner or supplier payment systems and associated processes to assure
PCI-DSS compliance. In the event of nancompliance or a data breach of the
payment system or associated processes, the business partner or supplier
accepts full responsibility for all fines, lawsuits, and investigation and
mitigation costs incurred by the Postal Service resulting from such events.
The business partner or supplier must accept these conditions in writing and
provide a Letter of Attestation annually acknowiedging their responsibility for
the security of payment card data stored, processed, or transmitted on behalf
of the Postal Service. :
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3-5.12

3-5.13

PCl applications and cardholder information must reside on a restricted
network segment or enclave on Postal Service premises, Cardhoider
information must not be stored off Postal Service premises on any device or
media including hard drives, USB thumb drives, disks, diskettes, PDAs, smart
phones, tablets, or laptops. Non-USPIS personnel may not send customer
cardholder data (other than the first six and last four digits) via any electronic
communication {including, but not limited to, email) for any reason,

regardless of whether a USPS-approved encryption solution is utilized.

All PCI PANs must reside in a PCI approved enclave. All PCl PANs
discovered outside the PCl enclave by the Data Loss Protection (DLP)
program will be handled as follows:

a.  The file will be moved to the DLP enclave and encrypted.

b A marker file will be put in its place.

c. The owner will be notified when an owner can be determined.

d The owner is responsible for remediation.

On the request of the OIG for forensics or the Privacy Office for notification of
the cardholder or the card provider, the file will be stored encrypted in the DLP
enclave until such time as the analysis or notification process is completed. At
which time the fils wit! be deleted.

Additional Pll Requirements
All Social Security Numbers discovered on Postal Service information
resources that are not encrypted by the Postal-approved encryption solution
will be handled as follows:

a.  The file will be moved to the DPL enclave and encrypted.
b. A marker file will be put in its place.

C. The owner will be notified when an owner can be determined.
d. The owner is responsible for remediation.

On the request of the OIG for forensics or the Privacy Office for notification of
the individual, the file will be stored encrypted in the DLP enclave until the
analysis or notification process is complete. At which time the file will be
deleted.

‘IT must use approved encryption methods that can be discovered by security

DLP tools.

Protection of Financial information

Applications that maintain inventories (e.g., supplies, merchandise, money
orders, stamps, equipment) or financial information (e.g., accounts payable,
accounts receivable) must implement appropriate controis to protect the
integrity of the inventory/financial information and the application processes
and to ensure individuals with access do not enrich themselves at the
axpense of the Postal Service. Possible controls that must be censidered ara
input validation, separation of duties, audit logging, data retention, analysis of
recipient addresses, check overprinting, control of check stock, and oversight
of the printing and distribution process.
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3-8 Protection of Non-Postal Service Information

36.1

3-6.2

Third-Party Information

Any information that does not belong to the Postal Service must be protected
in accordance with legal requirements or contractual agreements with a third
party except that when such requirements do not meet security standards for
comparable Postal Service information, the Postal Service must meet or
exceed its own standards.

National Security Classified Information

Classified information must never be entered into any information resource
that is (or may become) a part of or connected to the Postal Service
information technology infrastructure. See the Inspection Service for
appropriate policy handling for classified information.

3-7 Cyber Threat Information

&8

Threat is any circumstance or event (human, physical, or environmental) with
the potential to cause harm to an information resource in the form of
destruction, disclosure, adverse modification of data, andfor denial of service
by exploiting a vulnerability.

Cyber threats may include, but are not limited to, viruses, malware, Trojans,
exploits, phishing attempts, and insider threats.

The objective of sharing cyber threat information is to support the overall
CISO strategy and all information-sharing agreements, which must be
approved by CISO leadership. The agreements must be coordinated with
CISO units with a role in the collection, processing, storage, and protection of
threat information.

An insider threat is a malicious or unintentional threat to an organization
caused by the actions of a current or former employee, contractor, or business
partner. Insider threats result from personnel exceeding or misusing their
organizational access In a manner that affects the confidentiality, integrity,
availability, or physical welfare of an organization’s information, information
systems, or workforce.

The Postal Service Insider Threat Program (InTP) works closely with the
United States Postal Inspection Service (USPIS) and USPS Office of the
Inspector General (OIG) to prevent, detect, and escalate instances of insider
threat activity.

All threat information sharing must be managed within a Threat intelligence
Platform (TIP). The threat information-sharing process includes engaging in
ongoing communication with partners, consuming security alerts and
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indicators, organizing and storing information, and producing and publishing
informaticn for sharing with partners.

Threat information sharing must comply with Postal Service legal restrictions
on the type of information that may be shared, including the requirement that
shared threat information must not be attributable to the Postal Service.

Information types, such as Personally ldentifiable Information (Pll), classified
information, and Postal Service proprietary information, may not be shared
and must be protected. Adequate security and privacy controls must be
implemented to protect this information from unauthorized disclosure or
maodification.
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4 Security Risk Management

4-1

Policy

Risk assessments are required for all information resources, whether
developed and operated in house or by business partners to ensure cost
effective protection of information, applications, information resources, and
the continuity of business operations. Site security reviews are also required
for all facilities that house sensitive-enhanced, sensitive, or critical
information resources, regardless of where they are located. Based on the
results of risk assessments and site security reviews, managers must
develop (or acquire) and implement security measures to handle unexpected
events, avold unacceptable losses, and minimize the effect of emergencies
onh business operations. Chapter 4 addresses the following:

a. Types of risk management.

b. Information resource risk management.
c. Independent risk management.

d.  Site risk management.

All information resource risk management documentation must be treated as
“restricted information” delivered to and refained by the executive sponsor
with a copy to the Corporate Information Security Office to ensure all risk
mitigation declsions are consolidated and appropriately made for like risks
across Postal Service.

4-2 Types of Risk Management

4-3

60

The Postai Service implements the following three types of risk management
a. Information resource risk management.

b.  Independent risk management,

¢.  Site risk managemant.

Information Resource Risk Management

A risk assessment must be completed for all information resources. The risk
assessment must address the foliowing areas:

a. |dentify the assets at risk and their value to the organization.
b.  ldentify the threats.
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g.

|dentify the weaknesses and vulnerabilities.

Evaluate threats and vulnerabilitias to determine the risks that
threaten loss of value.

Identify possible safeguards (s.g., controls and countermeasures).

Analyze the costs and benefits of the safeguards in reducing the
risks.

Complete the information resource risk assessment repor.

The risk assessment must be completed in conjunction with system
development, Additional risks may be identified in each of the life-cycle
phases as development progresses through requirements definition, design,
coding, testing, and production. The risks must be re-assessed and the risk
assessment raport updated as follows;

a.
b.
c.

Every year for a payment card industry information resource.
After a significant audit finding.

Whenever the information resource experiences significant
enhancement or modification, Including changeas to the
infrastructure, operating system, or hardware platform.

After an information security incident that violates an explicit or
implied security policy and compromises the integrity, avanabmty,
or confidentiality of an information resource.

Every 2 years for sensitive-enhance, sensitive, critical high and
moderate, and externally facing information resources as part of
the recertification process unless an earlier re-assessment is
warranted.,

Every 3 years for non-sensitive and noncritical information
resources as part of the recertification process unless an earlier re-
assessment is warranted,

Risks categorized as high or medium must be mitigated by using a continuous
process that reduces risk by implementing cost-effective security measures.
The risk mitigation process consists of the following:

a.

Selecting the appropriate safeguards (or countermeasures) that will
reduce exposure 1o the risk.

Assigning a priority ranking to the implementation of the
safeguards.

Assigning financial and technical responsibility for implementing
the safeguards.

Implementing and documenting the safeguards.

Maintaining the continued effectivenass of the mitigation strategy
by reassessing the threats, vulnerabilities, effectiveness of the
safeguards, and the residual risk.

If the level of residual risk is not acceptable, then further safeguards and
security controls should be implemented to reduce exposure to acceptable
levels. The vice president of the functional business area Is responsible for
accepting (and the vice president, Information Technology Soluticns is
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responsible for acknowledging), in writing, the residual risks inherent with '
using that information resource or initiating steps to further mitigate the
residual risk.

All information resource risk management documentation must be treated as
“rpstricted information” delivered to and retained by the executive sponsor and
a copy sent to the Corporate Information Security Office.

4-4 Independent Risk Management

An independent information risk assessment may be required during the
business impact assessment process. Independent risk assessments are
conducted by organizations that are separate and distinct from those
responsible for the development and operation of the information resources.
(See Handbook AS-805-A, Information Resource Cerlification and
Accreditation Process, for the criteria for conducting an independent risk
assessment,)

4-5 Site Risk Management

A site security review must be performed for gach site hosting sensitive-
enhanced, sensitive, or critical information resources and may be required for
business partner and vendor sites requesting connectivity to the Postal
Service intranet to

a. ldentify the location of the facility and structure-specific strengths
and weaknesses,

b. Identify the sensitive-enhanced, sensitive, and critical information
resources hosted by that facility.

C. Identify the threat events that could oceur, including physical
threats (e.g., power failure, fire, building collapse, water damage
from plumbing failure and roof leak); environmental threats (e.g.,
earthguake, flooding, tornadoes, lightning, and sink hole); and
human threats {e.g., union lockouts, riot, disgruntled employee or
customer, and armed theft).

d.  Evaluate threats and vulnerabilities to determine the frequency and
amount of harm that could possibly ocour as a result of a physical,
environmental, or human event.

e. Identify possible additional administrative, technical, and physical
security safeguards.

f. Analyze the costs and benefits of the safeguards in reducing the
risks.

A site security review is conducted at the following times:
a.  Before a new site hecomes cperational.
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b, After 3|gn|f|cant changes at the site, inciuding mgnn’cant changes in
information resources located there.

c. Every 3 years, unless an earlier site security review is warranted.

Risks categorized as high must be mitigated by using a continuous process
that reduces risk by implementing cost-effective security measures, The risk
mitigation process consgists of the following:

a.  Selecting the appropriate safeguards (or countermeasures) that will -
reduce exposure to the risk.

b.  Assigning a priority ranking to the implementétion of the safeguards.

c.  Assigning financial and technical responsibility for implementing the
safeguards,

d. Implementing and documenting the safeguards.

e.  Maintaining the continued effectiveness of the mitigation strategy by
reassessing the threats, vulnerabilities, effectiveness of the safeguards,
and the residual risk.

if the level of residual risk is not acceptable, then further safeguards and
security controls should be implemegnted to reduce exposure to acceptable
levels. The installation head is responsible for acknowledging and acceptmg
the residual site risk.

The site security review will be performed by the manager CISO and the
Chief Inspector or their designees. All site risk management documentatlon' i
must be treated as “restricted information” and delivered to and retained by
the Inspection Service and the appropriate installation head.

4-6 Risk-Based Information Security Framework

November 2019

The risk-based information security framework [1] allows traceability from the
highest-level strategic goals and objectives of the Postal Service, through
specific mission/business protection needs, down to specific information
security solutions and [2] incorporates information security requirements from
legislation, directives, policies, regulations, standards, and guidance.

A risk-based strategy gives vice presidents of functional business areas,
executive sponsors, and Business Relationship Management portfolio
managers the opportunity to make informed risk-based decisions in dynamic
operating environments-—decisions based on trade-offs between fulfilling
business functions and managing the many types and sources of risk that
must be considered. Information security risks must be aligned with business
risks to accurately gauge the effectiveness of information security controls,

The following key elements are required to effectively manage information
security risks for the Postal Service:

] Assignment of risk management responsibilities to vice presidents of
functional business areas, executive sponsors, and Business
Relationship Management portfolic managers.
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Recognition and acceptance of the information security risks to Postal
Service information resources, individuals, and other organizations
{e.g., business partners, vendors, customers) arising from the
operation and use of information systems,

Establishing the tolerance for risk and communicating the risk tolerance
throughout the Postal Service, including guidance on how risk tolerance
impacts ongoing decision-making activities and the overall security
stance of the Postal Service, not just to a specific information resource,
process, or organization.

Accountability by vice presidents of functional business areas,
executive sponsors, and Business Relationship Management portfolio
managers for thelr risk management decisions.
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5 Acceptable Use

5-1 Policy

Postal Service information resources must be used in an approved, ethicai,
and lawful manner to avoid loss or damage to Postal Service operations,
image, or financial interests and are used to comply with official policies and
procedures on acceptable use. Personnel must contact the manager,
Corporate Information Security Office, prior to engaging in any activities not
explicitly covered by the following policies:

a. Personal use of government office equipment including information
technology.

Electronic mail and messaging.
Internet,

Prohibited uses of information resources.

®» o o T

Protection of sensitive personal and Postal Service information,

All Postal systems (on premisa, hosted, cloud) must display or provide
a link to notify users of the Postal Service terms of use and privacy
notice.

5-2 Personal Use of Government Office Equipment
Including Information Technology

Navember 2019

Management at each Postal Service facility may permit empioyees to make
limited personal use of Postal Servica office equipment, including information
technology equipment, provided such use does not reduce or otherwise
adversely affect the employee's productivity during work hours, does not
interfere with the mission or operations of the Postal Service, and does not
violate the Standards of Ethical Conduct,

The office equipment governed by this policy includes, but is not limited to,
perscnal computers; personal digital assistants (including Blackberries);
peripherals, such as printers and modems; computer software (including
Web browsers); telephones; cell phones; smart phones; tablets: smart
watches; facsimite machines; photocopiers; scanners: label writers:
consumable office products; office supplies; removable media; library
resources; Internet connectivity, remote-access technologies (e.g., VPN);
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and e-mail. Use of Postal Service information resources constitutes
permission to monitor that use.

Limited personal use of Postal Service office equipment, including
information technology, means occasional use that meets the following
criteria;
a. Is of limited duration, length, or size, and does not interfere with
employees' official duties or the transaction of official Postal
Service business.

b.  Results in only minimal, if any, additional expense to the Postal
Service of minimal wear and tear on Postal Service office
equipment; uses a small amount of data storage; has only a small-
to-moderate transmission impact; or requires only small amounts of
consumable office products (e.g., ink, paper, toner, and computer
memory).

Some examples of limited personal use are.
a. Making a few photocopies.
b, Make occasional, brief telephone calls that result in little or no cost.

c.  Sending an occasional facsimile of a few pages.Sending a brief
personal email message that contains only text (no urls, files, or images
attached).

d.  Doing a brief Internet ssarch.

Limited personal use of Postal Service office equipment, including
Information technology, must not:

a. Reduce employee productivity or interfere with official Postal Service
business {e.g., congest, delay, or disrupt any Postal Service system or
aquipment). :

b.  Be for the purpose of maintaining or promoting a personal or private
business. '

C. Be for the purpose of posting unauthorized commercial or advertising
materials.

d.  Be for any illegal purposs, including, but not limited to, gaining
unauthorized access to other systems; disseminating any
discriminatory or hate-based materials or speech; or reproducing or
distributing copyrighted, trademarked, proprietary, or export-controlled
data or software.

e. Bein relation to sexually explicit or sexually oriented materials.

f. Refer or relate to illegal gambling, illegal weapons, and/or terrorist
activities,

g.  Be for the purpose of fundraising, endorsing any product or service,
lobbying, or participating in any prohibited partisan political activity.

h.  Be for the purpose of using applications and/or software that have not
been approved by the Postal Service and that occupy or impact official
computer or network processing time.

i. Result in the disclosure of any Postal Service information that is not
otherwise public.
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Use of Postal Service office equipment in violation or excess of the limited
personal use permitted by this policy may result in limitations on future use,
administrative action, criminal penalty, and personal financial liability.
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5-3.1

For advice on how to avoid viclating this policy and the correspending misuse
of government property prohibitions In the Standards of Ethical Conduct,
please call the Postal Service's Ethics Helpline at 202-268-6346 or send an
e-mail to ethics.help@usps.gov.

5-3 Electronic Mail and Messaging

68

5-3.1

Access to the Postal Service electronic mail (e-mail) system is provided to
personnel whose duties require e-mail to conduct Postal Service business. If
you do not comply with Postal Service e-mail policies your e-mail account
may be disabled and you will have to request your manager apply to the
manager, CISO, for reinstatement of the lost privileges. Only Postal Service
provided e-mall services may be accessed from Postal Service information
resources. Since e-mail may be monitored, anyone using Postal Service
resources to transmit or receive e-mail should have no expectation of
privacy.

Sensitive-erhanced and sensitive information must be sent only to authorized
personnel with a need to know and must be encrypted. Unprotected payment
card industry (PCI) primary account numbers (PANs) are not to be sent via
end-user messaging technology, including e-mail, chat, instant messaging,
etc.

Although occasiohal and incidental personal e-mail use Is permitted, personal
messages while they remain in the system will be considered to be in the
possession and control of the Postal Service.

Prohibited Use

Do not use Postal Service provided computing devices, including mobile
devices, to check non-Postal Service (e.g., personal, supplier, contractor,
and vendor) e-mail accounts (e.g., Hotmail, Yahoo, Excite, MSN}) or social
media. Do not use personal electronic devices to receive, process, store, or
send mail containing Postal Service sensitive-enhanced, sensitive, or non-
publicly available information. Other prohibited activities when using Postal
Sarvice e-mail Include, but are not limited to, sending or arranging to receive
the following:

a. Information that violates state or federal laws or Postal Setvice
regulations.

b.  Information designated as sensitive-enhanced or sensitive
information unless encrypted accerding to Postal Service
standards.

c.  Unsolicitad commercial announcements or advertising material.
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Any material that may defame, libel, abuse, embarrass, tarnish,
present a bad image of, or paortray in false light, the Postal Servnce
the recipient, the sender, or any other person.

Pornographic, sexually explicit, or sexually oriented material,
Racist, hate-based, or offensive material,
Viruses or malicious code.

Chain letters, unauthorized mass mailings, or any unauthorized
request that asks the recipient to forward the message to other
people.

532 Encryption
Encrypting e-mail or messages must comply with the following:

a.

Encryption software and methods must be approved by the
Enterprisa Architecture Commitiee.

' Encryption solutions must either support key recovery or keys must

be registered with authorized personnel.

Recovery keys or other similar files for all encrypted e-mail must be
placed in a directory or file system that can be accessed by
management prior to encrypting e-mail.

Recovery keys or other devices needed to decrypt e-malil must be
provided when requested by authorized Postal Service
management, the Postal inspection Service or the Office of
Inspector General.

Keys may not be escrowed in customer product offerings unless
specificaily requested in writing by the customer and approved by
the executive sponsor.

5-4 Internet: Access and Prohibited Activities

November 2019

Access to the Internet Is available to employees, contractors, suppliers, and
business partners whose duties require access to conduct Posta! Service
business. Since Internet activities may be monitored, all personnel accessing
the Internet will have no expectation of privacy.

‘Prohibited activities when using the Internet include, but are not limited to,
the following:

a.

Downloading unauthorized content and accessing information
resources outside of the Postal Service network; this includes but
is not limited to using a VPN connection or attempting to bypass
any Postal Service approved access technologies.

Browsing explicit pernographic or hate-based Web sites, hacker or
cracker sites, or other sitas that the Postal Service has determined
to be off limits.
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Posting, sending, or acquiring sexually explicit or sexually oriented
material, hate-based material, hacker-related material, or other
material the Postal Service has determined to be off limits.

Posting or sending sensitive-enhanced or sensitive information
cutside of the Postal Service without management authorization,

Hacking or other unauthorized use of services available on the
Internet.

Posting unauthorized commercial announcements or advertising
material,

Promoting or maintaining a personal or private business.

Receiving news feeds, push data updates, or continuous data
streams unless the material is required for Postal Service business.

Using non-Postal Service-approved applications or software that
occupy or use workstation idle cycles or network processing time
{e.g., processing in conjunction with screen savers).

5-5 Prohibited Uses of Information Resources
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Generally prohibited activities when using information resources include, but
are not limited fo, the following:

a.

Stealing electronic files containing nonpublic information or
copying, moving, or storing electronic files containing nonpublic
information to local hard drives, removable media, or via remote-
access technologias.

Violating copyright laws.

_ Installing unauthorized software, including games and screen

savers.

Browsing the private files or accounts of others, except as provided
by appropriate authority. '

Performing unofficial activities that may degrade the performance
of information resources, such as playing electronic games.

Performing activities intended to circumvent security or access
controls of any organization, including the possession or use of
hardware or software tocls intended to defeat software copy
protaction, discover passwords, identify security vulnerabilities, and
decrypt encrypted files, or compromise information security by any
other means.

Writing, copying, executing, or attempting to introduce any
computer code designed to self-replicate, damage, or otherwise
hinder the performance of, or access to, any Postal Service
computer, network, or information,
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Accessing the Postal Service network via modem or other remote
access service without the approval of the manager, Corporate
Information Security Office Information Security Services.

Prometing or maintaining a personal or private business or using
Postal Service information resources for personal gain.

Conducting fraudulent or illegal activities including, but not limited
to, gambling, trafficking in drugs or weapons, participating in
terrorist acts, or attempting unauthorized entry to any Postal
Service or non-Postal Service computer,

Conducting fundraising, endorsing any product or service,
lobbying, or participating in any partisan politica! activity.

Disclosing any Postal Service information that is proprietary and
not otherwise public without authorized management approval.

Performing any act that may defame, libel or misrepresent the
Postal Service, its parscnnel, business partners, or customers,

Uslng someone else’s log-on ID and password or any other
personal identity credential.

Using personal infermation resources (e.9., laptops, notebooks,
perscnal digital assistants [PDAs], hand-held computers, or
storage media including universal-serial bus [USB] devices) at.
retail counter areas, mail processing areas, ot workroom floors.
This does not apply to persona! information resources used by the
unions in accordance with the collective bargaining agreement

Gonnecting any non-Postal Service (e.9. personal, contractor, or
supplier) information resources to the Postal Service Intranet (Blue)
or Postal Service computing devices.

The physical or wireless connaction of personal mobile computing
devices, such as cell phone, smart phones, tablets, and other
mobile computing devices of any kind (excluding laptops) to any
Postal Service network, regardless of purpose, is strictly prohibited
under any circumstances.

Using non-Postal Service (e.g., personal, contractor, supplier)
information resources to collect, process, stere, transmit Postal
Service sensitive-enhanced, sensitive, or non-publicly available
information.

Plugging a Postal Service non-encrypted USB drive into a personal
computing device,

Using unauthorized webcams, cameras, cell phones with cameras,
or watches with cameras {and other personal imaging devices) in
restrooms, locker rooms, retail counter areas, mail processing
areas, workroom floors, vehicles, or other Pgstal Service areas
unless approved by area or headquarters vice president or
designee for business purposes. (See Management Instruction
AS882-2007-6, Postal Setvice Use of Retaif and Cell-Phone
Cameras, on the use of handheld and cell phone cameras.)
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u.  Sending unprotected PANSs.

v.  Copying, moving, or storing cardholder data onto local hard drives
or removable media when accessing cardholder information via
remote access technologies.

5-6 Protection of Sensitive Data and Privacy-Related Data
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Information resources must protect Postal Service sensitive data and the
privacy-related data of customers, employees, and contractors in accordance
with the Postal Service privacy policy and the Privacy Act as applicable.
Postal Service policies related to privacy, the Freedom of Information Act,
and records management can be found in Handbook AS-353, Guide io
Privacy, Freedom of Information Act, and Records Management. The Postal
Service privacy policy for customers is posted on www.usps.com.

5-7 Sensitive Data Storage ,

Postal Service limits storing sensitive data to explicit business requirements,
Personally Identifiable Information (PI) is prohibited from being stored for
any longer than the legitimate business need exists to retain the data.
Customer credit card numbers or Primary Account Numbers (PANs) should
be rendered unreadable at-rest in compliance with the PCI DSS.

Supplemental Guidance: Postal Service is not required to storage of
customer data for credit or debit cardholders and sensitive authentication
data, after transaction authorization, is prohibited, in any form, even if it is
encrypted. This includes the following data elements:

a. The full contents of any track from the magnetic stripe located on the back
of a card, equivalent data contained on a chip, or elsewhere,

b. The card verification code or value three-digit or four-digit number printed‘
on the front ar back of a payment card used to verify card-not-present
transactions

c. The personal idéntification number (PIN) or the encrypted PIN block.

d. In the normal course of business, the following data elements from the
magnetic stripe may need to be retained to minimize risk, Store only these
data elements as needed for business:

The cardholder’'s name
Primary account number {(PAN)
Expiration date

Service code

hwN

5-8Use of Social Media
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The Administrative Support Manual (ASM), 363, Social Media Palicy, governs
the use of social media by Postal Service employees and contractors when
serving the Postal Service in an official or professional capacity and provides

rules and guidance for Postal Service employees and contractors who use
social media for personal purpcses.
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6 Personnel Security

6-1 Policy

The Postal Service identifies sensitive positions and ensures that individuals
assigned to those positions have the appropriate level of clearance to
minimize risk to Postal Service information resources,

Personnel are held accountable for carrying out their information security

“responsibilities. Managers must ensure personnel receive appropriate

information security training and protect Postal Service resources when
personnel depart under involuntary or adverse conditions.

Policies addressed in this chapter are the following:
a. Employee accountability.
b.  Sensltive positions.
Background investigations and clearances.
d. Information security awareness and training.
. Departing personnel.

6-2 Employee Accountability

6-2.1

6.2.2

6-2.3

6-2.4

74

Separation of Duties and Responsibilities

Personnel must not be assigned duties that could cause a conflict of interest
or present an undetectable opportunity for malicious wrongdoing, fraud, or
collusion.

Job Descriptions
The Postal Service defines and documents the information security
requirements for each position.

Performance Appraisals

The Postal Service evaluates the execution of information security
responsibilities and the compliance with information security policies and
procedures in personnel performance appraisals.

Condition of Continued Employment

The Postal Service includes the execution of information security
responsibilities and the compliance with information security policies and
procedures as a condition of continued employment for all personnel.
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52,5 Sanctions

All personnel are held accountable for carrying out their information security
responsibilities. Violators of Postal Service information security policies are
subject to sanctions by supervision commensurate with the severity and
frequency of the infraction, including levels of access, disciplinary action,
removal, or criminal prosecution.

6-3 Sensitive Positions

Managers at all levels are responsible for identifying sensitive positions within
their organizations and then requesting the chief postal inspector to
designate the positions as sensitive.

Sensitive positions include those in which personnel could, in the normal
performance of their duties, cause material adverse effect to Postal Service
information resources. Such duties include, but are not limited to, the
following:

a. Making changes in the operating system, configuration parameters,
system controls, and audit trails.

b.  Medifying security authorizations.

C. Making revisions to sensitive programs and data that could be
undetected.

6-4 Background Investigations and Clearances

Novembar 2019 -

8-4.1

General Requirements

Pergonnel must have appropriate background investigations/sacurity
clearances as determined by the Postal Inspection Service before accessing
Postal Service information resources (see ASM 272, Personnet Security
Clearances). For personnel withaut clearances, access is restricted to
temperary information services (see 9-3.2.2, Temporary Information
Services).

Appropriate background investigatichs must be conducted and security
clearances obtained for personnel who aecess sensitive-enhanced, sensitive,
or critical information resources, require unescorted access to controlled
areas, or perform the duties of a sensitiva position.

Personnel includes employees, nonempioyees, business partners, and
suppliers having access to Postal Service sensitive-enhanced or sensitive
data whether that data is stored on Postai Service premises or at a business
partner, supplier, or vendor facifity,
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6-4.2
6-4.2.1

6-4.2.2

6-4.2.3

6-4.3

Information Security
Access Privileges
Log-on IDs

Managers must use eAccess/ARIS to request access authorization for
individuals who do not have the appropriate clearance or background
investigation and are responsible for the access activities of those
individuals.

Information Resources Processing Sensitive -

Enhances or Sensitive Information

All personnel whose duties require access to Postal Service information
resources processing sensitive-enhanced or sensitive information {see 3-2,
Information Designation and Categorization) must have an appropriate
clearance or background investigation as determined by the Inspection
Service before they obtain access (see ASM 272, Personnel Security
Clearances).

Controlled Areas

All personnal, whose duties require unescorted access to controlled areas,
whether located at a Postal or non-Postal Service facility, must have an
appropriate clearance or background investigation as determined by the
Inspection Service before being granted unescoarted access privileges, For
further information, refer to the USPS Administrative Support Manual (ASM),
Section 272, Personnel Security Clearances.

Foreign Nationals

In certain situations, personnel may be permanent resident aliens and
citizens of foreign countries and still provide services to the Postal Service,
with prior approval of the responsible executive. Except for citizenship,
foreign nationals must meet the same clearance requirements as all other
personnel. The Postal Service executive who approves access to information
resources by foreign nationals (including contractors and suppliers) is
responsible for all actions initiated by the foreign national.

Information Security Awareness and Training

8-5.1

6-5.2

General Security Awareness

Managers must continually strive to incorporate information security into
training courses, training videos, service talks, internal newsletters, posters,
case studies, and other tools and visual aids to increase information security
awareness among their personnel. The training should explain how anyone
failing to comply with security policies and procedures will be disciplined.

Documenting and Monitoring Individual Information
Security Training

Individuat information security training activities must be documented and
monitored to ensure all personnel attend their initial, annual, and operational
training (as required) before given access to sensitive-enhanced, sensitive, or

critical information.
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6-5.3

If Postal Service-sponsored training is not available, contractors must provide
appropriate information security training that is applicable to the Postal
Service computing environment.

All designated personnel (see the Information Security Training Matrix on the
CISO Website for the current requirements) handling PC! information must
acknowledge, at least annually, in writing or electronically, that they have
read and understand Postal Service information security policies and
procedures contained in Handbook AS-805-C, information Security for
General Users, as well as the security procedures associated with their job.

Training Requirements
Exhibit 6-5.3
Training Requirements

Training Type Requirement(s)

Annual Training Based on requirements defined by the CISO at the
beginning of the fiscal year (ses the Information
Security Training Matrix cn the CISC Website), all
personnel with an ACE ID or access to the Postal
Service intranet must participate in information
security training and data protection requirement
training annually. Information security training is
recommended for all other non-bargaining personnel.

Information Resource All personnel with access to the Postal Service
Operational Security network must be trained to handle and report
Training information security breaches and incidents.

All developers and administrators must complete
formal training [1} in general secure coding
tachniques, [2] in developing secure code in the
programming language(s) they use, and [3] and must
maintain avidence of successful compietion.

For infarmation resoLrces processing sansitive-
enhanced, sensitive, or critical informaticon, cperational
security training must be develeped and conducted
that Is appropriate for job responsibilities, and role-
based activities.

All privilaged users posing access to any sensitive-
enhanced, sensitive, or critical information or systemns -
supporting information must undergo security
awareness training and records are maintained within
the Learning Management System (LMS;. If iraining
does not cceur, the role cannct be fulfilled. For
privilegad account holders who have nct received
annual refresher training, access Is disabled until
required training has been completed, uniess the
CIS0 grants a walver,

The training should explain how to protect information
threughout its life cycle and report incidents.

All C&A stakehelders, including Business Relationship
Managament portfolio managers, Sclution
Development Teams, and their staff must cemplets
annual training on the Certification and Accreditation
(C&A) process.
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New Persorne! Training | All new personnel must recelve Information security
training and be issued a copy of Handbook AS-806-C,
Information Secuniy for General Users.

6-6 Departing Personnel
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6-6.1

6-6.2

Routine Separation

Routine separation of personnel occurs when an individual receives
reassignment or promotion, resigns, retires, or otherwise departs under
honorable and friendly conditions, Unless adverse circumstances are known
or suspected, the individual will be permitted to compiete his or her assigned
duties and follow official employee departure procedures. When personnel
leave under non-adverse circumstances, the Individual's manager,
supervisor, or company official (for contractors/suppliers) must ensure the
following:

a. Al accountable ltems, including keys, access cards, two-factor
credentials, laptops, tablet computers, mobile computing devices
{including smart phones and encrypted storage devices) and other
computer-related equipment are returned.

b. For Postal Service employee's, the employee computer log-on ID,
building-access authorizations, and access to Postal Service information
systems are terminated coincident with the employee's effective date of
departure determined by Human Resources, unless needed in the new
assignment. i

c. For contractors and suppliers, their individual computer log-on ID,
building-access authorizations, and access to Postal Service information
systems are terminated immediately with their date of departure.

d. Al sensitive-enhanced and sensitive information, in any format, in the
custody of the terminating individual are returned, destroyed, or
transferred to the custody of another individual. '

Adverse Termination

Removal or dismissal of personnel under involuntary or adverse conditions
includes termination for cause, involuntary transfer, and departure with
pending grievances. In addition to the routine separation procedures,
termination under adverse conditions requires extra precautions to protect
Postal Service information resources and property. The manager, supervisor,
or company official (for contractors/suppliers) of an individual being
terminated under adverse circumstances must:

For Postal Service employees:

a. Ensure that the individual is escorted and supervised at all times while in
any location that provides access to Postal Service information
resources.

b. Immediately suspend and take steps to terminate the individual's
computer fog-on ID(s), access to Postal Service information systems,
and building access authorizations.

¢. Ensure prompt changing of all computer passwords, access codes,
badge reader programming, and physical locks used by the individual
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6-6.3

being dismissed.

Attempt to recover accountable items and all sensitive-enhanced and
sensitive information in any format in the custody of the individual
being terminated. :

Attempt to wipe and/for lock any accountable item that cannct be
recovered,

Destroy cr transfer sensitive-enhanced or sensitive information to
another custodian.
Notify the Postal Inspection Service.

Contractors and Suppliers:

a.

Ensure immediate deletion of all computer passwords, access codes,
badge reader programming, and physical locks used by the individual
being dismissed.

Recover accountable items and all sensitive-enhanced and sensitive
Information in any format In the custody of the individual being
terminated.

Wipe and/or lock any accountable item that cannot be

recoverad.

Destroy or transfer sensitive-enhanced or sensitive information to
another custodian, ,
Immediately notify the contractor's and/or supplier's program manager
(PM) or contract officer representative (COR).

Ensure the Contractors/Suppliers eAccess/ARIS account is terminated.
Before escorting the individual off the premises secure the Postal Service
badge/ID.

Systems, Network, or Database Administrator

Departure

Routine separation or adverse termination of a systems, network, or
database administrator requires taking extra care and precautions. Upon
departure, remove the privileged access as quickly as possible to maintain
the security and integrity of the specific information resources to which the
administrator had access. After departure, monitor the affected information
resources for improper use or access. Specifically, the manager, supervisor,
or company official (for contractors/suppliers) of the departing systems or
database administrator must:

a.  Follow the requirements decumented above for routine separation
or for adverse termination as applicable.

b. Reconfigure access lists to remove the departed administrator’s
accounts,

C. Disable or change the password or login requirements to ail shared
devices and applications.

d.  Disable or change passwords to all shared service and privileged
accounts. :

e.  Disallow physical access to buildings, systems, and information
associated with the departed adminlstrator's former access.

f. Monitor all privileged accounts for usage and access to the
systems, applications, and databases formerly under tha
administrator's control to ensure all access has been removed.
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g. Review records for Postal Service information approved for
removal offsite and make appropriate efforts to recover information
andfor equipment as applicable. Notify the manager, Corporate
Information Security Office, of any information identified as
removed but not recovered.

7 Physical and Environmental Security

Policy

The Postal Service protects its information resources through implementation
of sound physical, environmental, and administrative security controls
designed to reduce the risk of physical failure of infrastructure components,
damage from natural or fabricated environmental hazards, and use by
unauthorized personnel.

Where possibie, all information resources (including portable information
resources) must reside in a protected environment, Physical and
administrative security controls must be implemented at each facility to
protect against unauthorized personnel access and to protect the physicai
integrity of Postal Service information resources located at the facility. Such
physical and administrative security controls include the following:

a.  Physical access controls.

b Physical protection of information resources.
c Environmental security.

d.  Facility continuity planning.

8 Facility contracts.

7-2 Physical Access Controls
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Access to Controlled Areas
Access to controlled areas must be restricted as follows:
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Access to controlled areas is restricted to personnel whose duties
require access to such facilities and who possess appropriate
security clearances or background investigation.

Access to controlled areas must be controlled by
electrcmechanical means. Personnel authorized access to the
contrelled areas must aiways use their access control identification
badge or device to gain entrance to the controlled area. Tailgating
is prohibited and personnel are responsible for immediately
reporting any instance of tailgating.

A record of physical access, both authorized individuals and
visitors, must be maintained. Automated mechanisms should be
employed where feasible to facilitate the maintenance and review
of access records,

Personnel without ar authorized Postal Service identification
badge or device must sign a visiter log and be escorted by
authorized personnel whiie in the contrelled area.

Visitor logs must include at a minimum: name and organization of
the person visiting, form of identification used for authentication,
date of visit, time of entry and departure, purpose of visit, and
name cf person and organization visited. Visitor logs must be
reviewed monthly and security violations and suspicious activities
must be investigated and ramedial actions taken,

722 Establishment of Controlled Areas
Controiled areas must be established within the facility wherever more
stringent restrictions on physical access and more tightiy controlled physical
and-environmental security are required to fully protect information
resources. Typical controlled areas may include the following:

a.

@ ™ e a0 T

Computer rooms,

Telecommunications rooms,

Wiring closets.

Computer operations areas.

Media and documentation storage areas.
Operating system software support areas.
Special authorization terminal areas.
Security officers’ controlled areas.

Other designated areas, whether located at a Postal Service or
non-Postal Service facility.

723 Types of Information Resources Stored in

Controlled Areas
Information resources processing sensitive-enhanced, sensitive, or critical
information must be located in a controlled arsa.
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7-2.4

7-2.5

7-2.6

7-2.7

Information Security

Establishment of Access Control Lists

Each controlled area must establish an access control list of people who are
authorized access. Access control lists must be updated when new
personnel are assigned to the controlled area or when someone leaves.
Access control lists must also be reviewed and updated semiannually. Data
center access must be reviewed by the designated Information Technology
manager on a quartarly basis. '

Personnel not on the access control list must sign a visitor log and be
escorted by authorized personnel while in the controlled area.

Training for Controlled Areas
Personnel with access to controlled areas must be trained in their
responsibilities regarding controlled areas.

Installation of Physical Access Control Devices
Physical access control devices using biometrics, smart cards, tokens,
mantraps, or lockable cabinets may be installed to supplement traditional
facility locks and keys to limit access. Additionally, the Inspection Service and
Facility Management may require physical access to be monitored by
surveillance equipment and real time intrusion detection and alarm systems
(e.g., CCTV, motion detectors, and other audio or silent alarms) to detect and
respond to incidents [see the Administrative Support Manual (ASM) 273,
Facility Security, and Handbook RE-5, Building and Site Security
Management].

Based on the risks asscciated with the information resource, additional
physical access security mechanisms (e.g., locked cabinet or desk, portable
device cable loek, and biometric workstation lock) must be implemented for
information resources processing sensitive-enhanced, sensitive, or critical
information.

Security personnel are notified immediately of physical security events and
follow-up action is taken and documented.

Impiementation of Identification Badges
Identification badges must adhere to the following criteria:

a. Persons authorized access to controlled areas must be identified
by a picture badge conspicuously displayed on their person.

b. Persons using a badge not issued to them or making any attempt
to alter a badge will be subject to disciplinary action,

c. Employees must report lost or stolen badges immediately to the
issuer of the badge.

d.  Security access systems that limit access to controlied areas
where persons have reported lost or stolen badges must
immediately cancel the associated access privileges until the lost
or stolen badge is recoveraed and returned to the issuer,

e. Temporary badges must be controlled and issued by the manager
of the organization or their designee to authorized personnal who
arrive without their assigned badges during normal duty hours,
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f. The organizetion manager or desighee must make an
unannounced verification of badges at least annually to ensure
authenticity and to correct any badge discrepancies.

7-3  Physical Protection of Information Resources

November 2019

7-3.1

7-3.2

7-3.3

Information rescurces must be protected against damage, unauthorized
access, and theft, both in the Postal Service envirenment and when removed
from this secure environmant.

Note: Sensitive-enhanced, sensitive, and critical information stored on
removable devices or media must be encrypted and stored in a controlled
area or in a locked cabinet. Sensitive-enhanced and sensitive information
that is stored off Postal Service premises must also be encrypted and
stored in a controlled area or in a locked cabinet.

Network Equipment, Network Servers, and

Mainframes _
Network eguipment, network servers, and mainframes must be protected
against damage, unauthorized access, and theft and, where possible,
housed in separate rooms that can be accessed only by authorized
personnel.

Additional protection measures to control physical access to information
distribution and transmission include locked wiring closets, disconnected or. -
locked spare jacks, and protection of cabling with conduit or cable irays.

Postal Service Workstations and Portable Devices
Postal Service information resources that are stationary, portable, or mobile
must be protected at all times in use, storage, and in transit against damage,
unauthorized access, and theft, Users of Postal Service information
resources will be held accountable for their loss or compromise,

Non-Postal Service Portable Electronic Devices

To protect Postal Service information from disclosure or compromise, non-
Postal Service portable devices [e.g., laptops, notebooks, tablets, mobile
computing devices, or storage media including universal serial bus (USB) port
devices or thumb drives] must not store, process, or transmit Postal Service
information. Under no circumstances will such devices connect to the Postal
Service intranet via a wired or wireless connection.

The use of non-Postal Service portable devices for personal use is controlled
by rules set forth by the installation head or his or her designee.

Visitors to Postal Service facilities may be required to present non-Postal
Service portabie devices to the installation head or his or her designee upon
entry to the facility. The installation head or his or her designee determines if
such devices can be brought into the facility or must be surrendered for the
duration of the visit. Under no circumstances will such devices connect to the
Postal Service intranet or store, process, or transmit Postal Service
information.
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7-3.5

Information Security

Sensitive-Enhanced, Sensitive, and Critical Media
Sensitive-enhanced, sensitive, and critical media, whether electronic or non-
electronic, must be protected against physical loss or damage, whether on
Postal Service premises or not. Physical and administrative controls must be
implemented to ensure that only authorized personnel can access sensitive-
enhanced, sensitive, and critical information. Personnel who have custody of
sensitive-enhanced, sensitive, and critical media are responsible for their
safekeeping (see 3-5, Protection of Postal Service Information and Media).

Contracts
Physical security requirements must be included in contracts involving
infrastructure services performed or hosted for the Postal Service.

7-4 Environmental Security
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Envirenmental security controls must be implemented at the facility, room,
and information resource level to protect servers, mainframes, and critical
information resources as described below:

a.  Protection against lightning, wind, and building collapse must be
implemented.

b.  Protection against water damage from water supply lines, sewer
systems, and roof leaks must be implemented (e.g., plastic sheets are
available and master shutoff valves are accessible, working properly,
known to operations personnel, and automatic where feasible).

c.  Additional temperature and humidity safeguards must be implemented
to monitor and malintain acceptable levels.

d.  Protection against flooding, earthquakes, or other natural disasters
must be implemented (e.g., drains are installed below the computer
room floor).

e. Additional fire safeguards:

(1)  Fire detection and suppression equipment (e.g., smoke and
heat detectors, handheld fire extinguishers, fixed fire hoses, and
sprinkler systems) must be implemented.

(2) Fire detection and suppression equipment must automatically
notify the organization and emergency responders. .

f. Additional power (electricity) safeguards:

(1} A short-term alternate power supply must be implemented to
ensure proper shutdown in the event of a power interruption.

(2)  Along-term alternate power supply must be implemented to
maintain minimal operational capability in the event of a power
outage.
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g.  Automatic emergency lighting systems must be implemented to
iluminate emergency exits and evacuation routes in the event of a
power outage or disruption.

h.  Surge protection must be implemented for all information resources,

i, Redundant power feeds and redundant communications paths must be
implemented for critical information technology sites.

For areas containlng concentrated information resources, Facility
Management may require the capability to shut off power to information
resources that may be malfunctioning (e.g., due to an electrical fire) or
threatened (e.g., due to potential flooding) without endangering personnel by
requiring them to approach the equipment. See ASM 273, Facility Security,
and Handbook RE-5, Building and Site Security Management, for the
requirements for remote power shutoffs.

7-5 Facility Continuity Planning

Physical security requirements must be included in facility continuity planning
to ensure the appropriate protection of information resources following a
catastrophic event.

7-6 Facility Contracts

Depending on the nature of the contract, information, environmental,
personnel, and physical security requirements must be included in contracts

involving facilities to ensure the appropriate protection of information
resources,
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8 Development and Operations
Security

8-1

Policy

Information resources must be developed under the technical solutions life
cycle (TSLC) or other approved system development life cycle methodology.
Information security must be an integral part of the system development life
cycle whether development is done in house, acquired, or outsourced. Postal
Service information must also be appropriately protected during operation.
Security activities must be performed to maintain a secure environment and
to comply with Postal Service policies and legal requirements.

The Postal Service certification and accreditation (C&A} process defines a
formal review process that ensures adequate security is incorporated during
each phase of the project life cycle. The C&A process is required for each
information resource (i.e., application or infrastructure component).

Chapter 8 addresses the following topics:
a. Development sacurity.

b.  Operations security.

c.  Certification and accreditation,

8-2 Development Security

86

8-2.1

Life-Cycle Approach

Security must be addressed throughout the information resource life-cycle
process, from requirements, design, build, system integration testing (SIT),
customer acceptance testing (CAT), release (and production) and retirement.
All development, acquisition, or integration projects for information resources,
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8-2.2

8-2.3

8-2.4

8-2.41

whether performed in house or by a business partner, must follow the TSLC
process or other approved systems development life-cycle methodology. All
systems development must follow secure coding best practices,

Risk Management

A risk-based approach must be applied to information security that uses
limited resources wisely to protect an information resource in a cost-effective
manner throughout its life cycle. The security controls applied to information
resources must be commensurate withith‘e magnitude of harm that would
result from loss, misuse, unavailabllity, unauthorized access, or unauthorized
modification of the information rescurces {(see 4-3, Information Resource Risk
Management).

Quality Assurance

Information resource development must include quality assurance (QA) and
security-specific testing to ensure that security controls have been
implemented and are functioning correctly. Transactions failing edit and
validation routines must be subject to appropriate follow-up until errors are
remediated. Information processing fallures discovered as the result of
remediation must be used for root cause analysis and to adjust procedures
and automated controls to improve quality.

Configuration and Change Management

All information resources, whether developed in house, outsourced, or
acquired must be developed under standard configuration and change
management procedures to maximize risk reduction and vulnerabilities
introduced by undocumented and untested changes in accordance with the
Postal Service change management policy/procedure. Postal Service
information resources must not be developed or deployed unless a change
and configuration management process is in place.

Configuration and change control involve the systematic proposal,
justification, test/evaluation, review, and disposition of proposed changes.
Appropriate organizational officials approve information system changes in
accordance with this process, Emergency changes are also included in the
configuration and change control process.

Configuration Component Inventory

To effectively manage information resources, the information system
components must be inventoried and the initial or baseline configuration of
the information resources must be documented in the corporate
Configuration Management Database (CMDB) prior to deployment. The
inventory of information system components must include manufacturer,
type, serial number, version number, information system/component owner,
and location (i.e., physical location and logical position within the information
system architecture). The inventory must alsc designate those information
system components required to implement and/or conduct contingency
planning operations,

Configurations of information resources must be reviewed at least annually to
ensure the documented configuration in the appropriate inventory application
matches the current components:
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§-243

8-2.4.4

Information Security
Configuration Hardening Standards
Hardware and system software must be hardened to Postal Service
information security requirements. Configuration hardening standards must be
used to maintain a high level of information security, enable cost-effective and
timely maintenance and repair, and protect Postal Service information
resources against unexpected vulnerabilities. Critical security patches for PCI-
related information resources, including applications and infrastructure, must
be installed within 30 days of release. See the manager, Corporate
Information Security Office (CISQ), to request access to a specific Postal
Service configuration hardening standard.

~ Secure System Configuration: Software developers and COTS software

suppliers must provide secure configuration guidelines that fully describe all
security relevant configuration options and their implications for the overall
security of the software and system.

t

a. The guideline shall include a full description of dependencies on the
supporting platform, including operating system, web server, and application
server, and how they should be configured for security.

b. Developers must determine how to configure each setting that has an effect
on security so the default configuration settings are secure and they do not
weaken the security functions provided by the platform, network infrastructure,
or services.

Change and Version Control

Changes to information resources and configurations must be managed to
ensure that Postal Service information resources are not inadvertently
exposed to unnecessary risks and vulnerabilities and that only qualified and
authorized individuals initiate changes, upgrades, and modifications. Individual
access privileges must be approved by appropriate management officials.

All changes must be appropriately approved and documented. Application
code changes are managed using version control software. Change control
records rmust be maintained to support and document system software
maintenance, software and hardware upgrades, and any local system
modifications.

Patch Management

An sffective patch management process must be implemented to investigate,
prioritize, test, track, control the deployment and maintenance of software
releases, and resolve known security vulnerabilities. The patch management
process must address all information resources installed in the Postal Service
computing environment. Security patches must be installed in accordance
with the agreed upon schedule and following established evaluation and
implementation processes, Critical security patches for PCI- related
information resources, including applications and infrastructure, must be
installed within 30 days of release, Software security patches must be
evaluated on a reguiar basis. The evaluation period varies by platform and is
defined in the applicable hardening standard. If the patch Is appropriate for
the Postal Service environment, the patch must be tested and approved by
Postal Service management prior to implementation. Software patch
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evaluations and testing must be properly documented and retained in the
appropriate repository that is available for audit purposes. Personnel involved
in the patch management process must be appropriately trained to ensure a
viable vulnerability remediation process. '
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Patch management involves acquiring, testing, and installing multiple patches
(code changes) to software systems, including operating system software,
supporting software and packages, firmware, and application software. Patch
managemsnt tasks include the following:

a.  Maintaining current knowiedge of available paiches.

b.  Deciding what patches are appropriate for particular information

resources,
c.
d.

T e =

Prioritizing the patches to be installed.

Testing patches in a nonproducticn environment first
in order to check for unwantad or unforeseen side
effects.

Developing a back-out plan which includes backing
up the systems about tc be patched to be sure that it
is possible to return to a working configuration.

Securing management approval.
Ensuring that patches are installed properly.
Testing information resources after installation.

Documenting all associated procedures, such as
specific configurations required,

Patch management is critical to ensure the integrity and
reliability of informaticn resources. Patch management should
be capable of: '

a.

Highly granular patch update and installation
administration (i.e., treating patches and
mainframes, servers, desktops, and laptops
separately). '

Tracking machines, and updating and enforcing
patches centrally,

Verifying sucgessfu! deployment on each machine.

Deploying client settings, service packs, patches,
hot fixes, and similar items network-wide in a timely
manner in order to address immediate threats.
Critical security patches for PCl-related information
resourges, including applications and infrastructurs,
must be installed within 30 days of release.

Initiating from a central management console.

Providing scheduling, desktop management, and
standardization tools to reduce the costs
associated with distribution and management.
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8-2.4.5

8-2.5

8-2.6

information Security
g Providing ongoing deployment for both new and
legacy systems in mixed hardware and operating
system environments.

h.  Automating the repetitive activity associated with
rolling out patches.

i Analyzing the operating system and applications to
identify possible security holes.

j- Scanning the entire network {IP address by P
address) and providing information such as service
pack level of the machine, missing security
patches, key registry entries, weak passwords,
users and groups, and more, For MPE and MHE
systems, a scan schedule must be reviewed with
system owners to prevent needless negative
impact to mail processing and logistics operations.

k.  Analyzing scan results using filters and reports to proactively secure
information resources {(e.g., installing service packs and hotfixes).

Security Testing of the Configuration

After the information system Is changed, the security controls must be checked
to ensure the security features are still functioning properly. Periodically {at a
minimum annually), the security controls must be tested to ensure the
information security controls are functioning as designed and documented.

Significant changes will cause the re-initiation of the C&A process. The criteria
for initiating a recertification are defined in Handbook AS-805-A, Information
Resource Certification and Accreditation (C&A) Process, 6-2.

Separation of Duties

An individual or organization must not be assigned duties that could cause a
conflict of interest or present an undetectable opportunity for accidental or
maticious wrongdoing, fraud, or collusion. When it is not possible for duties to
be assigned to separate individuals, the roles and functions performed must
be clearly defined, associated activities logged, security-related functions
audited, and compensating controls identified and implemented. The CISO
reserves the right to validate the effectiveness of the compensating controls.

Application Source Code

Application source code is considered business proprietary information by the
Postal Service and is expected to be handled and stored in a secure manner.
When source code is consolidated and stored in a repository/vault, that

repository/vault is considered sensitive and must adhere to the following
controls:

a.  The repository/vault must be in a controlled area and physical access
to the repository/vault will be controlled through an access control
system.

b.  Electronic access to the repository/vault will be controlied through
eAccess/ARIS.
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8-2.8

A fully accountable check-infcheck-out process must be operational.

Code may not be remaved from the vault without using the approved
check-inicheck-out process,

Any code that is remaved from the vault must be protected from
unauthorized access or usage.

Business partners having access to code must have a valid Postal
Service nondisclosure agreement (NDA) on file with the Postal
Service. Business partner NDAs wiii be filed with the contracting
officer.

A defined process of separation of duties must be implamented to
support code propagation through the environments (e.g. developers
will not have the ability to place code directly into the production
environment),

A versioning system must be in-place to ensure that proper version
contrel is maintained.

827 Developers
A developer is an employee or contractor with the
development-related responsibilities (e.g., the ability to check-in
code or make changes to source cods, scripts, or configuration
files) and as such must be included in the Postal Service
Corporate Developer Registry (CDR).
The following restrictions apply to all developers:

a.  Developers are not authorized tc be production
application/platform administrators.

b. Developers are not authorized to copy production data.

¢.  Developers are not authorized to have greater than
read access to the underlying operating system.

d.  Developers are not authorized to have greater than
read access to the underlying database.

e.  Developers are not authorized to have greater than
read access to the application (l.e., under no
circumstances are developers ever aliowed to hava
privileged or administrative access to the application).

f. Developers are not authorized to promote code to the
production environment.

g.  The dsfinition of developer is global in scope, and these
restrictions apply across all applications and platforms.

Application Security

To address today's threat environment, developers must employ
some of the new application controls that are harder to evade and
more effective than many of the traditional security controls
currently employed.
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s31 Distributed Postal Computing
Environment

The TSLC defines the following four logical distiibuted postal
computing environments (PCE) as follows:

a. Development {DEV). DEV includes subcategories
Sandbox and Inactive.

h.  System Integration Testing (SIT}.

c.  Customer Acceptance Testing (CAT). CAT includes
subcategories Training, Quality Assurance (QA), and
Pre-Production (Pre-Prod).

d.  Production (PROD). PROD includes subcategories
Rilot, Certification, Testing Environment for Mailers
(TEM), and Disaster Recovery (DR).

The use of any other PCE name or subcategory is not
authorized. National systemsfapplications must be
engineered with a minimum of three separate environments
with appropriate separations of duties. The three separate
environments must have at least four logical environments
that are DEV, SIT, CAT, and PROD. In a three-separate
environment approach, the acceptable groupings of these
four logical environments in the three separate environments
are DEV/SIT, CAT, PROD or DEV, SIT/CAT, PROD. In the
latter grouping, the SIT environment must be cleared before it
becomes the CAT environment.
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832 Environment Restrictions
Restrictions are defined for the following distributed PCEs
inciuding the subcategories noted above:

a. DEV,
b.  SIT,
C. CAT.
d. PROD.

Separation of duties and other restrictions defined for each of
the PCEs must be maintained. Modification of environment
restrictions Is not authorized.

8-321 Development Environment
Developers get full access (e.g., read, write, execute, allocate,
and delete) in this environment te application software.
Restrictions for the development environment include the
following:

Developers are restricted to read and-execute privileges for database and
operating system software.

Personally identifiable information (Pl1), which is defined in 3-2.4.2, and’
payment card industry {PCi) primary account number (PAN} must not be
usad in this environment.

No access to production systems is allowed from this environment.

Devalopment environment Is an isolated infrastructure {DEVSUB) or
enclaved.

Use of non-sensitive production infermation in this environment requires
the creation of a generic production data usage letter (PDUL). This letter
approves the use of non-sensitive production data until the end of the
current fiscal year. The PDUL is needed only for the application to be
tested not for every system the application touches.

Use of sensitive or sensitive-enhanced production information in this
environment requires:

(1} A specific PDUL that approves the use of this data for (1) one year
from the time of the requast, at which time another PDUL will be
required. The PDUL is needed only for the application to be tested,
not for every system the application touches.

{2)  The development envircnment must implement the same controls
as the production environment or the Pl or PCl PANs, and
sensitive information must be de-identified in the production
environment before data is transferred to the development
environment. The project manager must validate (and attest in a
letter to the CISO and the privacy office) that all Pll and PC| PANS,
and sensitive information have been de-identified.

All connections of developer workstations to databases in all
environments must be added as a temporary request for no more than 6
months with the option to renew when the NCRB team (coordinating with
the 1ISS0) contacts the requester prior to expiration; contact the users
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listed in the database connections in the general tab of ServiceNow. This
fits the 6-manth access review policy.

All connections for developers will be from their workstations/laptops and

not from a subnet,

SIT Environment

Developers have full access (e.g., read, write, execute, allocate, and
delete) in this environment to application software, Code is migrated from
the SIT environment back to the development environment to apply
updatesffixes. Restrictions for the SIT environment include the following:

a,

Developers may have access to the SIT environment with
documented management approval.

Systems moved to the SIT environment are documented and
managed by a version control library system,

PIl and PCl PANs and sensitive information must not be used in this

environment.
d.

Use of non-sensitive production information in this
environment requires a generic PDUL that approves
upfront the use of non-sensitive production data for
up to 1 year from the time of the request until the
application requires recertification and
reaccreditation at which time another PDUL will be
required.

Use of production Pl and PCI PANs, and sensitive
information in this environment requires:

(1) A specific PDUL that approves the use of this
data for 1 year from the time of the request;
then they would be required to request another
PDUL. The PDUL is only needed for the
application to be tested not for every system
the application touches.

(2) The SIT environment must Implement the same
controls as the production environment or the
Pll, ar PCI PANs, and sensitive information
must be de-identified in the production
snvironment before the data is transferred to
the SIT environment. The project manager
must validate {and attest in a letter to the CISO
and the privacy office) that all Pil, and PCl
PANSs, and sansitive infarmation have been de-
identified.

All connection of developer workstations to
databases In all environments must be added as a
temporary request for no more than 6 months with
the aption to renew when the NCRB team
{coordinating with the 1850} contacts the requester
prior to expiration; contact the users listed in the
database connections in the general tab of
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ServiceNow, This fits the 8-month access review
policy.

g.  All connections for developers are from their
workstations/laptops and net from a subnet.

8-323 CAT Environment
Access Is restricted to production operations personnel,
executive sponsorship, and developers with proper
autharization. The CAT environment must implement the
same controls and security requirements as production.
Restrictions for the CAT environment include the following:

a. Developers may have access to the CAT environment
with documented management approval.

b. Systems moved to the CAT environment are
documented and managed by a version control library
system,

¢. PCI PANs must not be used in this environment,

d. Pl and sensitive information must be de-identified prior to use in the

CAT environment; any exceptions to the de-identification requirement
must be approved by the CIO, CPO, and the executive sponsor. If PI|
that is not de-identified is approved for use in the CAT environment,
the Pl and sensitive information must be encrypted.

Use of non-sensitive production information in this environment
requires a generic PDUL that approves upfront the use of non-
sensitive producticn data for up to 1 year from the time of the request
until the application requires recertification and reaccreditation at which
time another generic PDUL is required. See 8-3.2.5, Other
Environments,

Use of PIl, and PCI PANs, sensitive information in this environment
requires:

{1) A specific PDUL. that approves the use of this data for (1) one
year from the time of the request, at which time another PDUL
is required. The PDUL is only needed for the application to be
tasted, not for every system the application touches,

(2) The CAT environment must implement tha same controls as
the production environment or the PIl and PCI PANS, and
sensitive information must be de-identified in the production
environment before data is transferred to the CAT
envircnment. The project manager must validate and attest in
a letter to the CISO and the Privacy Office that all Pl and PCI
PANSs, and sensitive information have been de-identified.

(3) All connection of developer workstations to databases in all
environments must be added as a temporary request for no
mare than 6 months with the option to renew when the NCRB
team (coordinating with the ISSO) contacts the requester prior
to expiration; contact the users listed in the database
connections in the general tab of ServiceNow. This fits the &-
month access review paolicy,
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(4} All connections for developers will be from their
workstations/laptops and not from a subnet,

8.3.24  Production Environment
Restrictions for the production environment include:

a.

Developers must not have ongoing read access or privileged access to
application, database, and operating system software in this
environment, '

Developer access to production systems must be authorized by the
executive sponsor, ClO or designee, and CPO via eAccess/ARIS or
PS Form 1357, Request for Computer Access. PS Form 1357 is only
to be used for applications where eAccess/ARIS is unable to handle
the requested computer access.

Developer access to the production system, if approved in
eAccess/ARIS, must be managed and documented in eAccess/ARIS.

A Remedy Problem Ticket must be opened to implement the approved
access to the production system and the access must be removed
when the Problem Ticket is closed.

e. The developer account must be temporary and
disabladfremoved upon completion of the task.

f. Developer access must be logged while the account is
active.

g.  The CISO must be informed of the access.
h.  Production data must not be copied by the developer,

i. Extreme care must be exarcised when accessing Pll
and cardholder information. If nof necessary for the
task, PIl and cardholder data must be masked from
view or de-identified, Masking is the method of
concealing portions of cardholder data when displayed
or printed. De-identifying production data is the
process of systematically transforming Pll and
cardholder data elements so they can no fonger be
used identify an individual or cardholder data. When
masking the PAN, the first six and the last four digits
are the maximum number of digits to be displayed or
printed.

. Sensitive and sensitive-enhanced information must be
protected according to the requirements in 3-5.

8-3.2.5 Other Environments

8-3.3

The restrictions are the same as for the development
environment, :

Testing Restrictions |
All information resources must comply with the testing restriction
policies below.
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The SIT and CAT environmeants must be representative of the
operating landscape, including fikely workload stress, operating
system, application software, database management systems,
and network/computing infrastructure found in the production
environment. As the production environment changes, the test
environment must also change to stay in synchronization,

The testing must only be conducted within the CAT environment
by a test group independent from the development team using
clearly defined test instructions (scripts) and interactive testing
that adequately address the testing requirements and success
criteria defined in the test plan. Errors found during testing must
be logged, classified (g.g., minor, significant, and mission
critical), and communicated to key stakeholders.

8-3.3.1 Development and Testing in the Production Environment

Development and testing of hardware and software must not be
performed in the production environment. Engineering
development and testing are in the production environment except
as planned and implemented by MPE/MHE.

8-3.3.2 Testing With Non-sensitive Production Data

8-3.3.3

8-3.3.4

Prior approval in writing is required from the executive sponsor and CIO or
designee if non-sensitive production data is to be used in a test environment,
regardiess of where the testing is conducted. Such approved production data
files must be identified as "copies” to prevent them from being reantered into
the production environment. :

Testing with Sensitive-Enhanced and Sensitive Production
Data

Prior approval in writing is required from the CPO, executive sponsor, and CI0
or designee if sensitive-enhanced and sensitive information Is to be used in a
test environment, regardiess of where the testing is conducted. Approved data
files must be identified as "copies” to prevent them from being re-entered into
the production environment.

Pricr to usage of production data in a test environment, the test environment
must be hardened to production standards.

PIl or cardholder data must not be placed in the test environment without being
de-identified. The masked/transformed data elements must then be
propagated across related tables within the database to preserve the integrity
of data relationships, maintain the referential integrity of the test data, and
ensure the validity of test resulis.

Testing at Non-Postal Service Facilities with Production Data
Additional approval in writing is required from the manager, CISO, if producticn
data is to be used in a test environment outside of Postal Service faciiities.
Such approved files must be identified as “coples” to prevent them from being
re-entered into the production environment.
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s34 Compensating Controls in lieu of Production Data

Usage Letters
The following compensating controls must implemented in lieu of Production
Data Usage Letters (PDULSs):

a.  Current eAccess/ARIS approvals for accessing production data in
a nonproduction envirecnment.

b. Information resource used to access this data must have a content
management solution deployed that restricts the removal of Pil and
PCI cardholder information from the information resource.

c. Information resource used to access this data must have an
encryption solution that meets Postal Service standards.

d.  Users must shut down the information resource before leaving for
the day.

e. Data masking must be implemented, where feasible, on
development and test servers to protect Pll and PCI cardholder
information. Masking must be performed in a manner that does not
expose the originai file to unauthorized access and must be
appropriately destroyed after the masked data version is created.

f. If data is transferred to an end point information
resource, the transport method must employ an
encryption solution that meets Postal Service
standards.

g.  Users must be on Postal Service premises for
these compensating controls to be applicable;
these compensating controls are not sufficient for
remote off-site access.

h.  Information resources engaged in accessing
production data in a nonproduction environment
are subject to 'data at rest’ scans,

8-4 Certification and Accreditation

C&A is a formal security analysis and management
approval process to assess residual risk bafore the
resource is put into production. Each phase of the TSL.C
has corresponding security activities that must be
performed to maintain a secure environment and comply
with Postal Service policies and legal requirements. (See
Handbook AS-805-A, Information Resource Certification
and Accreditation Process, for more details.)
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8-4.1 What the C&A Process Covers

The C&A process consists of (9) nine interrelated phases
that are conducted concurrently with the development and
deployment of new information resources. The objectives of
the C&A are to assess threats, define security requirements
and controls, test security solutions, and evaluate the
security controls and processes chosen to protect the
information resource. :

Sensitive-enhanced, sensitive, critical-high, and critical-
moderate information resources must complete the C&A
process culminating with the certification ad accreditation of
the information resource. Both approvals (i.e., certification
and accreditation) are required before beginning
operations. '

All wireless information resources, regardless of sensitivity
or criticality, must complete the C&A process.

8-4.2 When C&A Is Required
The C&A is required for the following:

a.  Allinformation resources, regardless of whether they are
 located at a Postal Service or non-Postal Service facility or
whether they are controlled directly by the postal Service or
through & contractor or business partner.

b.  All wireless information resources, regardless of sensitivity or criticality,
must complete the C&A process.

c. Pilot projects or proof of concept for information systems prior to processing
preduction or live data.

The frequency for recertification and reaccreditation is defined in the Re-
Initiate C&A section. Refer to section 8-5.8.8 Reinitiate C&A

Interim Autherity To Test

AnfATT is a temporary authorization to test an information resource within any owned
or operated Postal Service information environment. The information environment of .
interest will process, store, or collect Postal Service data under a short time frame per a
predetermined set of conditions or constraints. An IATT may also be used to field new
systems or capabilities for a fimited time (such as Proof of Concept), with a limited
number of platforms to support developmental efforts, demonstrations, or exercise.

Note: An IATT is only required if an information rescurce meets the conditions
explained above. An IATT is not required for every information resource.

IATTs are granted for a limited duration of either 30, 60, or 90 days with an option for
one extension, The IATT process may not ba used to avoid authorization or validation
activity and certification determination requirements for authorizing a system to operate.

It is Postal Service policy that all information systems, applications and services
(referred to collectively as (information system (IS)) will be certified through the
appropriate Postal processes as identified in Handbook AS- 805-A. All uncertified 1Ss
that are to be fielded for a limited time (such as a Proof of Concept), with a limited
number of platforms to support developmental efforts, demonstrations, or exercise shall
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receive an IATT prior to cannecting to a live (production) network. ISs receiving an IATT
will not be used for operational activities; the IATT is granted for testing purposes and o
support demonstrations and exercises. This testing may include limited user testing,
independent validation and verification testing to facilitate Postal Service certification.

g-43 Value of C‘&A Process to the Postal Service

8-4.4

8-4.5

8-46

C&A demonstrates that the Postal Service has taken due care to protect its
information resources in accordance with policies and legal requirements
defined by its business, legal, and administrative entities and ensures that
the security measures implemented to protect such resources are
documented.

Access to Information Resources and Related Documentation

During the C&A procass, the manager, CISO, or designated agent has
unrestricted access to the information resources and related documentation.

Independent Processes

Independent processes are evaluations conducted by independent personnel,
contractors, or vendors for the purpose of applying rigorous evaluation
standards to information resources. The following independent processes may
be conducted by an organization that is separate and distinct from those '
responsible for the development and operation of the information resource and
that strictly adheres to the separation-of-duties policy:

a. Independent risk assessment.

k. Independent secur;ity code review.
c. Independent penetration testing and vulnerability scans.
d.  Independent security test validation.

Additional information is available in Handbook AS-805-A, Information Resource
Certification and Accreditation Process,

Contractual Terms and Conditions

Contract language and partnering agreements must reflect the information
security requirements of the Postal Service defined in the C&A process. The
exacutive sponsor is responsible for ensuring that the security requirements are
included in all contracts that involve developing information resources and all
contracts with businesses that transmit information to or from trusted Postal
Service hetworks.
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8-5 Information Resource C&A

Exhibit 8-5 depicts the seven phases of the Waterfall and
Agile Scrum Development Methodologies and the major
documents (deliverables) for each phase. The information
security activities associated with the C&A phases are

described in the following paragraphs.
Exhibit 8-5
Seven C&A Phases

Agile Scrum Development Methodoiogy B T —

8-51 Phase 1 — Initiate and Plan

Phase 1 determines what will be required during the C8A
and the magnitude of the effort needed to complete the
C&A process. The process is initiated for all information
resources regardless of their location or whether they are
controlled directly by the Postal Service or through a
contractor or business partner, Information resources may
be referred to as a technical solution within the TSLC. The
C&A process can be applied to pilot, new, and production
applications, infrastructure, and business partner initiatives.

s52 Phase 2 — Requirements
Phase 2 determines the information security requirements
and begins to assess the risks. The information security
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8-52.12

8563

8-5.3.1

8-5.3.2

8-533

Information Security
activities of Pnase 2 are described in the following
paragraphs.

Conduct Business Impact Assessment

An Impact Assessment is completed to determine the level of sensitivity and
criticality and the information security requirements for the information
resource.

Determine Sensitivity and Criticality
The Privacy Impact Assessment is completed followed by the determination
of sensitivity and criticality for all information resources.

Determine Security Requirements

Security requirements are defined for all information resources to secure the
information resources commensurate with the risk. Security requirements
include the following:

a.  Baseline security requirements for all information resources.

h.  Additional security requirements based upon the sensitivity and
criticality of the information resource, legislation, regulations, directives,
and industry requirements,

¢.  Additional conditional requirements based on request by senior
management or specific criteria.

d.  Additional security requirements recommended by the information
system security officer (ISSO) based on generally accepted industry
practices, the operating environment, and the risks associated with the
information resource.

Phase 3 — Design

Based on the security requirements defined in the BIA, the security controls
and processes for the information resource are defined. The information
security activities of Phase 3 are described in the following paragraphs.

Develop High-Level Architecture

A high-level architectural diagram is developed and maintained current for all
information resources documenting hardware, communication services and
ports used, security devices, and interconnected resources. The architectural
diagram is used by the manager, CISO ISS to determine the impact on the
infrastructure and the need for additional security controls such as an
enclave (see 11-3.7, Determining When a Secure Enclave 1s Required).

Identify Internal and External Dependencies
Internal and external dependencies must be identified and documented in the
aC&A process.

Document Security Specifications
If information resource is contracted, security specifications are documented
to satisfy the security requirements defined by the BIA.



Development and Operations Security
8-53.4

8-5.3.5

8-5.36

8-5.4

November 2019

Select and Design Security Controls

Identify potential security controls (safeguards) based on
the information security requirements and In light of
business requirements includging project schedule and
budget. :

An analysis of potential controls is conducted to determine
thelr potential effectiveness to remove, transfer, or
otherwise mitigate risk to information resources. The
controls analysis identifies any residual risk to the
information resource. '

A cost-benefit analysis is performed and documented to
facilitate the implementation of cost-effective protection for
information resources.

Safeguards are selected or designed based on the controls
analysls and the cost-benefit analysis,

Develop Security Plan

A security plan must be developed for all information
resources. A securlty plan is a blueprint for designing,
building, and maintaining an information resource that can
be defended against threats, including intruders, both
internal and external. The security plan covers both the
nhonproduction and production environments and describes
all information security controls that have been
implemented or planned.

Conduct a Site Security Review

The site security review assesses the physical security
controls of facilittes hosting sensitive-enhanced, sensitive,
and critical information resources. The lack of adequate
physical security controls could affect the availability,
conftdentiality, and integrity of Postal Service applications
and the information resources hosting them. A site security
revigw may not be required If the site is accredited by a
government agency.

Site security reviews of non-Postal sites storing PCI
cardholder information must be conducted annually but
should be conducted more frequantly if it is deemed there
is increased risk.

The site security raview results in a report and not a Postal
Service certificaticn or accreditation.

Phase 4 — Build

The security controls and processes selected and defined
In Phase 3 for the information resources are implemented
in this Phase. The information security activities of Phase 4
are described below.
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Develop, Acquire, and Integrate Security Controls
Appropriate security controls are developed in house, acquired, or
outsourced depending on the cost-benefit analysis and integrated into the
information resources and related processes.

8-542 Hardening Information Resources

Information resources hosting sensitive-enhanced, sensitive, and critical
applications and information resources that are part of the Postal Service
infrastructure must be hardened to meet or exceed the requirements
documented in Postal Service hardening standards. Hardening refers to the
process of implementing additional software, hardware, or physical security
controls, Hardening standards are based off of Center of Internet Security
(CIS) sources, vendor recommended setting and industry best practices. If a
benchmark is not developed by CIS sources, vendor recommended security
settings are established by the Postal Service.

g-5.4.Develop Security Operating Procedures

Security operating procedures for emergencies, separation of duties, secure
computer operations, manual processes, etc., must be developed for all
information resources.

8-5.4.Develop Operational Security Training

8-5.4.5

8-5.4.6

Appropriate materials are developed for training users, system administrators,
managers, and other personnel on the correct use of the information resource
and its security controls.

Incorporate Security Requirements in Service Level agreements
and Trading Partner Agreements

Service level agreements (SLAs) may be developed for in-house managed
and/or developed information resources. Trading partner agreements (TPAS)
are often developed for externally managed and/or developed information
resources. [f SLAs or TPAs are developed, incorperate information security
requirements. Information security requirements for securing cardholder data
must be incorporated in contracts and memoranda of understanding (MOU)
with PC! service providers,

MQUs document the terms and conditions for interagency data and
information sharing in a secure manner. An interconnection security
agreement (ISA) supports the MOU by specifying the requirements for
connecting IT systems and describing the security controls that will be used to
protect the systems and data via the certification and accreditation (C8A)
process.

Register Information Resource in eAccess/ARIS

Register the information resource in eAccess/ARIS, which is the Postal Service

application for managing the authorization process for personnel needing to

access the information resource and the associated information. Registration is
-also required for the use of managed accounts (e.g., machine accounts).
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8-64.7

8-5.4.8

8-5.6

8-56.5.1

8-56.6.2

8-5.5.3

8-6.8

8-5.6.1

Deveiop Business Continuity and Facility Plans
Business continuity plans must be developed for critical
information resources. A facility recovery plan is developed for
facilities designated by the vice president Information
Technology Operations as major information technology sites.
These plans are started during this phase and updated in
Phase 5 — System Integration Testing.

[dentify Connectivity Requirements

Requirements for connectivity to the Postal Service
infrastructure must be identified and a request must be
submitted to the Network Change Review Board (NCRB) (see
https:/usps. service-now.com).

Phase 5 — System Integration Testing

The security controls and processes implemented in Phase 4
are tested. The information security activities of Phase 5 are
described in the following paragraphs.

Develop Security Test Plan

A security test plan must be developed for all information
resources. The security test plan evaluates the technical and
nontechnical security controls and other safeguards to '
establish the extent to which the information resource meets
the security requirements for its mission and operational
environment,

Conduct Operational Security Training

Using the training materials developed in the prior phase,
users, system administrators, managers, and other personnel
are trained on the correct use of the information resource and
its security safeguards.

Conduct Development of Contingency Plans

The contingency plans (and, if applicable, the facility recovery
plan} from Phase 4 — Build must be updated as required.

Phase 6 — Customer Acceptance Testing
Fhase 6 consists of activities described below that culminate
in the certification, risk mitigation plan, accreditation,
acceptance of residual risk, and approval to deploy an
information resource. (See Handbook AS-805-A Exhibit 4-6
for The Certification and Accreditation Input, Activities and
Output.)

Conduct Security Test and Document Results

Security testing is conducted using the approved security test
plan. If a modification to a control is required, the change
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must be reflected in the security plan and the security test
plan before the test is executed. The results of the testing
must be documented and communicated in language that is
understandable to business-process owners and the 1ISS0O.

{See Handbook AS-805-A Section 4-6.4.2.1 for Conduct The
Security Test and Evaluation.)

Conduct Security Code Review
To protect the infrastructure, a documented security code review may be

required. (See Handbook AS-805-A for the criteria for conducting a code
review.)

The security code review is based on the Postal Service Security Code
Review Standards or an acceptable equivalent, This security code review is
not required if an independent security code review is conducted.

Conduct Vulnerability Scan
A vulnerability scan is recommended for all information resources. A
quarterly vulnerability scan is required for PC! applications and an annual
vulnerability scan is required for externally facing applications. The scanning

procedure must ensure adequate scan coverage and the updating of a list of
vulnerabilities.

8.5.6.Conduct Risk Assessment

8-5.6.5

8-5.8.6

8-5.6.7

A risk assessment must be conducted for all information resources to identify
security concerns (e.g., threats, vulnerabilities, and control weaknesses), risk
ranking, additional countermeasures, and residual risk (see 4-3, Information
Resource Risk Management). The risk assessment can be started In this
phase but must be updated throughout the TSLC.

Conduct Independent Risk Assessment

An independent information security risk assessment may be required to
evaluate the appropriateness and effectiveness of the security controls and
identify residual risk. (See Handbook AS-805-A for the criteria for conducting
an independent risk assessment.)

Conduct Independent Security Code Review

Information resources may be subject to an independent code review of the
source code and documentation to verify compliance with software design
documentation and programming standards and the absence of malicious
code. The independent code review may also evaluate correctness and
specific security issues. (See Handbook AS-805-A for the criteria for
conducting an independent security code review.)

Conduct Independent Penetration Testing and Vulnerability
Scans

Independent penetration testing evaluates the effectiveness of the
implemented information resource configuration. Vulnerability scans evaluate
information resources for vulnerabilities and compliance with Postal Service
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information security policies and standards. (See Handbook AS-805-A for the
criteria for conducting independent penetration testing and vulnerability
scans.)

8-5.6.8 Conduct Regtjlar Vulnerability Scans

Vulnerability scans evaluate information resources for vulnerabilities and
compliance with Postal Service information security policies and standards.
(See Handbook AS-805-A for the criteria for conducting independent
penetration testing and vulnerability scans.)

8-5.6.9 Perform Penetration Testing

Prior to the first production deployment, or "go live" date, all Postal
applications should have penstration testing performed. Operational
requirements for penstration testing include ensuring that the system Is
availabie for testing, and that penetration testers have access to the
application and data nearly identical to a live snvironment. Objectively,
penetration testing should ensure that the application Is free of any findings
prior ta any customer interaction with the application. Postal leaders are
responsible for ensuring that enough time is available for the application to be
tested.

8-56.70 Conduct Independent Validation of Security Testing
The independent security test validation addresses the
appropriateness and effectiveness of the security controls and
corroborates the previously conducted security test results. The
scope of the independent security test validation depends on the
information resource, its environment, and the associated threats
and vulnerabilities, The independent security test validation is
usually carried out at the development or test site. (See Handbook
AS-805-A for the criteria for conducting an independent security test
validation.) :

8-5.8.11 Project Manager and ISSO Develop C&A
Documentation Package
Sensitive-enhanced, sensitive, and critical information resources
require a C&A documentation package. The project manager and the
ISSO develop the C&A package. The package is a consolidation of
the designation of sensitivity and criticality and associated protection
requirements (BIA); threats, vulnerabilities, additional controls, and
residual risks (risk assessment); protection mechanisms (security plan
and business continuity plans); and the security test and evaluation
results,

85612 Project Manager, Executive Sponsor, and ISSO Prepare

Risk Mitigation Plan

The Project Manager, Executive Sponsor, and ISSO prepare a risk
mitigation plan for any residual risks rated as medium or high,
recommending how the risks will be mitigated, the organization or
individual responsible, and the time table for resolution.
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8-5.6.13 1ISSO Reviews C&A Documentation Package and

Prepares Evaluation Report

The 1SS0 reviews the C&A documentation package and prepares a
C&A evaluation report highlighting the findings and recommendations.
The ISSO escalates security concerns or forwards the C8A evaluation
report and supporting documentation to the certifier for review.

8-56.14 Certifier Escalates Security Concerns or Certifies

Information Resource

The certifier (e.g., manager, C&A process) reviews the C&A evaluation
report and the supporting C8A documentation package, escalates
security concerns or prepares and signs a certification letter, and
forwards the certification letter and C&A documentation package to the
accreditor.

If the certifier dacides not to certify the information resource, he or she
will indicate the C&A Phase to return to for rework.

8-5.6.15 Accreditor Escalates Security Concerns or Accredits

8-5.7

8-5.8

8-5.8.1

Information Resource

The accreditor (i.e., manager, CISO) raviews the risk mitigation plan and the
supporting C&A documentation. Based on this review, the accreditor either,
escalates security concerns or prepares and signs an accreditation letter, and
forwards the accreditation letter and final C&A documentation package to the
vice president functional business area (or the executive sponsor if this

"responsibility is delegated) and to the vice president of IT (or the Business

Relationship Management portfolio manager if this responsibility is
delegated).

If the accreditor decides not to accredit the information resource, he or she will
indicate the C&A phase to return to for rework.

Phase 7 - Governance and Compliance
No information security activities are associated with this phase.

Phase 8 — Release Management and Production
Phase 7 is the operation and maintenance period of the information
resource and includes activities to ensure that chosen security controls and
procedures are functioning properly and that security controls are modified ’
or added as needed to continue to protect the information resource. The
information securlty activities for Phase 7 are described in the following
paragraphs.

Data Conversion

A data conversion plan must be defined so that it incorpbrates collecting,
converting, and verifying data for completeness and integrity and resolving
any errors found during conversion. Create a backup of all data prior to
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8-5.8.2

8-58.3

conversion and maintain audit trails to track the conversion to ensure there
Is a fallback and recovery plan in case the conversion fails. Ensure that the
backed-up data conforms to the applicable data retention schedule.

Deploy Information Resolirce

Certification and accreditation approvals are both required before deploying
the information resource. When the information resource is deployed, the
security controls for the information resource are implementad as documented
in the security plan and with the caveats included in the acceptance letter.

Information Resource Maintenance

information resources must be maintained in a timely manner. Critical security
patches for PCl-related information resources, including applications and
infrastructure, must be installed within 30 days of release. The tools,
technigues, and mechanisms used to maintain information rasources must be
properly controlled.

8-6.8.4

8-5.8.5

8-58.6

8-58.7

Follow Security-Related Plans and Continually

Monitor Operations

The security-refated plans must be followed during deployment,
operaticn, and maintenance. The information resource controls
must be continually monitored by the project team to ensure
they are working as intended and remain in compliance with
the security-related plans,

Periodically Review, Test, and Audit

Information resources are periodically reviewed, tested, and
audited for compliance with Postai Service policies (e.q., plans
related to facility recovery or business continuity are tested to
ensure that these plans meet business and security objectives).

For non-PCl information resources, a subset of the information
security controls must be formally tested annually by the project
team, the tests documented, and the results submitied to the
applicable 1ISSO. The security controls that are volatile or critical
to protecting the information system must be assessed at least
annually, All other controls must be assessed at least once
during the information resource’s 3-year accreditation cycle
(e.g., cne third of these other controls each year).

Reassess Risks and Upgrade Security Controls
Risks are re-assessed as part of the re-initiation of the C&A
process. Security controls are upgraded as necessary to
protect the information resource and assure business
continuity.

Update Security-Related Plans
Security-related plans are updated in response to changing
environment, changing technology, re-assessed risks or
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vulnerabilities, and as part of the re-initiation of the C&A
process.

8-5.8.8 Reinitiate C&A
The criteria for recertification are defined In Handbook AS-805-
A, Information Resaurce Cerlification and Accreditation (C&A)
Progess.

8-5.8.9 Disposition C&A Documentation
After each information resource has been accredited, zip the
electronic versions (PDFs) of the C&A documents and store
them in the IT TSLC Artifacts Library for access by the project
manager and their project development team. Keep the
electronic C&A documents for 4 years afier the information
resource is accredited,

Keep the hardcopy documents for 1 year after the information
resource has been accredited and then destroy in accordance
with 3-5.8.

Phase 9 - Retire

Dispose of Data :

All Postal Service sensitive-enhanced, sensitive, and critical information that
is no longer needed, whether in electronic or nonelectronic format, is
transferred, archived, or qestroyed in accordance with official Postal Service
policies and procedures (see 3-5.8, Disposal and Destruction of Information
and Media, and Handbook AS-353, Guide to Privacy, the Freedom of
information Act, and Records Management).

Sanitize Equipment and Media

Ali Postal Service sensitive-enhanced, sensitive, and critical information is
completely erased or destroyed prior to disposal of the hardware or electronic
media on which it resides (see 3-5.8, Disposal and Destruction of Information
and Media). :



9 Information Security Services

9-1 Policy

fnformation security services provide the policies, requirements, standards,
and processes that enable the integration and implementation of information
security across Postal Service information resources to ensure a viable
secure computing infrastructure and to protect information resources from
accidental or intentional unauthorized use, medification, disclosure, ot
destruction.

All Postal Service personnel must adhere to the following information security
services;

Authorization.
Accountability.
Identification.
Authentication.
Confidentiality.
Integrity.
Availability.

Se ~ o o0 oo

Security administration.

Audit logging.

9-2 Security Services Overview

November 2019

Information security services provide the framework for implementing
information security measures used to protect information resources.
Security services are as follows:

& Authorization determines whether, and to what extent, personnel
should have access to specific computer resources.

b.  Accountability associates each unique identifier with one user or
system process to enable tracking of all actions by the user or of the
process on the information resource,

c.  Identification associates a user with a unique identifier (i.e., user
account or log-on ID) by which that user is held accountable for the
actions and events initiated by the identifier.

d.  Authentication verifies the claimed identify of an individual, computing
device, or originator,
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e.  Confidentiality ensures that information is not made available or
disclosed to unauthorized individuals, entities, or processes,

f. Integrity ensures the correct operation of information resources,
consistency of data structures, and accuracy of stored information.

g.  Availability ensures information resources are accessible by authorized
personnel or other information resources when required,

h.  Security administration implements management constraints,
operational procedures, and supplemental controls established to
provide adequate protection of an information resource.

i. Audit logging records operational and security-related events.

9-3 Authorization

12

9-3.1

Authorization provides the framework for determining whether, and to what
extent, personnel or on-line users should have access to computer
resources. Information resources must be configured to ensure that no user
is allowed access to an information resource {(e.g., transaction, data, and
process) unless authorized by appropriate Postal Service management or
approved external user. Upon employment, personnel may be granted
access to temporary information services until they receive clearance,
External users may need approval to access certain business services.
Further details regarding authorization for both internal and external users
follow see section 9-3.1

Authorization Principles
Internal Users (workforce):

Access must be granted based on personnel roles and the security principles
of clearance, need to know, separation of duties, and least privilege.

External Users (customers):

External User Authorization is the process of giving the user permission to
access a specific resource, data set, page/URL or function. Authorization is
tied to a business or user service managed by external users. A business or
user service translates access authorization to an on-line page/URL, a
function, a data set or some other resource. There are a variety of methods
used to grant an authorization and a variety of methods used to determine If
a user should be authorized to have access to a business service,

a. Methods used to grant an authorization include approval based
_ internal functions and/or external user functions.

b. Internal authorization functions include help desk approval, use of
an autharization code (i.e., invitation, promo code or validation
code, ete.), identity proofing, credit validation and other Postal
Service staff approval methods.

Handbook AS-805
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9-3.1.1

9-31.2

9-3.1.3

9-3.1.4

¢. External authorization functions include a self-asserted claim by
an end user to manage the users associated with a service, g
function or function of a company. The first person t6 make that
claim can become the Business Service Administrator (BSA).
The BEA then can in turn approve other users to have the same
privileges as they do in performing a function or having access to
aresource for the same data set. Once a BSA is assigned,
external users may then request access to that function or
resource, The BSA can either accept the request or deny the
request. The BSA can also appoint a delegate who can also
make similar approvals. A Delegate approver cannot deny
access to a BEA. Some BSA roles are only assigned in
coordination with Postal Service personnel to determine the
"rightful” owner of that data set or function. Once that BSA is
approved by the Postal Service, then the BSA can also add other
users to have similar rights,

Clearances

For personnel without appropriate clearances or background investigations,
access is restricted to temporary information services. Managers must use
eAccess/ARIS to request access authorization for individuals who do not
have the appropriate ciearance and are responsible for the access activities
of those individuals.

Need to Know

For sensitive-enhanced, sensitive, and critical informmation resources access
must be limited in a manner that is sufficient to support approved business
functions. Access to sensitive-enhanced and sensitive Postal Service
information resources must be limited to personnel who need to know the
information to perform their duties,

Separation of Duties

Only authorized personnel are approved for access to Postal Service
information resources. This approval must be specific to an individual’s roles
and responsibilities in the performance of his or her duties and must specify
the type of access {e.g., read, write, delete, and execute); specific resources
and information; and time petiods for which the approval is valid. Separation
of duties and responsibilities are considered when defining roles. For special
situations where additional control is required, dual authorization can be
implemented.

Least Privilege

For sensitive-enhanced, sensitive and critical information resources access is
based on providing personnal with the minimum leve! of information
resources and system functionality needed to perform their duties, Systems
and applications must define as many lsvels of access as necessary to
prevent misuse of system resources and protect the integrity and
confidentiality of Postal Service information. Postal Service information
resources must be capable of imposing access control based on spacific
functions {e.g., create, read, update, delete, and execute).
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Authorization Management

eAccess/ARIS Is the Postal Service appiication for managing authorization fo
infarmation resources. eAccess/ARIS centralizes the management of personnel
and machine identities (i.e., human and nonhuman accounts/identities) and
access rights over the entire life cycle, from account creation/registration to
termination. eAccess/ARIS operates on the premise that access is denied unless
specifically approved by the user's manager.

External Users (customers) — must receive autharization to the approved
application for which access is granted. This includes, but is not limited to,
Personal User, Business User, Pending and Partial. For authorization
requirements, refer to 9-3.3. For a complete description of account management,
refer to 9-4,3 through 9-4.3.4.

Requesting Authorization

All requests for authorization to access Postal Service information resources,
including temporary information services, must be requested via eAccess/ARIS at
https:#eaccess.usps.gov. If access to a Postal information resource cannot be
requested through eAccess/ARIS for any reason associated with a technical
limitation of eAccess/ARIS, then use PS Form 1357,

9322 Temporary Information Services

Requests for temporary information services must go through eAccess/ARIS for
proper management approval. For contractor personnel who have submitted their
documentation for security clearances or background investigations, the
manager, Corporate Information Security Office (CISO), may authorize
temporary access to the following information services until the contractor's
background investigation is completed and security clearance has been issued:

a.  ACE active directory account.

b. E-mail access.

C. Office suite of services.

d. Intranet browser access.

The following information services are unavallable under temporary access: a.
Internet browser access.

b. Remote access.

c.  Access to e-mail except within the Postal Service intranet.

Note: No access beyond temporary information services will be authorized unti
the background investigation is completed and the appropriate personnel
security clearance is granted. Upon receipt of an appropriate security clearance
or background investigation, individuals requiring access beyond temporary
information services may request additional authorization via eAccess/ARIS.

9-3.2.3 Expiration of Temporary Access Authorization

Temporary access expires in 3 months and can be renewed if warranted.
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Approving Requests

All requests for authorization must be approved by the individual’s manager
or supervisor, the contracting officer's representative (if the request is for a
contractor), and the executive sponsor of the application,

Periodic Review of Access Authorization

Managers must review access granted to personnel under thair supervision
to ensure that the access is still required for personnel to perform their duties.
The minimum acceptable review schedule is on a semiannual basis: more
frequent reviews should be scheduled based on information sensitivity.

The manager CISO may require that some privileged system/application
accounts be reccnciled to related eAccess/ARIS records on a monthly basis.
Discrepancies must be investigated and resclved immadiately.

Implementing Changes

System administrators and database administrators must implement all
approved authorization requests for the information resources under their
control, They must not add, modify, or revoke access to information
resources except in accordance with Postal Service policies.

Revoking Access

All managers must ensure that access to information resources is
immediately revoked for personnel when no longer required because of a
change in job responsibilities, transfer, routine separation or inveluntary
termination. The immediate manager will advise the system and/or database
administrators as to the final disposition of files and data based on the exit
date filed by Human Resources.

Sudo {Pseudo) Access

Sudo (pseudo) access has higher levels of rights, such as account creation/
update/daletion, full application/platform functionality, or a subset of rights
that have been designated as privileged. Sudo access must be restricted to a
unigue individual whose duties require these additional privileges. Use is
restricted to performing those job functions regquired by the privileged access;
individuals must use their regular user accounts to perform nen-privileged
functions. Applications must not have the capability to run as “root.” An audit.
trail must be maintained on all privileged access.

User and Resource Registration Management

User and resource registration management must previde the following
functicnality to allow managers to perform their roles and responsibilities in
the authorization process:

Register user or resource to directory service or authoritative source.
Assign or furnish unique identifiar,

Track medifications to user or resource access authorizations.
Provide management reports.

Validate user or rasource identity,

Revoke or keep user or resource access (two levels of approvals).

@ ™o o o0 T @

Log and audit access requests,
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9-32.10 Special Account Registration Management

9-3.2.11

Speclal account (i.e., Service, Shared and Vendor Default) registration
management must be implemented to allow manhagers to identify special
accounts under management control and provide appropriate accountability
for the account usage from account creation through termination.

Accounts where access is required to perform credentialed scans are often
designated within authentication packages such as eAccess/ARIS as
“special” accounts, “Special" accounts must not be used for PCI applications
unless (a) required by COTS software to function correctly, (b) the account is
properly configured (i.e., treated as an administrator account that will not be
used as a true service account), and {c) it does not violate other
reqguirements in this handbook.

All special accounts must be documented, registered, and reviewed by
responsible managers {i.e., account custodians) monthly, The
responsibilities of an account custedian are as follows:

a.  Special accounts are assigned to eAccess/ARIS managers who serve
as the account custodians.

b.  The custodian is ultimately responsible for the use of these accounts
with respect to access of Postal Service information systems.

c.  Service accounts {e.g., an account managed by Operating System)
must be created with the minimum access rights and privileges
required to perform the necessary business function and must be
tightly controlled by the account custodian.

d.  The account custodian may assign membets (including Postal Service
employees and contractors) to shared accounts, who should be the
sole users of the account. Shared accounts have a single log-on ID
that is used by more than one individual. The managed e-mail account
may only be created on the usps.gov domain.

e.  When a special account is accessible by more than one individual,
those individuals (i.e., registered members in eAccess/ARIS) must be
registered, approved and reviewed periodically by the account
custodian and/or custodian’s manager.

Emergency Access when Individual is not Available

In instances during which an individual has possession of Postal Service
information that is required by his or her manager and the individual is
unavailable (e.g., on annual leave), the following process must be followed:

a. The individual's manager initiates a request for access to the information
using a documented procedure {(8.g., remedy or information ticket). The
individual's manager is accountable for the emergency access,

b. Audit logging for all activities related to an emergency access request is
required and must be protected and retained according to Postal Service
standards.

c. The emergency access must be conducted under the identity of the user
authorized by the manager and actually performing the access, Under no
circumstance will the unavailable individual's log-on ID or password be
used or compromised in an emergency access.

d. The system administrator either rewrites the access rules giving the
manager or the manager's designee access to the information (files), or
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the system administrator is authorized by the manager to access the
information on the manager’s behalf.

¢. Upon completion of the emergency access, all access to the information
is returned to its original state.

f. The unavailable individual is notified of the emergency access as soon
as he or she becomes available.

Emergency Access to Production Information

In instances during which a developer or database administrator nesds
emergency (e.g., after hours) access to production infermation, the following
process must be followed:

a.  Theindividual opens a remedy ticket. The individual is accountable for
the actions performed during the emergency access,

b, Audit logging for all activities related to an emergency access request is
required and must be protected and retained accerding to Postal
Service standards,

c.  The emergency access must be conducted under the identity of the
individual actually performing the access.

d.  Upon completion of the emergency access, all access is returned to its
ariginal state.

.  The remedy ticket is closed.

Authorization Requirements _
Access to internal information resources must comply with authorization
requirements including, but not limited to, the following:

a. The information resource must not allow access to resources without
inveking the authorization process and checking the assigned rights
and privileges of the authenticated user.

b.  The information resource must have features to assign user privileges
(i.e., access permissions) to log-on IDs, roles, groups, and information
resources.

C. Privileges on information resources (e.g., computing devices, consoles,
terminals, and subsidiary networks) must not allow the user to bypass
or upgrade his or her privileges established in centralized access
control lists or databases.

d.  The information resource must have the capability to restrict session
establishment or informaticn resource access based on time of day,
day of the week, calendar date of the login, and source of the
connection. Information resources running on cperating systems that
do not have these capabilities must implement compensating controls
(e.g., monitoring devices).

e.  The information resource must provide the administrator-configurable
capability to limit the number of concurrent log-on sessions for a given
user.

f. The information resource must not offer any mechanism to bypass
authorization restrictions.
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g.  Access granted fo the information application resource must be
accurately reflected in eAccess/ARIS and should not extend beyond
the pre-established role definitions. '

h. Computing devices, mobile or otherwise, requesting access from
remote, hon-Paostal Service locations must authenticate before access
is granted.

External Access compliance instructions are as follows:

a. For information resource accesses that require authorization, the
information resource must not allow access to resources without
invoking the authorization process and checking the assigned
rights and privileges of the authenticated user. Not all information
resources require authorization; some only require authentication.

b. The information resource must have features to assign user
privileges to User IDs based upon, roles, user services, company
records, and related information resources.

¢. Privileges on information resources (e.g., data sets, online
pages/URLs, functions, etc.) must not allow the user to bypass or
upgrade his or her privileges established in centralized customer
databases.

d. Tha information rescurce must have the capability to enable
access to external users 24 hours a day, 7 days a week,

e. The information resource must not offer any mechanism to bypass
authorization restrictions.

f.  Access granted to the information application resource must be
accurately reflected in the customer’s external account and should
not extend beyond the pre-established authorization privileges and
definitions. Some form of authentication must proceed
authorization approvals.

9-4 Accountability
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9-4.1

9-4.1.1

Accountability is the process of associating any action on the information
resource with one and only one user, process, or other information resource
and is essential for maintaining minimum levels of information security.

Types of Accountability
Accountability for access to information resources must be established at the
site, network, and the individual level.

Site Accountability

Site accountability associates users or information resources with a specific
location. Site accountability is established by issuing a site identification
number or code (site ID) that is restricted by system hardware or software to
a unique system, network, or terminal address in a controlled environment.
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Network Accountability

Network accountability associates users or information resources with a
specific network or logical subnet to a network. Network accountaiility is
established by issuing a network identification number or code (network ID)
of through the network address.

Individual Accountability

Individual accountability associates each user or information resource (e.q., a
workstation or terminal) with any action on an information resource. Individual
accountability is established by Issuing a unigue user or log-on identification
number or code (i.e., user ID or log-on ID). Machine accountability may be
established for a specific information resource through its workstation address
or other identifier. All information rescurces must be capable of individual
accountability and must do the following:

a. ldentify information resources each time they attempt to log-on to the
system.

b.  Verify that information resources are authorized to use the system.

c.  Associate all actions taken by an information resource with that
resource’s unique identifier (i.e., resource ID or log-on ID).

Types of Accounts
Internal users (workforce) — Access to information resources is managed
through the use of muitiple types of accounts, including the following:

User.

Privileged.

Service.

Shared.

Vendor default and vendor maintenance.

- 0o a o T p

Guast,

Ownership for privileged, shared, and maintenance log-on IDs must be

documented and administered in a secured manner.

For a complete description of accounts, refer to 9-4.2.1 through 9-4.2.6.
External users (customers):

a. Personal User — Used for external users who have a customer
username and password.

b. Business User ~ Used for external users (who declared themselves a
business user) who have a customer username and password.

c.  Pending (upgradeable to full account) ~ Used to track external users
who do not have a customer username and password but do have
some privileged interaction with a Postal Service information resource,

d.  Partial (not upgradeable to full account) — Used to track external users
who do not have a customer username and password but do have
some privileged interaction with a Postal Service information resource.

User Accounts ,
User accounts provide application/platform users with a minimum level of
information resources and application functionality needed to perform their
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duties (i.e., least privilege) and do not carry special privileges above those
required to perform the user’s business function. This includes limited access
accounts that exist for a specific purpose (e.g., an auditor account),

Application user accounts are used to log into the application via a front-end
interface, and the account privileges and roles are restricted by the approved
access. Platform user accounts (i.e., database and operating system) are
used to access platform-level resources and are limited to non-privileged
access righis.

Privileged Accounts

Privileged accounts (e.g., administrator or maintenance accounts) are
accounts that allow entitled users access to change data, alter configuration
settings, run programs, or permits unrestricted access to view data.
Assignment must be restricted to a unique individual whose duties require
these additional privileges (e.g., system, network, database administrators).
Use is restricted to performing those job functions required by the privileged
account (e.g., creating new user profiles or altering the rights of existing non-
privileged users); individuals must use their regular user accounts to perform
non-privileged functions such as Internet access and Postal Service email.

Privileged accounts include Enterprise Admins, Schema Admins, Domain
Admins, Administrators, Account Operators, Server Operators, Print
Operators, and Backup Operators. Permission inheritance must be disabled
for all privileged accounts. '

Privileged uses must use two-factor authentication. An audit trail must be
maintained on all privileged account usage,

Application accounts must not have the capability to run as "root.”

Service Accounts

Service accounts are assigned to an information resource {8.g., server,
appiication) or other automated process/service (not an individual) used to
process data and/or identify actions or requests. Normally, the operating
system uses this account when it hosts a service, Service accounts must be
placed under management control, Service accounts must be created with
the minimum access rights and privileges required to perform the necessary
business function. These accounts must not be allowed root or administrative
privileges. They are managed by the Postal Service entity responsible for the
life cycle of the account from creation, deployment, usage, and retirement
when no lenger needed, See 9-6.1.8, Requests for Use of non-expiring
Service Accounts for use of service accounts with non-expiring passwords.

Shared Accounts
There are two types of shared accounts:

a.  Shared accounts (e.g., training accounts) have a singia log-on ID and
password that Is used by more than one individual. A shared account
must be used only for qualifying circumstances and when deemed
necessary by the CISO, This approach to account usage Is highly
discouraged and requires the appropriate level of management
approval via eAccess/ARIS as well as approval by the CISO. The use
of shared accounts must be tracked (e.g., logged) to manage individual .
accountability. The requesting manager is responsible for
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undocumented usage of the shared accounts and is responsible for
password management. Shared accounts must not include access to
Postal Service production systems, the Internet or the PCI
environment. System operators must not share identification or
authentication materials of any kind, nor allow any other person to
operate any information systems by employing that user’s Identity.
Generic accounts must not be used to administer PCI system
componeants.

b.  Managed email accounts are used to provide a single email mailbox
that can be shared by multiple users. This mailbox is in addition to their
personal regular mailboxes. The account is controlled by the account
custodian. The custodian must send an email to the Postal Service
Special Account Administrator to request access for a user. “Send As”
allows a user ta send emails from the name of the mailbox. The
password is never shared and each user logs on to his or her
workstation with his or her own.User ID and password.

Supplier and Vendor Default and Maintenance Accounts
Supplier and vendor default accounts are accounts that are pre-installed on a
product and must be removed or disabled. Supplier and vendor maintenance
accounts are user accounts for the maintenance of their products to resolve
issues related to the product and must be enabled only when needed,
monitored, and controlled by a responsible Postal Service organization.
Supplier and vendor maintenance personnel must not have access (including
remote access) to any PC| cardholder data environment or PC! systems
without documented business justification and CISO approval.

Guest Accounts

Guest accounts are not allowed for accass to Postal Service network
information resources. Guest accounts expose information resources to risk
by allowing access to information resources through the use of a generic
logon [D that either uses no password or a widely known password. Guest
accounts incorporated into any software or established through any other
means must be deleted or disabled. This policy does not apply to guest
networks isolated from the Postal Service intranet that are used to support
non-Postal Service external access.

Account Management

Internal Accounts (workforce) — Accounts must be established in a manner
that ensures access is granted based on clearances, need to know,
separation of duties, and least privilege basis, Accounts unused for 15
calendar days must be disabled.

Accounts unused for 1 year must be deleted. A user account

suspension can also be triggered by certain clock rings in Time &

Attendance System (TACS)
External users {customers):

a. Personal User — Used for external users who have a customer
username and password,

b.  Business User — Used for external users (who declared themselves a
business user) who have a customer username and password.
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c. Pending (upgradeable to full account) — Used to track external users
who do not have a customer username and password but do have
some privileged interaction with a Postal Service information
rescurce,

d. Partial (not upgradeable to full account} — Used to track external users
who do not have a customer username and password but do have some
privileged interaction with a Postal Service.

e. Personal or business accounts unused for more than 400 days may be
disabled. Unused accounts are not deleted. Pending account options to
upgrade to a full account are only valid for 15 calendar days and then
disabled.

Establishing Accounts
Internal Users (workforce):

To establish an account, personnel must request an account from their
manager or supervisor via eAccess/ARIS at htfps./eaccess.usps.gov.

External Users (customers):

External users may sign up for an externat account as needed, and without
additional approval by anyone in the Postal Service,

Documenting Account Information
Interal accounts (workforce),

The account information, or database, must contain the following
information for each user account: log-on ID, group memberships, access
control privileges, authentication information, and security-relevant roles.
Any security-related attributes that are maintained must be stored securely
to protect their confidentiality and integrity.

External accounts (customers):

The account information shall be centrally managed via the customer’s
external account. Information about the account must include the following
information, Username, User ID, membership details, access controls,
levels of assurance, date/time of registration as well as [P address,
authentication information and authorization data. Any security related
attributes that are maintained must be stored securely to protect their
confidentiality and integrity.

Configuring Account Time-Outs

Internal Accounts (workforce)— Accounts must be configured to log the
workstation off the network or disable the session after a predetermined
period of inactivity and enforce re-authentication. This requirement should be
automated where possible. The Postal Service default standard pericd of
inactivity Is a maximum of 30 minutes. This action reduces the amount of
time Postal Service Information resources are vulnerabls to compromise.
Any deviation from this standard is the responsibility of the executive
sponsor and must be documented and approved by the CISO.
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External users (customers) — The session time-out period due to inactivity
for external accounts is 15 minutes,

- Local Accounts

All access to Information resources will be through Active Directory accounts/
passwords or Active Directory enforced two-factor authentication protocols.
Local accounts are prohibited on all servers, workstations, laptops, and other
end-user computing devices (this prohibits the creation of new iocal accounts
and requires the removal of any existing local accounts from the
aforementioned resources). Users and operations staff wili use individually
issued and identifiable Active Directory accounts for access.

Exceptions to this policy are the following:

a.  The local built-in administrator account will be retained an all servers,
workstations, and laptops but is restricted tc operations personnel
working on servers or workstations that are disconnected from the
network and unable to authenticate to the directory. The local built-in
administrator accounts and their passwords will be maintained in
accordance with requirements for elevated privileged accounts. These
accounts are part of the standard server build/configuration and do not
require separate approval or management through eAccess/ARIS.

b.  Mobile computing device access is granted a blanket exception as the
current models are restricted to local accounts only. These accounts
are part of the standard device build/configuration and do not require
separate approval or management through eAccess/ARIS.

Other exceptions may be granted on case-by-case bases by the CISO and

the manager IT Desktop Computing (ITDC) where a COTS product will not

work without a local account or there is a compelling business or operational
need. '

Requests for exceptions to the policy prohibiting local accounts other than

the built-in Administrator and mokile computing devices accounts must be

made through eAccessARIS. The approving manager must be a PCES
manager; CISO will be the FSC; and ITDC will be the log administrator. The
eAccess/ARIS system servas as the archive for requests, approvals/denials,
and implementation if approved.

Departing Personnel
Accounts must be deleted or passwords changed when personnel leave the
organization.

Vendor Maintenance Accounts
Vendor maintenance accounts must be managed, enabled only when
needed by the vendor, and manitored while being used.

Handling Compromised Accounts

Internal users (workforce):

[nformation resources must provide automated mechanisms to support
identifying and handling information security incidents. All personne! who
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suspect an account has been compromised must immediately notify
management and follow the incident reporting process (see 13-3.2, Incident
Reporting}.

External users: (customers):

All personnel who suspect an account has been compromised must notify
eSAFE, the Inspection service and the CISO Threat Intelligence Team.

Identification

9-5.1

8-5.2

Identification is the process of associating a person or information resource .
with a unique enterprise wide identifier {e.g., a user log-on ID). The log-on 1D
Is used in conjunction with other security services, such as authentication
measures, to track activities and hold users accountable for their actions,
Users are rasponsible for all actions performed on Postal Service infermation
resources under their log-on ID.

Internal users (workforce); [dentification requirements for processing and
control devices in the mail processing and mail handling equipment
(MPE/MHE) environment for private non-routable network address space are
defined by Engineering.

External users (customers): Online user activity will be tracked based upon a
digital identity. Digital identity is the online persona of a subject and is the-
unique representation of a subject engaged in an online transaction,

Issuing L.og-on IDs
Log-on IDs or user IDs are unigue groups of letters, numbers, or symbols
assigned fo a specific person or information resource.

Internal users (workforce): All personnel using Postal Service information
resources are issued a log-on D in conjunction with the authorization
process. No two users are assigned the same log-on |D. This policy does
not apply to users of managed shared accounts.

External users: (customers): Users creating an external account will be
issued a User ID (a number) which will be related to their login or ugsername.
No two users are assighed the same log-on ID.

L
¥

Protecting Log-on IDs

Log-on IDs must be protected in accordance with the following:

a.  Personnsl must not share their log-on IDs or permit others to use
them to access Postal Service information resources,

b.  Log-on IDs must not be embedded in application code or batch files
or stored in application files or tables unless approved compensating
security controls are implemented.
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Internal users (workforce) — After six unsuccessful attempts to log on to an
information resource, the log-on ID or account must be disabled for a period
of at least 5 minutes (or 30 minutes for PCl-related applications or until the
systern administrator resets the account). If the log-on ID or account does
not unsuspend itself after the suspension period, the user must use
ePassword Reset or call the Help Desk and follow defined procedures for
resolution,

Employees who remain in a Leava Without Pay (LWOP) status for a period
in excess of 15 calendar days, or who are expected to be in a LWOP status
in excess of 15 calendar days, must have their eAccess/ARIS account
disabled until such time as they return to an in-work status.

In addition, customers have an option to recover username, if forgotten,

External users (customers) — For externally facing login pages, do as
follows,

a.  After 5 unsuccessful attempts to leg on to a customer’s managed login
page, the user needs to wait 1 minute until they can attempt to login
again.

b. With 3 additional unsuccessful attempts, the user will be prompted to
wait 5 additional minutes,

c.  With 2 additional unsuccessful login attempts (total of 10), the user will
be prompted to wait 15 minutes until their next attempt.

d. With 1 additional unsuccessful login attempt (#11), the user will be
promptad to wait 30 minutes.

e.  With the 12th unsuccessful login attempt, the user will need to wait 1
hour,

f. With the 13th unsuccessful login attempt, the user will need to wait 24
nours until they can login again.

g.  Forall other customer -related login pages, after 4 unsuccessful login
attempts, the user will not aliowed to login again for 24 hours. In both
cases (customer -owned |ogin page and customer -related login page),
customers can also use the | Forgot My Password process to access
their account.

Failed Log-on Attempts

Recording Failed Log-on Attempts
Failed log-on attempts must be recorded for audit trail and incident reporting
purpcses. '

User Notification of Failed Log-on Attempt

Notification to the user of a failed log-on attempt will reflact only that the
logon failed. The reason for the failed log-on attempt and information
praviously entered, including the disguised or clear password, must not be
returned to the user,
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Terminating Log-on IDs
Internal users {workforce)-Log-on 1Ds not used for the last 365 days must
be deletad. -

External users (customers) - Log-on IDs not used in the last 365 days
must be deleted.

External users (customers) — External accounts are not deleted for non-
use. '

Identification Requirements
Internal users (workforca) .

Information resources must comply with security requirements including, but
not Iimited to, the following:

a.  The information resource must, at a minimum, use log-on IDs as the
primary means of identification.

b.  The information resource must have the capabllity to automatically
disable a log-on D that has not heen used for an administrator
configurable period of time.

¢.  The information resource must not allow an administrator to creats,
intentionally or inadvertently, a log-on 1D that already exists,

d.  Alog-on ID must not exist without associated authentication
information.

e. Theinformation resource must not provide any process to bypass the
authentication information for any log-on |D.

f. The information rescurce must have the capability of associating each
internal process with the log-on ID of the user who initiated the process.
Processes that are not initiated by a user, such as print spoolers,
database management servers and any spawned sub-processes, must
be associated with an identifier code, such as “system ownership.”

External users (customers);

a. The information resource must, at a minimum, use User [Ds as the
primary means of identification of a user's account.

b. The Information resource must have the capability to disable an
account that has not been used for an administrator-configurable
period of time.

¢ Tne information resource must not allow an administrator to create,
intentionally or inadvertently, a unigue account that already exists.

d. A User ID can exist without associated authentication information.

. The information resource must not provide any process to bypass
the authentication Informatlon for any log-on ID.

f. The information resource must have the capabllity of associating
sach on-line activity with the User ID of the user who initiated the
process. :
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9-6 Authentication

Internal Users (workforce): Authentication is the process of verifying the
claimed identity of an Individual, workstation, or originator. While identification
is accomplished through a logon ID, authentication is achieved when the user
provides the correct password, perscnal identification number (PIN), or other
authenticator associated with that identifier. Internal users or persennel must
be required to identify and authenticate themselves to the information
resource before being allowed to perform any other actions.

External users (customers);

Digital authentication establishes that a subject/claimant attempting to access
a digital service is in control of the technologies used to authenticate. This
approach supports privacy protection by mitigating risks of unauthorized
access to individual's information. Authentication of a user's account may
cccur via username/password, or via username in conjunction with shared
secrets or via synchronized access tokens. Location and device identity are
not considered authentication factors.

Access to any database centaining cardholder data must be authenticated,
This includes access by applications, systems and database administrators,
and users. Direct access and gueries to PCl databases must restricted to
database administrators and must be logged.

Authentication requirements for processing and control davices in the MPE/
MHE private non-routable network address space are defined by
Engineering.

Means of authentication, or authenticators, may include the following:
Passwords.

Personal identification numbars.

Shared secrets.

Digital certificates and signatures,

Smart cards and tokens.

- 0o o o0 T

Biometrics.
g.  Strong authentication.

o61 Passwords
Passwords are unigue strings of characters that personnel or information
rasources provide in conjunction with a log-on ID to gain access to an
information resource. Passwords, which are the first line of defense for the
protection of Postal Service information resources, must be treated as
sensitive information and must not be disclosad,

g-6.1.1 Password Selection Requirements
Password requirements must comply with the following:
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Internal application users {workforce): — Password requirements must
comply with the following:

a.  For all users, passwords for all platforms except mobile devices must
consist of af least 15 characters and contain at least one character
from three of the four following types of characters: English uppercase
letters {A—Z), English lowercase letters (a~z), Westernized Arabic
numerals (0-9), and nonalphanumeric characters (i.e., special
characters such as &, #, and $).

b. Password requirements associated mobile devices will be based on
the capability of the hardware and software and can be found in the
appropriate policy/procedure documenis.

c.  The only nonalphanumeric characters available for the mainframe are:
@, #, and $.

d.  For all users, passwords must not contain the user's name or any part
of the user's full name,

e. Passwords must not be repeated (reused) for at least five generations.

External application users {(customers; www.usps.com, Business
Customer Gateway, and related applications) — Password requirements
must comply with the following:

a. Passwords must consist of at least 8 characters and contain at least
one upper case character (A-Z), one lower case character (a-z), and
one number (0-9). Special characters are allowed but are limited to
the following: — ().&@7",/"+1).

b.  The password must not contain more than 2 consecutive repeat
characters.

C. Passwords cannot match the username.

Password Selection Recommendations

The following password recommendations are prudent security practices
intended to enhance the password complexity and protect the password from
attempted password cracking:

a. Do not use family member names or other information easily
discovered about the user (e.g., license plate number, phone number,
birth date, and street name).

b. Do not use commonly used words such as words that appear in the
dicticnary or Postal Service terminology.

c. Do not use all the same characters or digits or other commonly used or
easily guessed formats.

d.  Use longer password conventions whenever possible (e.g.,
passphrases and run-on multiword strings).

e. Do not use all the same characters or digits or other commonly used or
easily guessed formats, such as: atatalal or 123d123d.

f. To remember your passwords and make them stronger, instead of
thinking in terms of pass ‘words’, think in terms of ‘phrases’, where your
password is a shart phrase separated by special characters or
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9-6.1.3

9-6.1.4

9-6.1.5

numbers. Examples would be: Kick_the_can1; 4Jump-the-shark4; and
OCcoean5Sunset,

g.  Ussindustry best practices (such as banking, FICAM) to determine
allowable passwords.

Initial Password

Internal users {(workforce): — Passwords must always be delivered in a
secure manner. The Initial password for users must be sent via protected
electronic delivery system or personal delivery to the user (First Class Mail is
also acceptable). For all accounts, the initial password must be set to a
temporary password, and the user must be required to change the password
at log-on.

Note: Caution must be taken not to use standard generic or global
passwords when issuing new accounts or when resetting forgotten
passwords,

Password Suspension

Internal users (workforce) ~ After six unsuccessful attempts to log on to an
information resource, the log-on ID or account must be disabled for a pericd
of at least 5 minutes for internal systems accessed via ACE and non-ACE
devices, (or 30 minutes for PCl-related applications or until the system
administrator resets the account).

External users (customers) — For externally facing login pages:

a. After 5 unsuccessful attempts to log on to a customer managed login
page, the user needs to wait 1 minute until they can attempt to login
again.

b. With 3 additional unsuccessful attempts, the user will be prompted to
wait 5 additional minutes.

c. With 2 additional unsuccessful login attempts (total of 10), the user will
be prompted to wait 15 minutes until their next attempt,

d. With 1 additional unsuccessful login attempt (#11), the user will be
prompted to wait 30 minutes,

a.  With the 12th unsuccessful login attempt, the user wilf need to wait 1
hour; with the 13th unsuccessful login attempt, the user will need to wait
24 hours until they can login again,

f. For ali other customer -related login pages, after 4 unsuccessful login
attempts, the user will not be allowed to login again for 24 hours.

g. In both cases {customer -owned login page and customer -related login
page), customers can also use the | Forgot My Password procass to
access their account,

Reset Passwords

Internal users (workforce)— Users with non-privileged accounts who have
forgotter their passwords or need to perform routine password resets,
should reset their password by invoking ePassword Reset. The exception to
using the ePassword Reset system is for privileged, machine and vendor
default accounts (see below). The ePassword Reset system requires user
authentication prior to allowing the user to perform a password reset. |f a
user calls the Help Desk to reset a password, users are challenged by Help
Desk personnel to provide further confirmation of identity prior to resetting
the password. Password change requests via the Help Desk are
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documented via a change request ticket. The password is resetfo a
temporary password by an administrative group, and the user must then
change the password at first log-on.

asPassword Reset is not used for privileged, machine, and vendor default
accounts. The passwords to these accounts are changed by the system
administrator group via the Help Desk. When users of these accounts request
the reset of a password, the users are challenged by Help Desk personnel to
provide further confirmation of their identity (e.g., some predetermined shared
sacret that only the user would know) prior to resetting the password. Upon
confirmation of user identity, the requeast is documented via a change request
ticket and assigned to the appropriate administrator group for resetting the
password. For privileged accounts, the adminisirator group resets to a
temporary password and the privileged user must then change the password
at first log-on.

External users (customers) — For external users, passwords may be reset
as follows:

a.  Help-desk call. Users calling the help desk are challenged by helpdesk
personnel to provide further confirmation of their identity prior to
resetting the password, Upon confirmation of the user identity, the
request is documented in the external users internal application. A
temporary password can be sent by the help-desk personnel via email
to the end user. Upon receipt, the user can type in their username and
temporary password. Users will then need to enter a password into
external users application to complete their login.

b. | Forgot My Password self-service process. External customers may
reset their passwords via entering the answers to their secret questions
into the external users page. If successful, the user will then be
prompted to type in their new password to complete their login.

¢.  SMS Account Recovery. Customers who have signed up for account
recovery via SMS codes can enter the code received by verification text
or email on the webpage.

Password Expiration

Internal users (workforce)— The information resource must offer an
authentication information-aging feature that requires users to periodically
change authentication information, such as passwords. All Postal Service

" personne! must change thelr passwords when prompted by the system or

risk being locked out, thus requiring assistance to reset the account.
Password expiration requirements are as follows:

a.  Prior to the expiration of authentication information, such as passwords,
the information resource provides netification to the user.

b.  Atleast every 30 days, passwords for privileged accounts or for those
accounts considered sensitive (e.g., system supervisors, software
specialists, system administrators, database administrators [DBA,
SYSDBA, SYSOPER, INSERT ANY TABLE, UPDATE ANY TABLE,
DELETE ANY TABLE], or vendor-supplied) must be changed.

c.  Atleast every 90 days, passwords for all other accounts must be aged
and changed.
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8-6.1.7

Oracle database schema accounts are assigned to a database {not an
individual) and are typically considered the application owner, These
accounts have minimum access rights and privileges required to parform the
necessary business functions with respect to the application. Cracle
Database Schema Accounts closely resemble Service Accounts as they are
not granted root or administrative privileges and are placed under
management control [Database Systems and Services (DBSS) is the Postal
Service entity responsible for the Iife cycle of the account from creation,
deployment, usage, and retirement when no longer neaded). DBSS is
respensible for password maintenance on all Oracle Database Schema
Accounts. DBSS must take the following measures to protect the password:

The password is not provided to anyone outside of DBSS.

If the password is stored in a database, it is encrypted.

If the password is stored in a file, the file is protected.

If scripts need to be run as the schema account, DBSS staff enters the

password.

e. The password for schema accounts must comply with a password
strength function that enforces the password to be at least 15 characters
long. This is necessary because the schema account password does not
expire so extra measures are taken to protect it.

f.  DBSS has monitoring in place on all databases for usage of this account

and records alf suspicious activity.

oo oo

External users {customers) — There are no requirements for external
customers to change their passwords an a periodic basis,

Requests for Use of Nonexpiring Password Accounts

All requests for use of nonexpiring password accounts must be approved by
the manager, CISO. The manager CISO must be added as a FSC for all
machine accounts. These accounts are tracked for compliance purposes.
The executive sponsor is accountable for the use of these accounts. If
approval is granted, the following compensating controls must be
implemented:

a.  Account must be in a centrally managed databage. No privileged
access allowed.

b.  Encrypt the LDAP call to keep the password from being transmitted
across tha network in clear text.

c.  Change password when personnel with access to the account leave or
transfer.

d.  Non-expiring password accounts must be requiested and documented
through eAccess/ARIS.

e.  Ownership of non-expiring password accounts must be identified and
recertified on a semi-annual basis.

f. Rights and privileges of non-expiring password accounts must be
reviewed at least on a semi-annuat basis to evaluate the
appropriateness of access.

g.  Passwords for non-expiring password accounts must use a complex
password that exceeds standard length requirements.
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h.  Source-restrict the account to a specific host and do not allow console
or remote entry.

i. Restrict access to the password to operations staff with a need to
know.

9-6.1.8 Requests for Use of Non-expiring Service Accounts

9-6.1.9

All requests for use of non-expiring passwaord service accounts must be
submitted in writing (e-mail is acceptable) by the executive sponsor to the
manager, CISO. The rationale for these accounts is to prevent service
interruptions due to a locked account. These accounts must be tracked for
compliance purposes. The executive sponsor will be held accountable for the
implementation of these accounts. If approval is granted, the following
compensating controls must be implemented: '

a,  Account must be requeasted and documented in eAccess/ARIS.

No privileged access allowed; specific ACL’s must be applied under the
concept of 'least privilege'. Use of root, system administration, non-
cancel, etc, privileges are prohibited.

c.  Account must not have the rights to modify or delete system (e.g.,
syslog or Windows System Event) or security log files.

d.  Restrict account’s usage to a specific host.

e Direct login to the service account, whether from a console or remote
session, is prohibited and must be disabled.

f. Rights and privileges of account must be reviewed and validated on a
semi-annual basis.

g.  Non-expiring password must meet Postal Service standards, including
password length and complexity, and be encrypted in storage and in
transit. The only exceptions to the criteria are password aging and
account suspension on failed login attempts.

h. Restrict access to password to operations staff with a need to know
and change when personnel with access leave or transfer, Compiy with
6-6, Departing Personnel, to terminate all access when personnel leave
or are transferred.

Password Protection

Passwords used to connect to Postal Service information resources must be
treated as sensitive information and not be disclosed to anyone other than
the authorized user, including system administrators and technical support
staff. Requirements for protecting passwords include the following:

a.  Passwords must not be shared except those used for shared accounts.

b. If passwords are written down and stored outside the user's personal
control, thay must be secured in a tamper-resistant manner (e.g., an
envelope with registry seal, time stamped, and signed by the user) to
ensure that any disclosure or removal of the written password is clearly
recognizabls, :

c. Aside from initial password assignment and password reset situations,
if there is reason to believe that a password has been disclosed to
somesone other than the authorized user or has been otherwise
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coempromised, the user must immediately change the passwcrd and
notify CyberSafe.

d.  Passwords must be encrypted in transit,

9-6.1.10 Password Storage

9-6.1.11

9-6.1.12

Passwords must be stored in one-way encrypted format whare possible,
There may be cases where business requirements for the system are unable
to meet one-way encryption implementation, these exceptions should be
identified and documented as part of the certification and accreditation
process. Passwords stored in batch files, automatic log-in scripts, software
macros, keyboard function keys, or computers without access control
systams must be encrypted using the Postal Service encryption standard
documented in 8-7.1.1, Minimum Encryption Standards, and decrypted when
used,

Passwords for external users may not be decrypted when used.

Vendor Default Passwords

Vendor-supplied default accounts must be disabled, removed, or the
passwords must be changed before connecting the system or introducing
the software to the Postal Service network. This includes passwords used
by contractors or consultants when configuring a system.

Password Requirements

Internal users (workforce) — Information resources must support the
following password requiremants:

a.  Deny access if the user does not comply with password selection or
expiration criteria.

b.  Setinitial password to a temporary password and require user to
change the temporary password on first log-on.

¢.  Suspend account after an administrator-configurable number of
unsuccessful entries.

d.  Require re-authentication by the user, as well as reconfirmation of the
new password, at the time of an attempted password change.

Mask password entry during the authentication process.
Store passwords in a one-way encrypted format,
Encrypt passwords in transmissions.

S e ™o

Require users to change passwords (password aging every 90 days or
when compremise is suspected).

i, Change vendor-supplied default passwords prior to use.
External users {(customers):
Information resources must support the following password requirements:

a.  Accept user created passwords that only comply with the password
selaction criteria.

b.  Lock account after an administrator-configurable humber of
unsuccessful antries.

6. Require reconfirmation of the new password at the time of an attempted
password change.
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During the password entry process, allow one letter/character to be
shown to the user as they type in the password and mask the previous
entry after each subsequent password character is entered.

Store passwords in a one-way encrypted format.
Encrypt passwords in transmissions via HTTPS/POST.
Do not require users to change passwords on a periodic basis.

Enable a forced change to user passwords based upon a data breach or
known fraudulent activities.

g62 Personal ldentification Numbers

9-8.2.1

9-6.2.2

9-6.2.3

PINs are a specialized type of authenticator that are used in conjunction with
unique identifiers to verify the identity of users before allowing them access
to information resources. Use Postal Service 4-digit PINs only for limited
interfaces such as the Integrated Voice Response (IVR) based non-sensitive
applications. Do not use Postal Service 4-digit PINs for Human Resource
self-service web-based applications.

Where technologically capable, use of PINs with increased complexity are
mandatory in order to meet challenges posed by increasing information
security threats and developing technological advancements. Where
technically capable, these PINs must include the following composite design:
eight-character minimum combination of numbers, letters, and special
characters, with a defined window for expiration,

Like passwards, PINs must be treated as sensitive information and must not
be disclosed. All personnel must comply with Postal Service policies
regarding PIN management and usage and are directly responsible for all
actions taken using an assigned identifier and PIN.

PIN Generation and Selection Requirements

To ensure that PINs retain integrity and confidentiality, PINs must be
protected during generation and dissemination. All personnet are encouraged
to change their PIN from the initial assignment. PINs must:

a.  Be a minimum of four characters in length, two of which are unigue.
b.  Avoid obvious combinations or sequences,

c.  Avoid well-known or easily guessed combinations (e.g., social security
number, telephone number, and house address).

PIN Distribution

Secure delivery methods include First Class Mail, an encrypted delivery
system, or personal delivery to the user. New or replacement PINs must not
be delivered by telephone, facsimile, or electronic mail to protect against
unauthorized disclosure.

PIN Protection

PINs must be committed to memory or stored In a secure focation.
Information resources must store PIN data in an encrypted format that meets
Postal Service encryption standards. All access, additions, modifications, and
deletions to the PIN data must be logged and monitored. If PIN
authentication is performed over an open network, such as the Interet, PINs
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9-6.2.4

9-6.2.5

9-6.2.6

9-6.2.7

9-6.3

must be encrypted during transmission according to Postal Setvice
ancryption standards,
Forgotten PINs

When requesting replacement of a forgotten PIN, the user must be prepared
to provide some predetermined shared secret that only the user would know
for validation purposes. All forgotten PINs must be replaced with securely

_ delivered new PINs.

Suspension

When using a PIN for authentication, the information resource must be
disconnected after three incorrect entries and the PIN account suspended
after six incorrect entries. When a suspended PIN account is reactivated, the
user must be assigned a new PIN that is delivered via sacure methods.

PIN Cancellation and Destruction

A PIN suspected of compromise must be cancelled immediately and a new
PIN generated and delivered via secure methods. Unauthorized users who
no longer require access to the system must be removed immeadiately. All
PIN data must be destroyed when the user no longer requires access to the
system or leaves Postal Service employment.

PINs Used for Financial Transactions

PINs used for financial transactions must comply with American National
Standards Institute Financial Services Technical Publication X9.8, PIN
Management and Security. Financial transactions at high risk for fraud may

not be suitable for reliance on PINs as the primary authentication
mechanism.

Shared Secrets

A shared secret is an authentication mechanism used to re—set a user's
password or PIN. When requesting the reset of a password or PIN, the user
must be prepared to provide some predetermined shared secret that only
the user would know for validation purposes.

Internal users (workforce)— shared secrets must comply with the

following: _ a.  Beaminimum of sight
characters,

_b.  Be protected and stored as sensitive information.

C. Be stored encrypted if stored electronically.

d.  Have the user's account disabled if the shared secret is entered
incerrectly three times,

e.  Ensure an information resource using shared secrets provides a
secure process for recording an initial shared secret and changing the
shared secret in the event of suspected compromise. '

External users {customers):

a. Be aminimum of three characters.

b.  Be protected and stored as sensitive information,
C. Be stored encrypted if stored slectronically.
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d. Do not allow changes to shared secrets.

o6.4 Digital Certificates and Signatures

8-8.4.1

A digital certificate is an X.509 certificate that uses the widely accepted
international X.509 public key infrastructure (PKI} standard to verify that a
public key belongs to the user, computer, or service identity contained within
the certificate. The certificate's purpose Is to relate a unique name to a
specific public key and is used for encryption and decryption of files and the
nonrepudiation of messages. USPS sets standards for the properties,
utilization, and acceptance of digital certificates in USPS systems and
applications where digital certificates are used.

Cryptographically, X.509 is the standard defined by the public key certificate
within USPS. As defined in 11-1.1.4, the Postal Service uses X.509
certificates for secure communication, including the TLS and SSL. protocols.
An X.509 certificate contains a public key and an identity (a hostname, or an
organization, or an individual). When signed by a trusted certificate authority,
someone holding that certificate can rely on the public key it contains to
authenticate the identity presented therein.

An X.509 is defined by the International Telecommunications Union's
Standardization sector (ITU-T), and is based on ASN.1, another [TU-T
standard and contains information about the identity to which a certificate is
issued and the identity that issued it. Standard information in an X.508
certificate includes the following:

a.  Version — which X.509 version applies to the certificate (which indicates
what data the certificate must include).

b.  Serial number — the identity creating the certificate must assign it a
serial number that distinguishes it from other certificates.

c.  Algorithm information — the algorithm used by the issuer to sign the
certificate.

d.  Issuer distinguished name - the name of the entity issuing the
certificate (usually a certificate authority).

e,  Validity period of the certificate — start/end date and time.

f. Subject distinguished name — the name of the identity the certificate is
issued to.

g.  Subject public key information — the public key associated with the
identity.

h.  Extensions (optional).

Within the Postal Service, the CISO determines the eligibility of each
proposed role, group, code signer, system, application, or device to recelve
one or mare certificates. The CISO determines and verifies the identity of the
human sponsor for each proposed role, group, code signer, system,
application, or device to receive one or more certificales

Digital Certificate

A digital certificate contains a public key and a private key. Digital certificates
are used for identity verification prior to performing a separate action [by way
of another process entirely, such as the Transport Layer Security (TLS)
protocol] to transmit data securely. The Postal Service sets 9-6.4.2
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standards for the properties, utilization, and acceptance of digital certificates in
Postal Service systems and applications where digital certificates are used.

A public key certificate is a digitally signed document that serves to validate the
sender's authorization and name. The document consists of a specially
formatted block of data that contains the name of the certificate holder (which
may be either a user or a system name) and the holder's public key, as well as
the digital signature of a certification authority for authentication. The certification
authority attests that the sender's name is the one associated with the public key
in the dacument. A user 1D packet, containing the sender’s unique identifier, is
sent after the certificate packet. There are different types of public kay
certificates for different functions such as the following:

Device;
Web server SSL.
IPSEC tunneling.
Active directory authentication.

a

b

c

d.  Data servers.
e Secure terminal services.

f Code signing.

g Secure LDAP.

a.  PiVidentification cards.

b Client authentication.

c Document signing and encryption.
d.  Secure E-mail,

€ Encrypted file system (EFS3).

9-6.4.2 Digital Signature

A digital signature is a digital code that can be attached to an electronically
transmitted message or file that uniquely identifies the sender, The signature
is used to authorize action, to demonstrate responsibility, and legally to
indicate intent of decisions. Digital signatures enable electronic approvals
promoting business efficiencies. Digital certificates are required when using
digital signatures. Digital signatures perform three important functions:

a. Integrity allows the recipient of a given message or file to detect
whether that message or file has bean modified.

b. Authentication makes it possible to verify cryptographically the
identity of the person who signed a given message.

¢. Nonrepudiation prevents the sender of a massage from later
claiming that they did not send the message.

9-8.43 Certificate and Signature Standards

Certificate Authority (CA) operating requirements are defined within this
policy, and may also be well-defined within a Certificate Policy (CP)
document. This includes digital certificate properties, as well as utilization
and acceptance. Certificate Authority server operational practices are defined
within the Security Plan document for each Enterprise Information Repository
(EIR) at the Postal Service that operates the Certificate Authority
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(CA) servers, and may also be well-defined within Certificate Practice
Statement {CPS) documents. If used, CPS documents are required for each
CA Server and are used to describe how each of those CA servers are
operated in accordance with the relevant CP document under which they
must function,

Digitized Signatures

A digitized signature is a handwritten signature reproduced in its identical
form as a TrueType font or graphical image. The signature may be
embedded In electronic messages or documents as a representation of an
individual's signature. There are no security associations with a digitized
signature, e.g., non-repudiation and document integrity.

Certificate Stores

A Certificate Trust Store Is a permanent storage where a Public Key
Infrastructure (PKI) stores its certificates, CRLs, and certificate trust lists. A
trusted root certificate is the comerstone and trust anchor of authentication
and security on the internet.

Vendors' products come pre-populated with many root certificates in their

. trust stores, potentially certificates that Postal Service does not want to

implicitly trust. The CISO sets the direction of what should be included in the
trust stores and the Public Key Infrastructure Management Authority (PKIMA)
provide technical assistance to application and system owners with regards
to the content of installed product's trust stores through automated or manual
processes, to include the following:

a.  Removing all certificates that have passed their expiration date.
b. Removing all certificates that are no longer trusted.
c.  Removing all certificates that are no longer required.

Naming Constraints

Names for certificate issuers and certificate subjects are of the X.500
Distinguished Name (DN) form. The “United States Postal Service" is a
registered name In accordance with American National Standards Institute.
The U.S. National Name Registration Authority uses of this identifier within
USPS are not restrictive because the identifier is unambiguous and may be
used in a variety of environments and various encoding methods. To be
unambiguous, USPS must establish context and naming hierarchies. A
single naming hierarchy is established within the Postal Service as outlined
below:

a. Names for certificate issuers (i.e., USPS CA) and certificate subjects
(i.e., subscriber or end entity) are of the X.500 DN form. These names
are unique and unambiguous within the USPS hierarchy.

b. Certificate issuers have entries at the organization name level. The DNs
follow the following form: OU=United States Postal Service, O=U.S.
Government, C=US.

c. Certificate subjects have entries at the organizational Unit Name level.
The DNs must follow the following form: CN=Subscriber Name,
OU=United States Postal Service, O=U.8. Government, C=US,

Certificate subjects choose an opticnal Alternated Subject Name if marked
noncritical. Certificate subjects choose to have additional name forms, such

Handbook AS-805



Information Sacurity Services

November 2019

9-8.4.7

9-6.4.8

9-6.4.9

9-6.5

as an e-mail address; however, the DN is the primary name and the one
used to populate the subject fields of certificates and CRLs. Additional
ehjects outside the scope of this policy must also be present in the naming
hierarchy.

Meaningful Names

All names, including machine names and application names, are unigue and
understandable to humans. The DN must represent the subscriber in a way
that is easily interpretable. For people, this is a legal name. For equipment,
this is a model name and serial number. Distinguished names must be
unique for all end entities of the USPS GA. X.500 DNs are used, and the
USPS CAs enforce name unigueness within the X.500 name space for which
they have been authorized. When name forms other than a DN (e.g., e-mall
address or DNS name) are Used, they too are allocated to ensure name
unigqueness.

The contents of each certificate Subject and Issuer name field have an
association with the authenticated name of the Entity. A certificate issued for
a device or application must include, within the Directory entry, the name of
the person or organization responsible for that device or apptication. Al
certificates have name constraints asserted that limit the name space of the
CAs to that appropriate for the domain.

Rules for Constructing Various Name Forms

Name forms are contained in the applicable certificate profile. As the USPS
organization responsible for management and operation of the USPS X.500
directory. The Information Technology Engineering and Architecture (ITEA)
group is responsible for the USPS X.500 diractory name space and works
with the Change Management Process for naming approval prior to final
certificate provisioning.

Name Claim Dispute Resolution Procedure

Any dispute related to a name claim between USPS and an organization or
individual outside of USPS is resolved using the following dispute settliement
mechanism:

a.  Adispute is resolved by negotiation if possible.

b.  Adispute not settled by negotiation is resoived through arbitration by
the USPS PKIPA.

Smart Cards and Tokens

Smart cards and tokens are tangible chjects that usually contain a built-in
microprocessor to store and process information used to verify the identity of
a user. Smart cards and tokens are valid methods of authentication. The
CISO must approve all implementations of these technologies for accessing
information resources. The CISO, in conjunction with the Inspection Service,
sets standards for the use and protection of smart cards and tokens. All
personnel must protect smart cards and tokens from theft and not allow
others to use them.
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Biometrics

Using biometric information is a valid method of authentication. Biometrics
are technologies used to authenticate individuals by means of unchanging
biological characteristics (e.g., fingerprints, palm prints, voice prints, or facial,
iris, and retina scans). The CISO must approve all implementations of
biometric technologies for accessing information resources. Biometric
information is sensitive-enhanced information and must be protected. The
CISOQ, in conjunction with the Inspection Service, sets standards for the use
of biometric authentication and the storage of biomatric information.

Strong Authentication

Strong authentication consists of two-factor or multifactor authentication tools
(e.g., smart card and PIN or thumbprint and password) that move toward the
concept of nonrepudiation or conclusive tracing of an action to an individual.
Single-factor authentication tools such as log-on IDs and passwords do not
provide strong authentication.

Strong authentication is required for external native apps that are
downloaded via an APP Store, such as Google PlayStore or ITunes. Nafive
apps will encrypt the payload. Native apps will use two factor authentication
to establish an encrypted channel through which payloads are
communicated.

Nonrepudiation

Nonrepudiation is the security property that ensures that the sender cannot
deny sending the message, the recipient cannot deny receiving the message,
and actions can be conclusively traced to a specific individual. When required,
an information resource must have the capability to support nonrepudiation,

A single public/private key pair and its associated certificate issued to any
device may be used for signing (including authentication), key management
(for encryption), or both. Device certificates must not assert nonrepudiation
as wall; all subscriber private keys must not be used by more than one entity.

Remote-Access Authentication

Postal Service information resources must support and maintain access
contral for personnel using networked, and Internet connections to Postal
Service information resources. Strong authentication or other stringent
access controls must be implemented for personnel entering through the
Internet, or other non-Postal Service communication networks. Source
restrictions (i.e., destination verification of remote session source address)
may be used as a substitution to strong authentication for remote access.
Two-factor authentication is required for remote access to PC| cardholder
data.

Multifactor authentication is required for remote access to sensitive,
sensitive-enhanced, and PC} cardholder data. Application owners centrally
manage all remote access conneclions to their systems and ensure that
remote access capabilities provide strong multi-factor authentication, audit
capabilities, and protection for sensitive information throughout transmissicn.
All remote access connections must support cryptographic based, multifactor
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authentication. Any multifactor authentication is based on USPS-controlied
certificates or hardware tokens issued directly to each authorized user.
Remote access solutions must comply with the encryption requirements of
FIPS 140-2, Level 3, and Security Requirements for Cryptographic Modules.

9-6.10 Session Management
A computer session is a unique period of activity performed on or by an
information resource usually associated with a login by a user. All information
resources must implement session management standards specific for the
information resource platform.

9-6.101 Session Establishment

Internal users (workforce)— information resources must comply with session
establishment requirements including, but not limited to, the following:

a.  During a login, the information resource must allow the entire login
sequence to be completed before providing any response to the initiator
of the login. '

b. The information resource must generate an alarm after an
administrator-configurable number of consecutive incorrect login
attempts across multiple accounts,

¢.  When the threshold for invalid consecutive attempts (normally six) for a
given log-on 1D Is reached, the information resource must deactivate
access for the log-on ID for a period of at least 5 minutes (or 30 minutes
for PCl-related applications or until the system administrator resets the
account),

d. Upon sueccessful session establishment, the information resource must
make available the date and time of the last successful login.

External users{customers):

a.  During a login, the information resource must allow the entire login

sequence to be completed before providing any response to the initiator
of the login.

b. The information resource must generate an alarm after an
administrator-configurable number of consecutive incorrect login
attempts across multipie accounts.

For externally facing login pages:

a.  After 5 unsuccessful attempts to log on to a customer managed login
page, the user needs to wait 1 minute until they can attempt to login
again.

b, With 3 additional unsuccessful attempts, the user will be prompted to
walt 5 additional minutes.

¢ With 2 additional unsuccessful login attempts (total of 10), the user will
be prompted to wait 15 minutes until their next attempt.

d. With 1 additional unsuccessful login attempt {#11), the user will be
prompted to wait 30 minutes.

e.  With the 12th unsuccessful login attempt, the user will need to wait 1
hour; with the 13th unsuccessful login attempt, the user will need to
wait 24 hours until they can login again.
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f. For all other customer -related login pages, after 4 unsuccessful login
attempts, the user will not allowed to login again for 24 hours.

g.  Inboth cases {customer -owned login page and customer -related login
page), customers can also use the | Forgot My Password proecess to
access their account.

Upon successful session establishment, the information resource must make
~ available the date and time of the last successful login.

9-6.10.2 Session Expiration
Information resources must comply with session expiration requirements
including, but not limited to, the following:

a.  After the specified period of inactivity during the session {applicable
standards defined by the manager, CISO 1SS}, the information
resource must terminate the session and connection and require a
successful re-authentication to regain access.

b.  Following termination by the user or interruption by a power failure,
system crash, or transmission problems, the session and connection
must be dropped. The establishment of a new session requires the
narmal user identification, authentication, and authorization.

¢.  Theinformation resource must provide an administrater-configurable
session expiration (i.e., session lifetime). After the specified period of
time, regardless of activity, the information resource must terminate
the session, lock out the connection, and require a successful re-
authentication to regain access.

9.6.10.3 Time-Out Requirements {Re-authentication)
The inactivity time-out standard for Postal Service information resources is a
maximum of 30 minutes with the following exceptions:

a.  For end-user devices and consoles associated with PCI applications,
servers, and network devices the maximum is 15 minutes.

For conference rooms used for presentations the maximum is 2 hours.

c.  For executives at the vice president level or higher the maximum is 2
hours.

d.  Foraxternal end users (associated with a customer login), the
maximum is 15 minutes.

After the maximum of petiod of inactivity, the information resource must,
where the platform permits, automatically engage the password-protected
screen saver or blank the screen and lock the keyboard to allow only the
keying of the appropriate password. Any deviation from these requirements
must be approved by the manager CISO and the executive vice
president/CIO.

Manual re-authentication must be required before access to the information
resource s re-established. For remote access, the session must be
terminated and the information resource disconnected from the network,

Note; Use the Postal Service standard or refer to the specific platform
configuration standards for the applicable time-out requirements.

9-6.10.3.1 End User Computing Devices
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9-5.11
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Internal users (workforce) — After the maximum period of 30 minutes of
inactivity, the time-out event must, where the platform permits, automaticaily
engage the password-protected screen saver or blank the screen and lock the
keyboard to allow only the keying of the appropriate password. Manual re-
authentication must be required before access to the end user computing
device Is reestablishad.

External users (customers) — After the maximum period of 30 minutes of
inactivity, the user will be required to log-in again to re-establish a new
session. The establishment of a new session requires the normal user
identification, authentication, and authorization.

Applications

After the maximum of period of inactivity define above, the application must
time-out.

Remote Access

For remote access, the communications session is limited to 2 hours. After 2
hours, the end user computing device Is asked to re-authanticate to the
network. The normal end user computing device inactivity time-out standard
described above applies,

Failed Access Attempts
Failed access attempts and access attempts by uhauthorized personnel or

information resources must be rejected and recorded for audit trail and
incident reporting purposes.

Single Sign-On

Single sign-on (SSQO) Is the automated authentication for additional systems
after the user has logged on once. The authenticating system passes the
user information ta the subsequently called system. This is done in the
background; that is, the user does not need to authenticate himself or herself
again after his or her first log-on. Certificate-based, two-factor authentication
is required to ensure the identity of users accessing the sensitive information
within SSO environments. All SO initiatives must be implemantad accorging
to the architectural plan to ensure seamless integration within the enterprise
and to avoid the establishment of isolated, unsupported islands.

Authentication Requirements

All information resources must comply with authentication requirements
including, but not limited to, the fotlowing:

a.  The authentication process shoutd protect the information resource
from a replay attack,

b, During information resource recovery, authentication information must
be recoverabie without unauthorized disclosure or loss of data and
information resource integrity.

¢.  Theinformation resource must support a configuration capability that
prevents authentication information (e.9., password, PIN numbet,
token, or smart card) from being displayed In clear text or ctherwise
made available to any other user, including an administrator.
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d.  When the initial authenticator is created, the information resource must
not divulge the authenticator to anyone other than the user and the
authorized administrator.
e. The information resource should have the abiiity to authenticate itself to

the user and to other software application components during the
authentication sequence.

f. Where technically feasible, information resources must support
process-to-process authentication.

g.  Failed log-on attempts must be recorded for audit trail and incident
reporting purposes.

9-7 Confidentiality
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9-7.1

9-7.1.1

Confidentiality is the security property that ensures that information is not
made available or disclosed to unauthorized individuals, entities, or
procasses. Information rescurces must have the capability to ensure that
information is transmitted and stored in a way such that only authorized
users are allowed access, Confidentiality is maintained through
comprehensive and interrelated efforts that include, but are not limited to,
the following: a. Information designation.

b.  Clearances and need to know.
¢.  Physical security.
d.  Authentication of users.

e,  Encryption.

Encryption
Encryption is the primary means for providing confidentiality services for
information that can be stored or sent over the network, intranet, and Infernet.
Information resources that store, process, or transmit sensitive-enhanced or
sensitive information must have the capability to encrypt information.

i
Minimum Encryption Standards
Synchronous encryption: Products using FIPS 187 Advanced Encryption
Standard (AES) algorithms with at least 256 bit encryption that has been
validated under FIPS 140-2. Legacy systems must have plans for moving to
the minimum encryption standard; the associated timeline for this action is
based on feasibility (technical capability, business plan for upgrade/
retirement, etc.), identification of a published exploit to the implemented
encryption algorithm, and associated risk to the Postal Service.

Asynchronous encryption; RSA with a 2048-bit encryption key pair. Elliptic
curve algorithms ECDH or ECDSA may be used with key sizes 224-bit or
greater, Legacy systems must have plans for moving to the minimum
encryption standard; the associated timeline for this action is based on
feasibllity (technical capability, business plan for upgradefretirement, etc.),
identification of a published exploit to the implemented encryption algorithm,
ang associated risk to the Postal Service,
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PCl systems also require Transport Layer Security {TLS) protocol version
1.2. New implementations must meet the minimurm standard. Legacy
systems must have plans for moving to the minimum encryption standard:
the assoclated timeline for this action is based on feasibility {tachnical
capability, business plan for upgrade/retirement, atc.), identification of a
published exploit to the implemented encryption algorithm, and associated
risk to the Postal Service,

The minimum encryption standard for the Postal Service is the Advanced
Encryption Standard (AES) with a 256-bit encryption key. Asynchronous
encryption: RSA with a 2048-bit encryption key pair.

Required for Transmission and Storage

Infermation resources storing, processing, or transmitting sensitive-enhanced
or sensitive information must implement encryption based on Postal Service

encryption and key recovery policies. Encryption must be used for sensitive-

enhanced and sensitive information that Is transmitted across networks or in

transit between [1] an application or batch server and a database server and
[2] between workstations and a database server,

Encryption must be used for sensitive-enhanced and sensitive information
stored or archived on fixed and removable devices or media (.g., disks,
diskettes, CDs, and USB storage devices).

Encryption must also be used for sensitive-enhanced and sensitive
information that is stored off Postal Service premises.

Encryption must be used for non-publicly available electronic information in
transit or stored off Postal Service premises.

Encryption must be used for payment card industry (PCI) information
throughout the life cycle. Unencrypted primary account numbers (PANs) -
must not be sent via end user messaging technologies.

Recommended for Storage on Postal Service Servers and
Mainframes
Where technically feasible, encrypt sensitive-enhanced and sensitive

information stored on Postal Service non-removable devices.

Required for Workstations and Laptops
Full disk encryption must be installed on all workstations and laptops.

Use of Encryption Products
Encryption products must comply with requirements including, but not limited
to, the following:

a,  Information resources using encryption must use only algorithms and
standard encryption preducts that are approved by the Postal Service
and meet federal information processing standards and industry best
practices. Use of locally generated, self-signed digital certificates is
prehibited.

b. Al encryption products must support functionality of and integrate with
security content-filtering applications or make encryption keys available
to management. Any use of encryption without such technology must
ba approved in writing by the CISO.
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C. Application owners follow encryption standard operating procedures for
their application as documented within their specific EIR deliverables,
as required by USPS Handbook AS-805-A (4-4.2 Deliverables, a.
Standard operating procadures).

o73 Key Management

9-7.3.1

9-7.3.2

9-7.3.3

Key management is the generation, recording, transcription, distribution,
installation, storage, changing, disposition, and control of cryptographic keys. '
Key management must be rigorous and disciplined because attacks against
encryption keys are far more likely to occur and succeed than attacks against
encryption algorithms.

Protecting Encryption Keys

Encryption keys must be treated as sensitive-enhanced information and

access to those keys must be restricted on a need to know basis. The

following principles apply to the protection and access of encryption keys:

a. If keying material is generated and stored, the information resource must
provide secure key storage that is resistant to compromise through a
logical or physical attack.

b. If hardware-based key generation and storage is used, the key must be
stored in such a way that it cannot be retrieved in clear text,

Recommended Key Management Practices

The best way to mitigate the risk of keys being attacked is to store them in
hardware on a secure physical device. Postal Service information resources
should adhere to key management procedures and practices that include,
hut are not limited to, the following:

a.  Generate strong keys that meet the Postal Service minimum
encryption standards (See 9-7.1.1, Minimum Encryption Standards).

b.  Key management should be fully automated and not require manual
steps.

Generate and store all keys in hardware.

d.  Never remove keys from the hardware and never store them in the
host's memory.

e.  Gain access to the hardware only through a trusted path.

Key Management Requirements
Information resources must comply with key management requirements
including, but not limited to, the following:

a. If the information resource supports key recovery, then access to the
key must be restricted to authorized personnel.

b.  The information resource must have the capability to enforce the
immediate revocation of user accounts and the associated key(s).

C. Encryption keys must not appear in clear text outside a cryptographic
device.

d.  Split knowledge keys must be implemented.
e, Dual control of keys must be established.
f. Secure key distribution and storage must be implemented.
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g.  Unauthorized substitution of keys must be prevented.

h.  Keys must be changed periodically, as defined below:
(1)  Every year for PCl in-scope applications.
(2) Every 2 years for non-PCl in-scope applications.

(3) Every 3 years for USPS Certificate Authority (CA) Online Subordinate
tier Server(s), every & years for Offline Policy tier CA server(s), and
every 10 years for offline Root tier CA server(s).

(4)  Whenever anyone with knowledge of a portion of a key that is NOT
stored in a Hardware Security Module (HSM) changes positions,
transfers, or for any reasan leaves the employ of the Postal Setvice
(e.9., resigns, retires, terminates), .

i. Known or suspected compromised keys must be replaced.
j. Old or invalid keys must be revoked.
k. Old keys must be archived and destroyed as applicable.

l. Key custodians must sign a form stating they understand and accept
theirkey-custodian responsibilities.

m.  Keys must not be sent in the same email as the encrypted file,

n.  Sponsors for nonhuman subscribers (systems, applications, and
devices) are responsible for the security of and use of the subscriber’s
private kays.

o.  All subscribers including human and device private keys are not used by
more than one entity.

p.  Public keys (Digital Certificates) must be changed at least 30-days prior
- o the digital certificate’s expiration date.

9-7.34 Public and Private Key Management Agreement
The United States Postal Service (USPS) Cryptographic Keys {aka Private
Keys} and Digital Certificates {aka Public Keys); including those provided by
third-party vendors intended for use by the USPS, must be used only in
accordance with this Public and Private Key Management Agreement,
including the following:

a.  Touse your Cryptographic Key(s) and Digital Certificate(s) exclusively
for authorized management of a USPS asset, or authorized USPS
business partner asset,

b.  To take all necessary precautions to protect your Cryptographic Key(s)
and Digital Certificate(s) from loss, disclosure, modification, or
unauthorized use, as per this policy derivative; as well as USPS
Handbook AS-805C, Information Security for General Users.

Every United Siates Postal employee and contractor shall maintain contral of
Cryptographic Keys at all times and shall abide by the agreements above.

¢-74 Cryptographic Hash Function
A cryptographic hash function is an algorithm that takes an arbitrary block of
data and returns a fixed-size bit string, hash value, such that an {accidental
or intentional) change to the data will (with very high probability) change the
hash value. The data to be encoded is often called the “message,” and the
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hash value is sometimes called the message digest. The ideal cryptographic
hash function must have the following significant properties:

a. ltis easy to compute the hash value for any given message,

b. Itis infeasible to generate a message that has a given hash,

c. it is infeasible to modify a message without changing the hash.
d. Itisinfeasible to find two different messages with the same hash,

The Postal Service cryptographic hash standard is SHA-2 or SHA 256. Older
algorithms (e.g., SHA 1) maintained by commercial products and applications
used and developed by the Postal Service may continue to be supported
since they may be required to validate digital signatures executed in the past
and to decrypt objects encrypted in the past using the older algorithms and
key sizes. These cases must show acceptable effort of migration to standard -
algorithms as identified in this policy and receive an exception waiver by the
CIS0. In addition it is recommended that:

a. A Salt value is always used with your hash. This-is especially important
if the sensitive data to be protected is short like a, social security
number, or a payment card number.

b.  Always use a Strong Salt value when creating a credential hash. A Salt
is a fixed-length cryptographically-strong random value. Follow these
practices to properly implement credential-specific salts:

(1) Generate a unique salt upon creation of each stored credential
(not only per user or system-wide).

{2) . Use cryptographicaliy-strong random data.
{3) As storage permits, use a 32-byte or 64-byte salt.
c.  The Salt value should be protected as any other cryptographic value.

Elimination of Residual Data
The information resource must have the capabillty to ensure that there is no
residual data exposed to unauthorized users.
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Integrity is the security property that ensures correct operation of information
resources, consistency of data structures, and accuracy of stored information.
Information resources must be installed and maintained in a manner that
ensures the integrity of the information resources and their data.

Appropriate planning must occur before conducting security-related activities
affecting the information resource in order to minimize the impact on the
integrity of the information resource and on Postal Service operations (e.g.,
mission, functions, image, and reputation} and assets. Security-related
activities include, but are not limited to, secutity assessments, audits, system
hardware and software maintenance, testing, exercises, and retirement and
disposal of hardware and media.
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8-8.1

9-8.2

Information Resource Integrity

Information resource integrity ensures that informatior: resources perform
their intended functions in an unimpaired manner, free from deliberate or
inadvertent unauthorized manipulation. Integrity provides assurance that
under ail conditions the operating hardware and software maintain logical
correctness, reliability, and effective protection mechanisms. Acceptable
integrity thresholds for processing and control devices in the MPE/MHE
private non-routable network address space are defined by Engineering.
Information resources must comply with information resource integrity
requirements including, but not limited to, the following:

a.  Security features designated in approved hardening standards must be
invoked.

b, Noinformation resource may undermine the integrity of underlying
platforms or supporting infrastructure.

¢.  Theinformation resource must perform integrity checks for system
functions.

d.  The information rescurce must retain the existing security parameters
even after a restart or recovery. _

e.  Backup capability must be provided to restore the information resource
to its former state. '

f. Boundary checking must be implemented to prevent buffer overflow
~ conditions.

g.  Theinformation resource must provide appropriate alert messages
before executing potentially damaging commands.

h. The information resource must provide an administrator with the
capability of retrieving the date and time associated with any security-
related activity and the log-on ID of the user who initiated the activity.

i The information resource must provide mechanisms to detect duplicate
authentic financial transactions.

J- The information resource must monitor the status of its components in

real time to ensure that all components are still active and to prevent
components from failing without detection,

Data Integrity Requirements

Data integrity is the security property that ensures that data meets a given
expectation of quality and has not been exposed to accidental or malicious
modification or destruction. All input data must be appropriately validated.
Information resources must comply with data integrity requirements including,
but not limited to, the foilowing:

a.  Information resources must have the capability to ensure that data is
not modified, altered, or deleted without authorizaticn in either storage
or in transit,

b.  Any unauthorized modification of data must yield an auditable security-
related event,

¢, The information resource must have the capability of identifying the
originator of any information before that information is used in any
restricted function of the information resource.
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d.  The information resource must log any attempt by the administrator to
authorize any user to bypass the administrator-configured data integrity
contrals.

e.  The information resource must protect data integrity by performing data
integrity checks.

f, When data integrity checks fail, the information resource must reject
the data.

983 Application Requirements

9-8.4

Management must be made aware of the accuracy, timeliness, and
relevance of the information they use for decision making. Management
must be notified if controls which ensure the integrity of information fail or if
such controls are suspected of failing. '

If information issued or released has been modified in any way, the
recipients must be notified about the nature of the modification so that they
can determine whether the modifications are significant enocugh to affect
decision making. All incomplete or obsolete information must be suppressed
and not distributed to users unless it is accompanied by an explanation
which describes the status of the information.

Production data and software must be changed only by authorized pecple
according to established written procedures. Production transactions must be
properly authorized prior to updating production records whether these
records are computer based or not.

To facilitate tracking and problem resolution, each accountable transaction
must be time stamped, identified to person who submitted it, and assigned a
unique sequence number or identifler. Line numbering must also be
implemented for free-form text messages that deal with important business
matters.

Sufficient contrals must be implemented to ensure information is free from a
significant risk of undetected alteration.

All rejected input transactions must be placed in a suspense file and listed in
exception reports until such times as they are successfully resubmitted for
processing or otherwise handled. All input transactions that are held in a
suspense status pending further investigation must be either resubmitted or
otherwise handled within 10 business days of original entry. Input
transactions that are corrected for resubmission or that are suspended and
later approved resubmission must be subjected to the same validation
procedures (e.g., reasonable checks and formal edit checks) that original
input transactions receive.

Management Requirements

Intarnal records must be reviewed semiannually for reasonableness and
accuracy. Reasonable checks include ratio analysis and accuracy checks
include physical inventories. If records are discovered to be in error, they
must be immediately corrected by authorized individuals using standard
control procedures.

Important information on which management depends must be compared
semiannually with external sources or otherwise cross-validated to verify that
it is accurate.
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985 End-User Computing Requirements

End-user computing, including spreadsheets and other user-developed
pragrams, must be documented and regularly reviewed for processing
integrity, including their ability to sort, summarize, and report accurately. For
important reports, the logic should be reviewed semiannually to verify
information is processed completely and accurately. User-developed systems
must be secured from unauthorized use. Audit logs must be reviewed dally to
detact unauthorized access attempts and take corrective action. To facilitate
audit trail requirements, transactions affecting sensitive-enhanced, sensitive,
and critical information must be initiated only by receipt of source documents
or computerized messages in which the originating individual and system are
clearly identified. Proof of non-Postal Service sources can be achieved via
digital signatures, message authentication codes (MACs), and encryption. All
end-user business-related representations must be truthful at all times.

9-9 Availability

November 2019

901

9-9.2

0-9.3

9-0.3.1

Availability is the security property that ensures information resources are
accessible by authorized personnel or information resources when required.

Capacity Planning and Scalability

For all information resources, capacity planning and scalability must be
considered for both the information resources and network components,
such as routers, firewalls, proxies, and encryption. Whenever technically
feasible, consider scalable information resources that require little or no
change to the configuration or the application when adding hardware or data
storage.

Redundancy

Redundant systems for utilities, communications, mainframes, servers, and
firewalls may be recommended where warranted to ensure the availability of
critical information resources. The implementation of redundant systems
should be based on a cost-benefit analysis and the recovery time objective
(RTO). Infrastructure including telecommunication services must be
engineered to not have a commen point of failure.

Relationship of Criticality, Recovery-Time
Objective, and Recovery-Point Objective

Criticality

The initial determination of criticality of an information resource is determined
during the BIA process. Subsequently, internal and external dependencies
must be identified to understand how a given application interfaces with the
rest of the Postal Service applications and infrastructure. A system is
dependent if it cannot function without the input or connection to the other
system or portal. For example, applications which by themselves are not
critical may have a higher designation because they provide data to an

161



182

9-0.3.2

9-9.3.3

9-9.4

9-8.4.1

9-9.4.2

Information Security
application with a higher criticality designation. Any identified dependencies
may change the initial criticality designation.

The criticality determination may be further refined by Postal Service
management. The criticality designation will be updated in the BIA and EIR
by the Business Continuity Group.

Recovery-Time Objective

The RTC, which is the maximum allowable downtime for an information
resource, is determined for information resource designated as critical. The
RTO is the length of time it takes to restore the information resource. The
RTO does not indicate how much data will be lost.

The RTO must be commensurate with the level of criticality. If there is a
significant mismatch between the RTO and the criticality designation, the
RTO and criticality designation must be reviewed. As & general rule the more
critica! the information resource, the lower the RTO. A lower RTO often
requires a larger investment in BCM resources, which, in turn, resuits in
higher costs. The RTO is determined in consultation with the DR service
provider as the DR strategy is defined.

Recovery-Point Objective

Also at this time, the data currency requirements/recovery point objective
(RPQ) is determined. The RFO indicates the maximum amount of allowable
data loss. It is the point in time (age) to which data must be recovered relative
to the time of the disaster. It is the size of the window of opportunity for data
loss. The amount of data loss is determined by backup methods and frequency
of backup transport offsite.

Assuring Availability

Multiple technologies should be used to minimize the data loss and increase
the availability of data for local and alternate site recovery. These
technologies must provide for both traditional backup and recovery to meat
local requirements in addition to the availability of data at the alternate
processing site for disaster recovery. The movement of data for disaster
recovery can be moved electronically aver high-speed dedicated circuits via
hardware data replication, remote tape vaulting, or information rescurce
specific database replicationfjournaling technologies. The choice of
technologies is dependent an the desired RPO and RTO.

Data Replication

Selection criteria: The files selected for data replication are determined by
the placement of the data on the appropriate-storage device that Is
configured for passive replication. Passive replication refers to a process
when the data is changed and stored on the primary device and then the
dafa is replicated to a device at the alternate site.

Frequency: The frequency of data replication should be aligned for minimal
data loss and expected RPO for this service,

Remote Tape Vaulting
Selection criteria: The files selected for remote tape vaulting are determined
by the usage of unigue identifier(s) in the file name or spacific request tc the
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IT operations group. The supporting IT operations group needs to be
contacted to receive the appropriate unique identifiers or to make specific site
requests.

Frequency: The frequancy of tape vaulting is dependent on the establish
RPQO for this service.

Inventory: An inventory of critical files that are remotely vaulted must be
maintained. A copy of the Inventory must be available at the alternate
processing site to support business resumption process.

Application Database Replication and Journaling

The application owner who chooses to use a vendor-provided database
replication and journaling services for high-avaitability services must procure
the IT-approved product, then fund or perform the necessary configurations
and reconfigurations.

Alternate Backup Requirements

All information resources not using one of the above technolcgies must
implement secure backups. The information resource must have the
capability to check the integrity of data read from a backup file when
performing a restore function.

All essential components of an information resource required for continued
operations must be backed up. The backup procedures must ba
documented. The responsible Postal Service manager must define the
appropriate backup media and frequency.

Applications determined by the BIA as critical must implemeant backup and
recovery strategies sufficient to meet the RTO and data currency
requirements.

What to Back Up

Backups include, but are not limited to, operating systems, configuration files,
general utilities, application software, data, supporting files and tables,
scripts, standard operating procedures, specialized equipment, and related
documentation.

When to Back Up

Backup software prior to migrating to test or production and prior to
maintenance. Backup software after migrating to production and after
maintenance. Backup information updated by batch processing at the
successful completion of the update. Backup information updated by real-
time processes at a frequency based on the RTQ and RPO of the
application.

Backup Schedules

All essential components must be backed up on a schedule that is sufficient
to meet the RTO and RPO of the application or information resource as
defined by the executive sponsor that controls the essential component and
Business Continuance Management. Back-up job failures are properly
documented, investigated, and remediated immediately.

Backup Inventory

An inventory of critical applications backup media and supporting materials -
must be maintained. A copy of the inventory must be securely stored off site

163



164

9-0.4.4.5

9-9.4.4.6

. 9-94.47

9-9.4.4.8

9-8.5

Information Security
or in a fireproof container at the facility that hosts the application. An
inventory of backup media and materials is recommended for all other
information resources.

Backup Storage Requirements

Backup media containing critical information must be stored in an
environmentatly controlled and secure location (e.g., a locked cabinet or room
with controlled access). Backup media containing sensitive-enhance,
sensitive, and non-publicly available information must be labeled as

*Restricted Information”. Backups must not be stored on the same hardware
device as the original information.

Off-Site Backup Storage Requirements

Critical information stored on mainframes, servers, workstations, and mobile
devices must be backed up and must be stored off-site at a location that is
not subject to the same threats as the original media. An inventory listing of
backup media containing critical information must be maintained at a
designated Postal Service facility off site from the primary information
location.

Noncritical information stored on mainframes, servers, workstations, and
mobile devices must be hacked up and stored off site at a location that is not
subject to the same threats as the original information. Postal Service
information must not be co-mingled with non-Postal Service information.
Backup Verification

Backup media for critical applications must be verified to ensure that backups
are complete and can be read. From time to time, the application and
associated backup hardware and software should be tested with the backup
media to ensure the application can be successfully restored and used.
Verification of backup media is recommended for all other information
resources,

Annually review the data backup policies and inspect the actual backup
practices of third party providers.

Backup Disposal

All unneeded electronic backup media or hardware containing sensitive-
enhanced or sensitive electronic media must be erased using a method that
complies with the most current Postal Service policy and processes on the
disposal of sensitive-enhanced and sensitive media. (See 3-5.8, Disposal and
Destruction of Information and Media.)

Information Resource Recovery and Reconstifution
Critical information resources, Including infrastructure and applications, must
have the ability to be recovered and reconstituted to their original state
following a disruption, failure, or disaster. This means all system parameters
(either default or established) are reset, patches are reinstalled,

configuration settings are reestablished, system documentation and
operating procedures are available, application software is reinstalled,
information from the most recent backups is availabie, and the entire
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configuration has been fully and successfully tested at an alternate site.
Authorization to request backup data is limited and restricted to approved
Postal Service personnsl.

Contingency plans must be developed and tested for critical infrastructure
and telecommunication service providers and include reccovery and
recenstitution of critical applications. The EIR must be updated to identify
which applications require the development and testing of continuity plans.

The frequency for testing business continuity plans for critical-moderate and
critical-high applications is defined in 12-2. Business continuity plans for
critical-high applications must be tested at an offsite location using only
software, data, scripts, and procedures stored at the offsite backup location.
The business continuity plans must be updated annually based on the
lessons learnad from testing.

High Availability

High availability should be implemented where warranted, based on a cost

benefit analysis and RTO. Resources or processes that may be deployed to

ansure high availability include, but are not limited to, the following: a.
Fauli-tolerant information resources.

b. Redundant hard drives (e.g., randomly accessed independent disk
[RAID] array), systems, and servers.

C. Uninterruptible power supplies (UPS), power conditioning systems, and
backup generators,

d.  Off-site vaulting of application transactions.

e.  Disk mirroring of applications at site not subject to the same threats.
Disk mirroring does not negate the need for backups. Mirroring only
ensures both instances are the same (I.e., both instances can be blank
or incorrect).

Hot-swappable components.
Secondary storage devices.

> e -

Continuous monitaring,

Automated fail-over and fail-back systems.

9-10 Security Administration

November 2019

9-10.1

Security administration includes management constraints, operational
procedures, and supplemental controls established to protect information
resources. Sensitive-enhanced, sensitive, and critical information resources
must implement logical access security.

Security Administration Requirements

Security administration functions that must be implemented for Postal
Service information resources include, but are not limited to, the following:
a.  Activating protective features (e.g., the login feature).
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Displaying users logged on.

Creating, refrieving, updating, or deleting all security—related attributes
of users, interfaces, and software and data elements.

Overriding or altering vendor-provided securlty defaults.
Configuring security-relevant options.

Configuring the display of security-related events.

Recording and archiving the information resource configurations.

Monitoring suspected activities related to a potential information
security incident.

Detecting information security incidents immediately, isolating and
investigating the problem, and recovering securely from the incident.

Provide a level of access and documentation necessary to perform
comprehensive security assessments of an information system,
application, or hardware when performing the following functions:

1. Incident Response
2. Investigations of Cyber Risk
3. Penetration Testing

o102 Security Administration Documentation

Requirements

Security administrative requirements must be appropriately documented.
These security administration documentation requirements include, but are
not limited to, the following:

a.

Cautions about functions and privileges that must be controlled when
running a secure facility.

Administrator functions related to security, including adding or deleting
users, changing user security characteristics, generating keying
material, and revoking user-related security parameters.

Standards on consistent and effective use of security features,

including their interaction and how to generate a new security
configuration.

Standards for retaining accountability tracking information for an
administrator-specified period of time,

Procedures necessary to start the information resource in a secure
manner.

Procedures to resume secure aperation after termination of information
resource processes.

9-11 Audit Logging
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All information resources must implement system-level audit fogging. Audit
logs include operating system logs, application system logs, database
system logs, event logs, error logs, and Web logs, CISO must have access
to all security-related audit logs. Information resources must support audit
log capabilities including, but not limited to, independently and selectively
monitoring {In real time) the following:
a. The actions of any user currently logged on and automatic jockout of
that user if necessary,
b. The activities at a specified terminal, port, or network address and
automatic lockeut of that input device if necessary.

o-11.1 Audit Logging Functionality Requirements

Audit logs must be sufficient in detail to facilitate reconstruction of events if a
compromise or malfunction is suspected or has occurred. Information
resources must implement audit logging functions including, but not limited
to, the following;

a.  Providing adequate information for establishing audit trails relating to
information security incidents (as part of forensics analysis) and user
activity.

b.  Where feasible, consolidate audit records from all sources for
automated analysis, alerting, and archiving in support of compliance,
accountability, and. security.

¢ Supporting administrator-selectable alerts for specified security- related
events.

d.  Reacording the log-on ID or user ID accountable for the event,

e.  Maintaining the cenfidentiality of authenticators (e.g., passwords) by
excluding them from being racorded.

f. Maintaining the confidentiality of personally identifiable information {PI[)
and debit/cardholder data.

0. Protecting audit logs as sensitive infermation.

h. Protecting audit log control mechanisms from modification, deletion, or
disabling of the function.

i. Restricting access to authorized users.

] Generating real-time alarms indicating immediate attention is required
for operational problems (e.g., running out of storage space) and audit
log malfunctions. USPS Autherizing Official(s) (AOs) ensure that
reports on information security operations status and incident reporting
are provided to the policy authority as required by this poticy.

k.  Providing authorized individuals with access to enable retrieval,
printing, and archiving {copying to long-term storage devices) of audit
log contents.

Providing administrators with audit analysis tools to selectively retriave
recards from the audit log to produce reports.

m.  Sanitizing audit log storage locations and madia prior te reuse.
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o-11.2 Audit Log Events

The logging of the following events must be considered for information

resources:;

a. Al sessions established,

b.  All authentication attempts (i.e., valid/authorized and invalid/
unauthorized) fo access information resources.

c.  Action of individuals with root or elevated privileges (e.g., system
and database administrators).

d.  Creation or changes in user or information resource security
accounts, profiles, ACLs, privileges, and attributes.

e.  Creation and deletion of system level objects.

f. Use of privileged accounts.

g.  Shutdowns, restarts, and backups.

h.  Installation and updates of software.

i. Access to audit logs.

J. Changes to log configurations.

K. User Access fo Cardholder data.

For the specific security events to capture for a particular platform, see the
appropriate hardening standards.

o113 Audit-Log Contents
The information resource must record event information including, but
not limited to, the following when available:

a
b
c.
d.
e
f.
g

Date and time of the event.

Log-on 1D and MAC or IP address of the event initiator.

Event type and success or failure of the event if applicable.
|dentification of information resources accessed.

Source host name and IP address generating the log event.
Destination host name and IP address generating the log event.
Transaction code or process ID.

o114 Audit-Log Protection
Secure audit logs so they cannot be altered by:

a,
b

Labeling audit logs as *“RESTRICTED INFORMATION."

Limiting the viewing of logs to those with job-related need (e.g., need
to know and least privilege).

Protecting audit log files from unauthorized access, modifications, and
destruction,

Immediately backing up audit log files to a centralized server or media
that is difficult to alter.

Storing a backup copy of audit logs off site.
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f. Using file integrity monitoring and change detection software on logs
to ensure existing log data cannot be changed without generating
alerts.

¢-11.5 Audit-Log Reviewé

8-118

System administrators and database administrators must review audit logs
reguiarly for potential security incidents and security breaches and maintain a
record of the review. System administrators and database administrators
must review audit logs regularly for potential security incidents and security
breaches and maintain a record of the review. For PCI in-scope applications,
audit logs must be reviewed daily. Any suspicious activity must be reported to
management and CyberSafe, investigated, documented, and resolved
immediately. See Audit-Log Events for details regarding the events that
should be captured for each platform.

Audit-Log Retention

Audit logs, whether in electronic or nonelectronic format, must be retained in
accordance with a legal hold (e.g., FOIA reguest, subpoena, law enforcement
actions), or as directed by the Postal Service Records Office (see Handbook
AS-353, Guide to Privacy, Freedom of Information Act, and Records
Management} and then destroyed in accordance with Postal Service policy.

For PCI in-scops applications, audit logs must be retained for at least one
year with a minimum of 3 months immediately available for analysis; (i.e.,
processes must be in place to restore at least the last three months of logs
for immediate analysis). ‘

Industry audit log retention best practice is 2 years online and federal
gevernment audit log retention best practice is 18 months online:
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10Hardware and Software Security

10-1 Policy

10-2 Hardware

Postal Service policy is to manage the procurement, configuration,
operations, and maintenance of information resource hardware and software,
whether located on Postal Service or non-Pgstal Service premises, in a
manner that ensures information security. Hardware and software security
must be implemented and maintained with the appropriate level of technical
and administrative contrals to protect the Postal Service technology and
operations infrastructure from intentional or unintentional unauthorized use,
modification, disclosure, or destruction. Chapter 10 addresses the following:

a. Hardware security.

Software and applications security.

General policies for hardware and software.
Conflguration and change management.

Protection against viruses and malicious code.
Operating system, database management system, and
application audit log requirements.

~ooo0v

Security

10-2.1

10-2.2

November 2019

Hardware security must be implemented based on Postal Service published
standards on all computer hardware including, but nat limited to, the
following:

a. Mainffames.
Network devices.

b

c. Servers,
d Workstations,
e

Mabile computing devices.

Mainframes
Appropriate security controls must be enabled. For mainframe implementation
of this security policy, contact the manager, Host Computing Services.

Network Devices

Appropriate security controls must be enabled on all network devices,
including servers, routers, hubs, and switches (see 11-3, Protecting the:
Network Infrastructure).
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1023 Servers
A server is a host that provides one or more services for other hosts over a
network as a primary function. Servers include outward-facing publicly
accessible sarvers (such as Web and email services); inward-facing servers
(such as storage-based information resources like file servers, Network
Attached Storage [NAS] servers, Storage Area Network [SAN] servers,
database servers, application servers, directory servers, domain name
servers); highly specialized servers like security. infrastructure devices (such
as firewalls and intrusion detection systems); and virtual servers.

Postal Service servers must be protected commensurate with the level of
sansitivity and criticality of the information and business function. Server
installation and deployment must comply with standard configuration and
deployment standards unigue to the individual server platform. Implement
only one primary function per server [e.g., a Web server, database server,
and domain name server (DNS) should be implemented on separate
servers).

The foilowing security activities are required to securely administer Postal
Service servers.

a.  Harden server and configure operating system to address security,

h.  Identify vulnerabilities and install additional mitigating controls as
required.

¢.  Implement Postal Service change control procedures.
(1)  Apply and test non-critical patches in a timely marner.

(2)  Implement critical security patches according to Postal Service
standards.

{3) Implement a management process over script automation that
includes documentation and inventory of automated scripts.

d.  Control automated time synchron'ization (also see 11-2, Network
Infrastructure).

(1) Implement Network Time Protocol (NTP) or similar technology for
time synchronization,

(2) Designate specific external hosts {i.e., industry-accepted time
sources) from which the designated Postal Service time servers
will accept NTP time updates,

(3) Implement controls to prevent interral servers from receiving
time signals from any source other than the Postal Service-
designated internal NTP servers.

{4) Restrict access to time data to individuals with a need to access
time data,

{5) Log. monitor, and review all changes to time settings.

e.  Determine the best authenticaticn credentials for each operating
environment.

f. implement access control.
(1) Implement the Postal Service access control policy.
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{2) Monitor password aging. Passwords associated with devices that
do not have the ability to monitor password aging for local
accounts must be submitted for approval as non-expiring
passwords.

(3 Conduct semiannual review of all access.

g.  Only accept connections from remote clisnts configured to Postal Service
standards.

h.  Implement Postal Service standards for audit logging (see 9-11, Audit
Logging).
(1) -Analyze log files on a frequent basis.
{2) Retain log files according to the applicable system of record.

With the application owner determine if server is production or nen- production
and the server's criticality.

IR Back up critical information and all server software frequently and send
backups offsite in accordance with Postal Service processes.

k. Develop appropriate contingency plans and procedures.
l. Establish and follow procedures for recovering from compromise.
m. Implement the following security principles:
(1) Fail safe - fail in a secure manner, (i.e., default to no access).
(2) Separation of privilege — provide a much granularity as possible.
{3y Least privilege — grant minimurm rights to perform a task.
(

4) - Psychological acceptability — implement sensible options that are user
acceptable and effective.

{5) Least common mechanism — grant a function to a single process or
service,

{6) Defense in depth — implement layered security mechanisms.

{7y Work factor ~ the amount of work nacassary for an attacker to break the
system or network should excesd the value of the data or resource
availability that the attacker would gain.

{8) Compromise recording — logs provide sufficient evidence if a
compremise does occur,

n.  Test securlty controls periodically.
0.  Gonduct vulnerability scans and penetration tests.

Configuration standards for servers in the mail processing and mail handling
equipment (MPE/MHE) non-routabie address space environment are defined by
Engineering,
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10-2.3.2

10-2.3.3

Hardening Servers

All information resources must be implemented on servers hardened to
Postal Service standards. Hardening standards are based on CIS sources
and vendor recommendations which must be implemented specific to each
platform. These standards must delineate restricted and prohibited functions,
port, protocols, and services and include details on how to configure systems
with approved security parameter settings. '

Server hardening standards must require the removal of unnecessary
functionality such as drivers, scripts, subsystems, and file systems,

Hardening standards must be updated as new vulnarabilities are uncovered
and updates are available, Hardening standards must be reviewed and
updated at least annually. This requirement includes hardening standards for
mainframes, servers, networks, and firewalls.

Operating system and database software configurations, including services,
protocols and functionality, must be reviewed on a periodic basis
commensurate with the level of sensitivity and criticality of the information
and business function. Operating system software configuration reviews are
performed on a semi-annual basis for UNIX. Uinnecessary services and
protocois must be disabled. All unnecessary functionality such as scripts,
drivers, features, subsystems, and file systems must be removed. Vendor
supplied default passwords must be removed and common paramaters must
be set to prevent misuse or compromise.

Servers must not be deployed to a production environment prior to
hardening. Servers must be updated when the server hardening standards
are updated for that platform.

Note: The manager, Corporate Information Security Office (CISO)
Information Systems Security (ISS), is responsible for the update and
distribution of server hardening standards

Web Servers

All Postal Service Web servers, regardless of location, must use approved
hardware and software with standard configurations to reduce ikelihood of
i0ss or compromise due to exploitation of configuration vulnerabilities. For
Web or Internat projects under the direct control of the Postal Service, the
devalopment and testing must be conducted on specifically designated
development Web servers. Web servers must not be implemented on
individual workstations without prior written approval by the manager, C1SO
ISS.

Database Servers

Database servers must use security controls appropriate for the level of
sensitivity and criticality of the information they contain. Datakase servers
must be separate from other servers, including Web and application servers
(see 10-2.3.4, Combined Web and Database Servers, for an exception).

Database servers located inside Postal Service firewalls must not be directly
accessible from Web servers or other systems located cutside firawalls. All
database servers must ba approved by the Network Change Review Board
(NCRB) prior ta being deployed to the demilitarized zones.
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Database servers must not be deployed to a production environment before
hardening.

Combined Web and Database Servefs

A Web server and database server may be placed on the same host if all
the following requirements are met:

a.  Application is not sensitive-enhanced, sensitive, or critical.
b.  Application is not Internet accessible.

c.  Application is not on the DMZ.
d

Application is not enclaved with sensitive-enhanced, sensitive, or
critical applications. '

e.  Application is operationally standalone, that is, does not interact with
other database servers.

f. Host meets Postal Service server hardening standards.

1024 \Workstations and Mobile Computing Devices

10-2.4.1

All workstations and mobile computing devices including desktops, laptop
computers, notebook computers, and tablet computers must have
appropriate security controls, Workstation and mobile computing device
installation and deployment must comply with standard configuration and
deployment standards unique to that platform. All personnel are responsible
for protecting the information resources at their individual work location and
abiding by all information security policies and procedures that apply to their
individual environment.

All Postal Service workstations and laptops must have an approved personal
firewall installed and personnel must connect to the Postal Service intranet at
least once per week to receive the latest software patches, antivirus pattern
recognition files, and perscnal firewall patterns. Appropriate configuration of
the workstations and laptops to receive these patches and pattern updates is
required.

All workstations processing PCI information and all laptop computers,
notebook computers and tablets must implement full disk encryption. In
addition, sensitive-enhanced, sensitive, and critical information on other
mobile computing devices must be protected (e.g., encrypted) when leaving
a secure environmant, All media subject to loss or removal from Postal
Services premises must be encrypted. Only procure Postal Service approved
devices from approved sources. Only use USB flash drives and removable
medlia that are encrypted. Back up critical information freguently and send
backups offsite in accordance with Postal Service procedures. Critical
information must not be backed up on the same device as the primary
information.

Physical Security

All Postal Service workstations and mobile computing devices must be
protected, at a minimum, by secure physical access to the facility or room.
Other physical security controls may includs, but are not limited to: unique
platform identification (inventary control), identification card reader, screen
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10-2.4.2

10-2.5

10-2.8

10-2.7

protector or positioning screen to restrict viewing from passersby, lockable
keyboard, physical lock, and desk-fastening security equipment.

Password-Protected or Token-Protected Screen Saver
Where feasible, all workstations and mobile computing devices must be
configured prior to deployment to use password-protected or token protected
screen savers, After a period with ne activity, password-protected screen
savers will blank the screen; a password or token is then required to resume
work. Users must protect the screen saver password or token just as they
protect all other system passwords,

Mobile Computing Devices ,

Mobile computing information resources must be protected against damage,
unauthorized access, and theft. All personnel who use or have custody of
mobile computing devices, such as, handheld computers, smart phones
devices, wirelass telephones, and removable storage media devices, are
responsible for their safekeeping and the protection of any sensitive-
enhanced, sensitive, and critical information stored on them.

All laptop and notebook computers must implement hard disk encryption. In
addition, sensitive-enhanced and sensitive information on other portable
devices must be protected (e.g., encrypted) when leaving a secure
environment. All media subject to loss or removal from Postal Services
premises must be encrypted. Only procure Postal Service approved devices
from approved sources. Only use USB flash drives that are capable of
encryption.

All mobile computing devices must be managed by a Mobile Device
Management (MDM) solution. The MDM solution must be vetted and
approved by CISO.,

Data on all mobile devices must be systematically eradicated before
transferring to another individual or disposal.

Bring Your Own Device
Personnel must not load Postal Service information on their own computing
device or connect their own computing device to the Postal Service network.

Hardware Asset Inventory

A comprehensive, accurate, and up-to-date Hardware Asset Inventory must
be maintained and must include all technology assets known to the
organization, with the potential to store or process information. This inventory
must include all hardware assets, whether currently connected to the
organization's network or not. The inventory must be capable of being
dynamically updated using active or passive network discovery tocls and
other network configuration management tools such as Dynamic Most
Configuration Protocol (DHCP).

The Hardware Asset Inventory must contain detailed identifying and technical
information about each hardware asset in the inventory. This information
must Include, at the least, network address, hardware address, machine
name, data asset owner, owner's department, and asset type. In addition, the
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inventory must denote whether the asset has been approved for connection
to the network.

10-3.1

Active Hardware Discovery

An active discovery tool must be used on a regular basis to identify all
devices currently connected to the organization's network. The discovery tool
must have the ability to actively scan the entire network upon demand, The
active tool should update the hardware asset inventory with the results of this
discovery, such that the inventory can report on these devices currently
attached to the network.

Passive Hardware Discovery

A passive discovery tool must be used to identify and log aII devices at the
moment the device connects, or attempts to connect, to the network. The
hardware asset inventory should be updated with the results of the passive
logging, such that the inventory can report on the status of hardware assets
upon their intial connection to the network.

DHCP Logging

Dynamic Host Configuration Protocol (DHCP) must be used {o assign
dynamic IP addresses and the assignment of these addresses must be
logged and used to update the hardware asset inventory.

Hardware Asset Removal

Unauthorized hardware assets, as dencted in the hardware asset inventory,
must be actively removed from the network or quarantined by assignment to
a specific network segment. [n addition, the asset inventory must be updated
to reflect the exclusion or guarantining of the asset.

Network Access Control

Network Access Control (NAC) is the technique for network management and
security that enforces policy, compliance and management of access control
to a network. The Network Access Control (NAC) Process supports the
Handbook (HBK) AS-805, Information Security Policy for Information Security
Services,

Phase 1 — Authorize Hardware and Software into TIPA

The introduction of new devices and software into the USPS® environment
must go through the appropriate activities for authorization. The authorization
of hardware and software assets occurs in the Technology Initiative:
Priotitization Assessment (TIPA) Process. The TIPA Process evaluates all
hardware and software assets seeking access to the USPS® networking
environment and either approves or denies such requests.

Phase 2 — Authenticate Hardware and Software

- After TIPA approval, Hardware and Software assets will be authenticated by

undergoing the following:

Software will be verified through ITK, authorized application and code signing.
Hardware will undergo port-level access control by utilizing the 802, 1x
authentication process to ensure a digital certificate signed by a USPS®
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Certificate Authority (CA) is present on both the device and the authentscahon
server,

b. Realizing that all devices don't support 802.1x authentication, security tools
will interrogate all devices, pulling hardware and software attributes from the
device to establish a unique fingerprint.

¢.  Upon TIPA approval, required asset data information will be supplied to
CMDB.

d. Fingerprints will alsc be used to confirm that autherized devices adhere to
USPS® compliance guidelines and apply the appropriate Network Access
Control (NAC).

Phase 3 — Health Check
A health check is performed to provide ongoing monitoring to confirm assets
are compliant as follows:

a. Monitor assets to confirm required capabilities are current and operational
(i.e. end point protection, patching levels, hotfixes, ate.)

b. Perform Health Check on Hardware and Software Assats te identify end of life
status for devices requesting access to the network,

Phase 4 - Security Monitoring of Assets

Once a device is authorized through an authantication process, the device
shall be granted access to the network and wlll continue to be measured for
compliance to USPS® Policy. Results will be monitored by the USPS® Cyber
Security Operations Center (CSOC) Team as per the Cybersecurity Incident
Response Plan (CSIRP).

C8OC enacts a multi-pronged approach to continuously monitor for possible
cyber threats to the Postal network, The CSOC moniters the USPS®
networking environment for all assets attempting connectivity and have the
authority to block or quarantine any asset that does not comply with USPS®
Policy,

Cybersecurity Compliance - To support the NAC Process, the CIS Critical
Security Controls continue to be addressed to ensure only authorized
computing devices and software are given access to the USPS® networking
environment. The cybersecurity controls ensure all unauthorized computing
devices are found and prevented from gaining access. This also ensures all
unauthorized software is found and prevented from installation or execution.

Contact Information - The Information Security Executive Council provides
oversight for the implementation and management of the Network Access -
Control (NAC) M| document., The Information Security Exacutive Council
consists of appropriate Postal Service representativas and serves as a
steering committee advising the CISO and promulgating information security
throughout the Postal Service,

For guesticns about the Information Technology Asset Access Control
Managemant Instructions, please contact the Corporate Information Security
Office (CISO),

The following diagram illustrates the phases and activities for authorizing,
authenticating and monftoring computing devices and software requesting or
requiring access to the USPS® networking environment.

Approval Authentication Phase | Health Check Security Monitor
Phase Phase Phasa
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10-2.7.6

Client Certificate Authentication

The organization must use client x.509 digital certificates to authenticate
hardware assets connecting to the organization's trusted network.

10-3 Software and Applications Security
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10-3.1

Security attributes and capabilities must be considered in the purchase/
acquisition or development of all Postal Service software. The collection of
features of the operating system, application, database management system,
and utility software must be complementary and enhance the security of the

system.

Software Safeguards

Software configuration and installation must include only the features,
services, and functions necessary to peiform the required business activities.
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Controls must include, but are not Jimited to, the following:

a.  Activating or enabling all safeguards embadded in computer software
fo restrict access to authorized users, maintain system performance,
and to monitor for suspicious activity.

b.  Documenting information security settings in the security pian and
updating the settings during the software lifecycle to continucusly
provide required level of protaction.

c.  Disabling or removing all features and files that have no demonstrable
purpose.

d.  Disabling or removing default priviieged log-on IDs, changing all default
passwords, and removing guest accounts.

a, Removing test data.

f. Prohibiting use of administrative and root accounts for running
production applications.

g.  Limiting access to the spacific files required.

h.  Restricting access to systems software utilities to a limited number of
authorized users on the basis of need-to-know.

i, Syncing privileges with various application roles.

J. Using HTTPS to secure the credentials on Web login pages.

K. Using Pcstal Service certificates on internal HTTPS Web pages.

L. Including the Postal Service loge on the initial application Web page.

m.  Using only Postal Service standard encryption. If an encryption solution
fs not compliant with the current Postal Service standard, then either an
EAC review or an excaption must be requested.

n.  Disabling directory enumeration on the servers.
0.  Reviewing software for unauthorized products quarterly.
For PCl in scope applications, the following controls must also be included:

a. Prohibiting the caching to workstations the following file types: doc, txt,

pdf, html, htm, tif, gif, jpeg, jpg, xIs, etc.

b.  Prohibiting the ability to enter an application Web URL and pull data
frem the application without authentication.

c. Implementing only one primary function per server.

Complying With Copyright and Licensing

All software used on Postal Service information resources must be
purchased in accordance with Postal Service policies and procedures and be
licensed and registered in the name of the Postal Service. All personnel must
abide by software copyright laws and must not obtain, install, replicate, or
use software except as permitted by the software licensing agreements.
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10-3.3

10-3.3.1

10-3.3.2

10-3.4

10-3.4.9

10-3.4.2

10-3.4.3

Information Security
Secure-Transaction Compliance

Financial Requirements

Financial requirements must be imptemented when processing e-Commerce

financial transactions (Note: these requirements are set by the payment card
industry).

Medical Information Requirements

Appropriate security requirements must be implemented when processing
health or medical information.

Version Control

All software that can be modified must be managed through the authorized
Postal Service change control and management process (see 10-5,
Configuration and Change Management). Software containing modifications,
such as exits and supetvisor calls, must be documented detailing the extent of
the modifications. The modifications must be fully reviewed, tested,
documented, and installed in a controlled environment to avert possible
adverse effects on the security of the production environment.

Updating Software
Only authorized personnel may perform updates to the production application
programs or operating system libraries/directories.

Individual access privileges must be approved by appropriate management
officials. :

After the system is changed, the security controls must be checked to ensure
the security features are still functioning properly. Periodically (at least
annually) the security controls must be tested to ensure the information
security controls are functioning as designed and documented.

Significant change will cause the reinitiation of the C&A process. The criteria
for recertification are defined in Handbook AS-805-A, Information Resource
Certification and Accreditation (C&A) Frocess, 6-2.

Distributing Software

Controls must be in place to regulate and manage the distribution of Postal
Service system-wide production applications to field sites. These controls
must ensure that the correct version is installed on all nodes and that the
code cannot be modified on the field computer systems.

Prohibited Software ,

Do not install software that is unlicensed, borrowed, downloaded from online

services, public domain shareware/freeware, or unapproved personal
software. '

Software no longer on the infrastructure toolkit (ITK) must be removed from
the Postal Computing Environment (PCE). Use of unsupported software
must be approved by IT management and maintained by IT or one of IT's
contractors, or removed from the PCE. Direct all requests for software not on
the ITK to the Enterprise Architecture Committee (EAC} (see 10-4.2,
Acquiring Hardware and Softwars).
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10-3.4.4

10-3.4.5

10-3.5

10-3.6

10-3.7

10-3.7.1

Unapproved Software

Unapproved software is removed by the IT staff. The Postal Service must
ensure that unauthorized software discovered during software inventory
scans is deinstalled or if the software is unknown or inaccurately noted as
unauthorized, then the software inventory must be updated accordingly.

Source Code

Acquired mission critical software will include source code whare feasible. A
written consent of the authorizing official is required for exceptions to this
source code requirement. The acquisition and use of binary or machine
executable code without the source code must be accompanied with a
vendor warranty.

Operating Systems

All Postal Service information resources must use approved vendor-
supported operating systems, including all approved updates and patches.
Operating systems must have controls in place to prevent a compromise of
the integrity of the computer operating system environmeni and must be
configured to comply with operating system security requirements specified
by Postal Service,policies. All information resources using vendor-
unsupported operating systems must maintain risk acceptance
documentation as speclfied by 10-4: General Policies for Hardware and
Software. '

Application Software

Postal Service information resources must use only approved application
software. Application software must be compatible with installed security
software. Security activities for application software must be incorporated in
the applicable life-cycle procass during development. Applicaticn software
developed in house or ocutsourced is subject to the C&A process,

Database Management Systems

All Postal Service information resources must use Postal Service-approved
database management systams (DBMSs) that have been configured to
comply with Postal Service security policies including:

a. Implement role-based access,

b.  Authenticate all access by information rescurces, administrators, and
users,

Prohibit direct SQL Equeries to the database.

Prohibit database servers located inside Postal Service firewalls from
being directly accessible from Web sarvers ar other information
resources outside those firewalls.

DBMS Activity Journals

Each production DBMS must have a journal file to protect against accidental
destruction of data or interruption in service, Journal files must be backed up
as specified in the DBMS or the applicable business continuity plan.
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10-3.7.2

: Information Security
DBMS Security Features and Views

All database tables must utilize the security features of the DBMS or the
platform access control software {(e.g., mainframe) to preserve the integrity of
the database. Views and discretionary access controls must be used to
protect sensitive-enhanced, sensitive, or critical information and enforce need
to know.

103.6 Webh-Based PCI Applications

Web-based PCI applications must deploy an application firewall in front of
the Web site or hire a qualified third party to evaluate the Web-facing
applications in accordance with the current PC| DSS.

10-3.9 COTS Software

10-3.8.1 .

10-3.8.2

Commercial-off-the-shelf (COTS) software must be purchased from a Postal
Service-approved source. The EAC approves COTS software for use within
the Postal computing environment. Requests for unapproved COTS software
must be submitted to the EAC for review and approval.

Computer software purchased for the Postal Service must be registered to
the Postal Service. COTS software used within the MPE/MHE non-routable
address space environment is approved by Engineering.

COTS software used to process payment card information must be in
certified by a Payment Application Qualified Security Assessor. The
certification status of the COTS software must be checked prior to acquisition
and before major new software releases are installed.

COTS Software Security Evaluation and Vulnerability
Assessment :

A COTS software security evaluation and vulnerability assessment must be
performed for all proposed additions to the Postal computing environment. It is
recommended that the COTS vulnerability assessment be updated for COTS
software associated with sensitive-enhanced, sensitive, and critical information
resources when first installed and for every version update,

COTS Independent Code Review

COTS applications that contain custom programming or scripts may be subject to
an independent code review. An independent code review examines the custom
source code and documentation to verify compliance with software design
documentation, programming standards and to ensure the absence of malicious
code. COTS custom programming or scripts may require a code review. COTS
modification without authorization by the EAC is prohibited. (See Handbook AS-
B05-A, Information Resource Certification and Accreditation Process, for the
criteria for conducting an indepandent security code raview.)

10-3.10 Browser Software

10-3.10.1  Approved Browser Software

Workstations and applicable mobile computing devices should use Postal
Service-approved standard browser software. Web applications developed
for Postal Service use must be compatible with Postal Service-approvad
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10-3.10.2

10-3.11

10-3.11.1

10-3.11.2

standard browser software. The software must support encryption and

- comply with the privacy and cookie policies found at www.usps.com.

Cookies
Cockles are defined as:

a. Session cookie is a smali piece of textual information that a server
places temporarily on your browser during the time your browser is
open. The cookies are erased once you close all browsers.

b.  Persistent cookie is a small piece of text stored on a computer's hard
drive for a defined peried of time, after which the cookie is erased. The
Postal Service must not collect or link to personal information through
persistent cookies without customer's express consant.

Use of cookies on externally facing websites is detailed in Postmaster
General Letter on Cookie Usage dated 23 January 2008 and is restricted to
the following:

a.  Session cockies may be used to support transactions, logging on and
" off the site, and computing postage.

b.  Persistent cookies are allowed for the following limited purposes:

(1) To gather non-personal usage statistics such as how many new,
repeat, and total visitors use our Web site,

(2)  To support advertisements or promotions.

(3) Torecognize customers or their information on a return visit, but
only if they have expressly told us they want to be so recognized.

C. Further detailed infermation on allowable use of cookies is contained in
the USPS privacy policy at http.#about.usps.com/who-we-are/ privacy-
policy/welcome. him

Third-Party Software

Third-party software is defined as follows:

a.  Software developed for the Postal Service by a vendor, contractor,
supplier, or other third party.

b,  Other limited-distribution custom-built applications.

C. COTS software that has been modified with custom programming
scripts or languages.

Ownership

Third-party software developed under contract or funded by the Postal
Service must be considered the property of the Postal Service unless
otherwise stated in the contract.

Licensing and Escrow of Custom-Built Applications
Third-party software not owned by the Postal Service but considered a
required component of an information resource used in an essential business
activity must be licensed to the Postal Service. The vendor of this software
must ascrow the source code for each new version submitted to the Postal
Setvice. This escrow requiremen: must be included in the contracts
Statement of Work,
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10-3.11.3 Assurance of Integrity

A written integrity statement must be provided with significant third-party
software that provides assurances that the software does not contain
undocumented features or hidden mechanisms that could be used to
compromise the software or operating system security.

10-4 General Policies for Hardware and Software
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10-4.1

10-4.2

10-4.3

10-4.31

Securing the Postal Service Computing

Infrastructure _

The Postal Service computing infrastructure must be protected through the
implementation of information security standards, processes, and
procedures.

Note: The manager, CISO ISS, is responsible for developing and
maintaining an Enterprise Information Security Architecture and coordinating
a secure Postal Service computing infrastructure by setting standards, and
developing and/or approving the security processes and procedures.

Acquiring Hardware and Software

All hardware and software must be approved and purchased from approved
Postal Service sources. Hardware and software not listed on the
tnfrastructure Toolkit (I TK) must be approved by the Enterprise Architecture
Committee (EAC).

Only encrypted USB flash drives are approved for purchase, Encrypted USB
flash drives, available from approved Postal sources, are the only USB drives
authorized for use in the Postal envirenment.

All workstations and laptops must be capable of full disk encryption.

All removable electronic devices including laptops, notebooks, tablets,
smartphones, external hard drives, and removable media must be encrypted.

Using Approved Hardware and Software

General Acquisition Policy

All Postal Service information resources must use only hardware and
software purchased from approved Postal Service sources. All Postal
Service information resources must use only software listed on the ITK,

Software that is unlicensed, borrowed, downloaded from online services,
public domain sharewareffreeware, or unapproved personal software must
not be installed. Personnel wishing to use information resources not on the
ITK must obtain approval from the EAC.

Engineering must approve hardware and software used within the
Engineering private MPE/MHE network.
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16-43.2 Shareware and Freeware
In addition to approval by the EAC, shareware and freeware must have a
formal code review performed and must be scannad for viruses and
malicious code and evaluated for security defects prior to use on any Postal
Service information resource. Postal Service approved instances of share
and freeware must be code signed, appropriately licensed, inventoried, and
“stored in a Postal Service repositery for all future usages.

10-4.3.3 Teleworking
Where Postal Service non-public information is processed via teleworking,
organizations should issue teleworkers a Postal Service ACE laptop.

1044 Testing of Hardware and Software
Thorough testing of all new or modified hardware and software is required to
ensure that there is no adverse effect on the security of Postal Service
information resources,

10-45 Tracking Hardware and Software Vuinerabilities
Designated personnel in Customer Care Operations, Host Computing
Services, Information Systems Security, and Engineering must be on
hardware and software vendor advisory mailing lists and other forums
appropriate to the information resources under their control. Al vulnerability
adviscries involving hardware and software in use within the Postal Service
computing environment must be documented and tracked.

10-46 Scanning Hardware and Software for Vulnerabilities
Scanning tools must have the ability to update the list of vulnerabilities to be
scanned and must be scanned on a regular basis. The scanning procedure
must ensure adequate scan coverage and update the list of vulnerabilities.
Hardware platforms and software packages must be scanned on a regular
basis. The scanning procedure must ensure adequate scan coverage and
update the list of vulnerabilities.

For in-scope PCI externally faclng applications, vulnerability scans must be
performed quarterly by a PCl Approved Scanning Vendor (ASV). For in-scope
PCl internal applications, vulnerability scans must be performed quarterly by
a qualified resource,

10-4.7 Maintaining Inventories

10-4.7.1 Corporate Software Inventory
An enterprise-wide software inventory must be maintained. The enterprise-
wide software inventory management process must ensure accountability and
appropriate documentation. An accurate and up-to-date software inventory
must be maintained that includes all authorized software that is required in
the enterprise for any business purpose on any business system. The
software inventory must track the name, version, publisher, and install date
for all software, including operating systems authorized by the organization.
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10-4.7.2

10-4.7.3

10-4.7.4

10-4.7.5

10-4.7.6

Information Security
Individual Information Resource Inventories
All personnel are responsible for ensuring accurate inventories are,
malntained of Postal Service information resources assigned to them
including hardware, non-ACE software, firmware, and documentation. The
inventory management process must ensure accountability and must include
current copies of hardware and non-ACE software maintenance agreements,
licenses, purchase orders, and serial numbers. The inventory must indicate
the individual authorized to use the information resource. The category
supports granting access to auditors or other authorized personnel. The
business system owner (VP or Mgrs.} grants access to auditors or other
authorized personnel and the FSC (Functional System Coordinator) reviews
and provides access. Information resources supporting PCI are labeled with
information that can be correlated to the application purpose, owner contact
information, and the personnel authorized to use the information resource,

Payment cardholder media must be inventoried and the inventory reconciled
semiannually. '

Vendor Software Support

The Postal Service must ensure that only software applications or operating
systems currently supported by the software's vendor are added to the
organization's authorized software inventory. Software inventory should be
continually monitored and updated in order to reflect any changes to a
vendor's support for authorized software. Unsupported software should be
marked as unauthorized, as the Postal Service should only authorize and
install software which Is currently supported by the vendor and which receives
necessary security updates.

Dynamic Software Discovery
The Postal Service must use dynamic software inventory tools to automate the
discovery and documentation of all software currently installed on all business
systems.

The Postal Service should utilize a tool (such as ForeScout) that can
enumerate installed software and compare this against the authoritative
software inventory. ForeScout is a platform used to scan software being used
and finds software out of scope of the current inventory, Deviations from the
authorized baseline will generate an alert to the System andfor Network
Administrator.

Asset Inventory Integration

The software inventory must be tied to the hardware asset inventory such that
all devices and the software installed on those devices can be tracked from a
single location. This will allow the Postal Service to track the location of all
installed software,

Authorized Application Software
The Postal Service must use authorized application technology on all assets
in order to ensure that only authorized software executes and all unauthorized
software is prevented from execution.
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10-4.7.7

10-4.7.8

10-4.7.9

10-4.8

10-4.9

10-4.10

Authorized Software Library
The Postal Service authorized technology must ensure that only authorized
software libraries are allowed to load into a system process. The Postal
Service must use authorized software to prevent instailation and execution of
unauthorized software.

Authorized Software Script

. The Postal Service authorized software must ensure that only authorized,

digitally sighed scripts are allowed to executs.

Software Segregation

The Postal Service must ensure that physically or logically segregated
systems are used to isolate and run software that is required for business
operations that incur higher risk for the organization.

Isolation of Postal Service Information
Postal Service data must not be co-mingled with non-Postal Service data.

Using Diagnostic Hardware and Software

Diagnostic hardware and software that enable the bypass of implemented
security features or allow network monitoring {e.g., network scanning and
sniffers) must be used only by authorized personnel for approved purposes
(see 14-3, Monitoring).

Controlling Preventive and Regular Maintenance
Preventive and regular maintenance (and repairs) must be scheduled,
documented, and controlled whether performed onsite or remotely.
Information system components containing sensitive-enhanced or sensitive
information must be sanitized prior to removal from a Postal Service facility.
Maintenance records must be reviewed in accordance with manufacturer
specifications and/or organizational requirements, Where possible automated
mechanisms are employed to schedule and conduct maintenance.

Preventive and regufar maintenance must be performed only by authorized
personnel. When maintenance parsonnel do not have the needed access
authorizations, organizational personnel with appropriate access
authorizations must supervise maintenance personnel during the
performance of maintenance activities on the information system.

Accounts used by vendors to suppert and maintain system components are
enabled only when needed by the vendor and monitored while in use. When
maintenance is complete, the security controls must be tested to ensure all
security features are functioning properly.

For critical information resources, service level agreements delineate the
spare parts that must be maintained onsite for the repair of key information
system components and the allowable time period for repair following a
fallure.
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Information Security
Controlling Maintenance Tools
Information system maintenance tools must be approved, controlled, and
maintained on a regular basis. Automated mechanisms are employed, where
possible, to restrict use of maintenance tools o authorized personnel,

Maintenance tools brought in to Postal Service facllities must be inspected by
maintenance personnel for obvious improper modifications. Media containing
diagnostic and test programs must be checked for malicious code prior to
use.

All maintenance equipment capable of retaining sensitive-enhanced or
sensitive information must be sanitized before the equipment is removed
from the Postal Service facility. If the equipment cannot be sanitized, it must
remain in the Postal Service facility or be destroyed.

10-5 Configuration and Change Management

10-5.1

The Postal Service configuration and change management process applies
to all Postal Sérvice information resources regardless of where the
information resource is hosted or managed. Security-related requirements for
the following areas are presented in 8-2.4, Configuration and Change
Management:

a.Configuration component inventory.
b. Standard hardened configurations.
c. Changefversion control.

d. Patch managament.

e. Security testing of the configuration,

Significant Changes
What constitutes a significant change is defined in Handbook AS-805-A, 6-2.

10-6 Protection Against Viruses and Malicious Code
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All Postal Service information resources must be protected against the
introduction of viruses and other types of malicious code that can jeopardize
information security by contaminating, damaging, or destroying information
resources. Malicious code includes harmful and other unwanted code such
as viruses, worms, keystroke loggers, botnets, Trojans, trap doors, time
bombs, activity trackers, remote control agents, snocpware, spyware, and
adware.
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1061 Virus Protection Software

1c-6.1.1 Installation
Information resources within the Postal Service must comply with the
applicable hardening standards. Where applicable, active virus protection
software must be installed, enabled, and configured to generate log files.

10-8.1.2 Scanning
To ensure Postal Service perimeter security, Information Security Services
conducts scans for malicious code on the firewalls, FTP servers, mail
servers, intranet servers, Internet application pretocols, and other information
resources such as workstations as necessary. Scans must be conducted
weekly for information resources processing PCI.

10-8.1.3 Updating
Centralization of automatic updates to virus software is critical to updating
information resources with the latest version of virus detection software and
updated files of virus types (signature files). The managers, computing
operations/infrastructures, are responsible for ensuring that virus protection
software and signature files are current and distributed to Postal Service
information resources. Virus protection software and signature files must be
updated when received from the vendor.

1082 Other Protection Measures

10-862.1 Protecting Shared and Retrieved Files
All personnel must run virus protection software prior to using shared or
retrieved files from workstations, laptops, removable media, and other
information resources.

10-6.2.2 Evaluating Dyhamic Code
A code review must be conducted on sensitive-enhanced, sensitive, or
critical information resources that contain dynamic code such as ASP,
JavaScript, PLSQL, or CGI scripts (see 8-5.6.2, Conduct Security Code
Review). In addition to the code review, information resources that contain
dynamic code may be subject to an independent code review (see 8-5.6.8,
Conduct Independent Security Code Review).

10-8.2.3 Protecting Applications
All application software and supporting files must be protected such that an
error will be generated if there is an unauthorized attempt to modify the
software. All activities involving modification of software must be logged.

10624 Creating Backups before Installation
To assist with the post-virus restoration of normal computer activities, all
computer software must be copied prior to its Initial usage, and such copies
must be stored in a secure location. These copies must not be used for
ordinary business activities but must be reserved for recovery from computer
virus infections, hard-disk crashes, and other computer problems.
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10-6.2.5

10-8.2.6

10-6.2.7

information Security
Checking for Viruses Before Distribution
All software, information, or any other type of digital media must be tested to
identify the presence of computer viruses and other malicious code prior o
distributing to Postal Service organizations, personnel, businesses, of the
public,

Intrusion Detection/Prevention

All information resources within the Postal Service must be protected against
the Introduction of malicious code. A layered-defense must be implemented
combining network levet Intrusion Detection System/Intrusion Prevention
System (IDS/IPS), Malware/URL protection, antispyware software, anti-virus
software, a personal firewall, host anomaly detection/intrusion prevention
software, spam and content filtering for inbound e-mail, pop-up blocker
protection, and user education. Unauthorized personnel must not modify the
configuration of host-based protection software.

Automated Mechanisms _
Information resources must provide automated mechanisms to support the
handling of information security incidents.

10-7 Operating System, Database Management System,
and Application Audit Log Requirements
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10-7.1

10-7.2

Operating system, database management system, and application audit logs
must be sufficient in detail to facilitate reconstruction of security-related events
if & compromise or malfunction is suspected or has occurred. For events
whera immediate attention is required, the audit utility may trigger alarms that
are directed to the proper location for action.

Audit fogs must be reviewed daily for potential security incidents and security
breaches. The reviews may be made by automated methods. The audit logs
may be reviewed to evaluate the damage caused by a security breach and
support the recovery of data lost or modified. {See 9-11, Audit Logging, for
additional requirements.)

Operating System Audit Logs

Operating system audit logs must record security-related events. Operating
systems must include the means for identifying, journaling, reporting, and
assigning accountability for potential compromises or violations of operating
system integrity. Operating system software must have the capability to
create, maintain, and protect an audit trail from meodification or unauthorized
access or destruction,

Database Management System Audit Logs
Database management systems must implement appropriate logging of
security-related events.
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107.3  Application Audit Logs
Sensitive-enhanced, sensitive, and critical applications that have logging
capability must implement appropriate logging of security-related events.

1074 PCI Audit Logs

PCl audit logs must be retained for a minimum of one year,
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The Postal Service network infrastructure must be protected at a level
commensurate with its value to the Postal Service. Such protection must
include the implementation of the physical, administrative, and technical
security controls and processes that safeguard the confidentiality, availability,
and integrity of the network and the data in transit in accordance with Postal
Service policies and procedures. Network controls and processes are
necessary to do the following:

Safeguard data traffic.

Detect and prevent unauthorized access.

Respond to computer security incidents.

Detect and correct transmission line errors.

Ensure message integrity throughout the system.

Provide network and data security,

Ensure that recovery procedures are in place and working.

Specify the appropriate auditing procedures.

The CISQ enforcement policy is as follows:

a. Remediation timeline SLA.

b. Adverse action pending SLA not being met.

This policy applies to all information resources, technologies, services, and
communications that are part of the Postal Service network, including the
following:

a.  All transmission technologies used on behalf of the Postal Service in
Postal Service or non-Postal Service facilities [(e.g., local area
networks (LANs); wide area networks (WANSs); voice communications;
videoconferencing systems; voice messaging systems; deskiop video
communications; satellite broadcasts; facsimile transmission; and all
other transmissions aver landline, wireless, or Internet-based
networks]. '

b.  All types of information and network services, data, voice, image, and
multimedia communications, regardless of transmission technology.

¢.  Changes to mail process environment must be in accordance with
Handbook AS-805 documentation. Any interaction and business
conducted must be in accordance with documented processes found
within Handbook AS-805G document.

The Postal Service prohibits the attachment of any non-approved network
device, to include routers, switches, repeaters, wireless access-points, and
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11-1.1

11-1.1.1

11-1.1.2

11-1.1.3

firewalls to any point of the network. Direct guestions about whether a
network device is approved to the NCRB via e-mail to nerb@usps.gov. The
Postal Service removes or disables non-approved network devices added to
the network infrastructure,

Generic Information Security Architectural
Standards Network Architecture

The Postal Service has defined generic information security architectural
standards that must be adhered to when new IT products, services, or
applications are purchased for use within the Pestal Service IT network.
There are two basic environments to be considered within the IT
infrastructure; :

a. Internally facing.
b. Externally facing.

Internally Facing Environment

The internally facing environment consists of hardware/software components
that provide IT services to an internal only user community (e.g., Postal
Service employees). In other words, the user must be on the “inside,” “blue
side” or “.gov” side of the Postal Service network to access the components.
This environment would also permit business partner VPN and Postal Service
VPN connectivity. '

Externally Facing Environment

The externally facing environment consists of hardwarefsoftware compoenents
that provide IT services to an external user community. The external
community is connected to the Postal Service network via a public internet
connhection. It is intended for Pestal Service custorners using Postal Service
I'T services such as www.usps.com. This community will have limited access
to the “outside,” “red side” or “.com” side of the Postal Service netweork, This
environment from a netwark security perspective is considered hostile and
extreme care must be taken to insure the Postal Ser\nce architectural
standards are applied.

Enclaves, Tiers, and Zones

The basic concept of the architecture is that each environment is broken into
enclaves. Enclaves are further broken down into three tiers. Specific
enclaves and tier vectors can be referred to as Zones. Enclaves, tiers, and
zones have degrees of separation dependent on the amount of risk each
presents {0 the Postal Service network as a whole, Tha externally facing
enclaves are considered high risk because they are connected directly to the
internet. Enclaves with a high degree of risk use firewalls and “service
separation” to provide a layered protection. Service separation, especially in
the external, PCI, and sensitive-enhanced enclaves, is critical and must be
understood by Postal Service application owners, hardware implementation
teams, and vendors/supplisrs providing services/applications to the Postal
Service. Web services in the web tier must be separated from the application
in the.appropriate enclaves. The application must physically and logically
reside on the application tier within thase enclaves.
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Externally Facing Websites '
An HTTPS-only standard is used for all external-facing USPS web services
Browsers and other HTTPS clients are configured to trust a set of certificate
authorities that can issue cryptographically signed certificates on behalf of
web service owners and communicate to the client that the wab service host
demonstrates ownership of the domain to the certificate authority at the time
of certificate issuance. Internally issued certificates will not be permitted for
web services whose users may not always be expected to trust the issuing
fedleral certificate authority. These web services use a certificate issued from
a publicly trusted certificate authority. The CISO is responsible for reviewing .
and approving, where applicable, requests for certificates from an external
CA,
Externally accessible Postal Service web services must be protected through
the following requirements, when available:
a. Hardening standards.

b,  Application scans, code reviews, vulnerability scans, penetration
testing, and vulnerahility assassments.

Audit logs.

Content delivery network {(CDN).
Web application firewall {WAF).
Automationfbot defense solution.

-~ o o 0

Network Infrastructure
The network infrastructure — facilities, equipment, services, protocols, and
applications used to transmit, store, and process information — must be
protected through the following requirements: '
Physical security.

Network asset control,

Network configuration information.
Identification and authentication.
Authorization.

Hardening standards.

Secure enclaves. -

Ta ™0 a6 T

Network isolation.

Vulnerability scans, penetration testing, and vulnerability assessments,
Firewalls.

=~

Routers.
Demilitarized zones.

Network traffic monitoring.
Network cannection.

Business partner and third party.
Remote access.

£ T © 3 3

" Nétwork audit logs.
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r, Wireless networks.

11-1.3  Wireless Network Security

Wireless technolegy, including wireless local area networks (WLANS), cellular
technelogies, radio frequency identifier (RFID) tag applications, Bluetooth
technologies, and personal area networks, must be approved by the NCRB
before purchase and integration.

11-2 Network Architecture

November 2019

11-2.1

11-2.2

The network architecture — the appearance, functions, locations, and
resources used in the network architecture — must be designed with the
appropriate level of administrative and technical security controls, including
the following:

a. Network addresses,

b Network services and protocols.
c Network perimeters.

d.  Network integrity controls.

e Time synchronization.

Network Addresses

All network names and addresses must be managed and approved by the
central addressing authority within Telecommunications Services (TS).
Internal network addresses must be protected, and access to internal
network addresses is based upon a need to know and least privilege. When
appropriate, TS conceals network addresses and provides translation of non-
routable addresses,

Network Services and Protocols

All information resources must use only network services and protocols
approved by the NCRB. All non-appreved protocols and services must be
disabled at the perimeter. Minimum requirements for extending the Postal
Service intranet into the remote site are as follows:

a.  Secure NCRB approval.

. All connecticns to any network(s) other than the intranet must be
controlied by firewalls managed by Postal Service TS or a TS

designae,

C. Network changes to the agreed upon configuration must be approved
by TS.

d. TS oraTsS designee must have unrestricted physical access to the
network.

e.  All equipment connected o the network must meet current Postal
Service security hardening standards.
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f. Connections to the Postal Service intranet must be firewalled in a
manner similar to current Postal Service secure enclave firewailing.

g.  Business partner connections, including those that are an extension of
the Postal Service intranet, must be Postal Service-managed via
firewall or other network filtering device.

h. Passwords used to manage systems on the netwerk must not be used
to manage other systems or networks.

i. All remote site systems administrators must have a Postal Service
security clearance.

Network Perimeters

Perimeters are clearly defined boundaries that must be established to
securely control the traffic between Postal Service information resources and
all other networks. All inbound or outbound netwark traffic must pass through
appropriate access control devices, such as firewalls, before reaching Postal
Service information resources. The manager, TS, must ensure perimeter
monitoring and may block the Internst Protocol {IP) address of a computer
performing hostile reconnaissance or attacks against Postal Service
networks, Other appropriate defensive measures to protect the Postal Service
information resources may be used, as approved by the manager, TS andfor
the manager, CISO 188,

Note; The Office of the Inspector General {OIG) manages, secures,
monitors, scans, and supports its own network and information
tachnology (IT) infrastructure. The OIG network connectivity to the Postal
Service infranet must comply with the requirements and processes for
NCRB-approved cannectivity to the Postal Service intranet.

Network Integrity Controls

The manager, TS, establishes a system of controls to safeguard the data
traffic, detect and correct trangmission line errors, ensure message integrity
throughout the system, and protect computers and other telecommunications
endpoints. Adequate audit procedures must be employed to monitor and
analyze network integrity,

Time Synchronization
All system (including servers) and network clocks must be synchronized
to ensure all systems have the correct and consistent time
a. Based on Internaticnal Atomic Time.
b.  Time data is protecied — access to time data is restricted and all
changes to time settings are logged, monitored, and reviewed.

c. Time settings are received from an industry-accepted time source.

11-3 Protecting the Network Infrastructure

186

The network infrastructure consists of the facilities, equipment, services,

protocols, and applications used to transmit, store, and process information.

The Pastal Service network Infrastructure is protected through the following:
Handbook AS-805



Network Security

November 2019

11-3.1

11-3.2

11-3.3

11-3.4

11-3.5

11-3.8
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a. Ensuring physical security.
Maintaining network asset control,
Protecting network configuration information.
Implamenting identification and authentication.
implementing authorization.
Implementing hardening standards,
Deterrﬁining when a secure enclave is reguired,
Establishing secure enclaves.
Isoiating the Postal Service networks.

Conducting vulnerability scans, penetration testing, intrusion
detection, and prevention capabilities.

Ensuring Physical Security

Servers and other components of the Postal Setvice networks must be
located in areas secured to a leve! commensurate with the sensitivity and
criticality of the information stored, processed, or transmitted. Access to
network infrastructure components must be limited to authorized personnel.

Maintaining Network Asset Control
All infrastructure components must be inventoried at regular intervals andg
labeled for asset management and physical protection.

Protecting Network Configuration Information
Network information, including, but not limited te, configurations, addresses,
subnet masks, secure enclave locations, and firewalls must be protected and
treated as sensitive. Access to network configuration information must be
based upon the security principles of need to know and least privilege.

Implementing Identification and Authentication
Personnel and information resources must be required to identify and
authenticate themselves to the network before being allowed to perform any
other actions on the network. '

Implementing Authorization

Access to information resources must be granted based on the job function,
appropriate clearance or background investigation, need to know, separation
of duties, and least privilege.

Implementing Hardening Standards
Information resources supported by networking must be hardened tc meet or
exceed the requirements documented in Postal Service hardening standards
specific to each platform. Hardening refers to the process of implementing
additional software and hardware security controls. Hardening standards are
based off of CIS sources, vendor recommended settings and indusiry best
practices.
Note: The manager, CISQO IS8, is responsible for the distribution of
information resource hardening standards.
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1137 Determining When a Secure Enclave Is Required
Enclaves can be implamented to enforce separate security zones (2.9, to
segregate information resources with similar issues and risks). An enclave is
a virtual LAN configured to isolate a subnet/host system from other systems
based on risks. All traffic in and out of the enclave is forced through a control
interface.

Enclaves are required for the foliowing information resources:

a.

Information resources accessible from the Internet {i.e., externally
facing information resources).

information resources remotely managed by Postal Service business
partners.

PCl information resources must be in a separate PCl compliant
enclave.

Sensitive-enhanced information resources.

Sensitive and critical information resources where the risks warrant
additional protection. Information resources designated as sensitive, or
critical must be assessed by the manager, CISO ISS, to determine if
the resource should reside in a secure enclave. A completed business
impact assessment {BIA) and the architectural diagram must be
submitted to the manager, CISO 1SS, for review and determination of
whether additional enclave protection is reguired.

1138 Establishing Secure Enclaves
' Secure enclaves are network areas where special protections and access
controls, such as firewalls and routers, are utilized to secure information
resources. Secure enclaves apply security rules consistently and protect
multiple systems across application boundaries. Secure enclaves must be
implemented as follows:

a.

Piace servers within the network based on the sensitivity of the
data.

Prohibit development, SIT, and CAT servers from being on the
same subnet as production servers,

Employ protection for the highest level of information sensitivity in
that enclave.

Reside on network segments (subnets) separate from the
ramainder of Postal Service networks,

Use "network guardians,” such as packet filtering or application
proxy firewalls, to mediate and control traffic.

Set enclave server rules and operational characteristics that can be
enforced and audited.

Allow only predefined, securable information traffic flows.

Restrict administration to a small, well-defined set of system
administrators.

Employ intrusion detection systems and intrusion prevention
systems.
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11-3.10.1
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j. Audit the network boundary controls through the performance of
network scanning procedures on a regular basis.

K. Restrict sharing of physical devices for virtual machines among
muitipie enclaves,

Isolating Postal Service Networks

Postal Service networks must be isolated from non-Postal Service networks
[e.g., business partner and vendor (supglier) networks]. Postal Service and
non-Postal Service network devices must not be co-mingled. Non-publicly
avallable Postal Service information must be isolated from non-Postal
Service information (e.g., business partner and vendor information) in transit.

Conducting Vulnerability Scans, Intrusion

Detection, Penetration Tests

Only parsonnel authorized by the CISO are permitted to conduct network
scanning, intrusion detection, penetration testing, and vulnerability scans of
Postal Service information resources. During audits and investigations, the
OIG may conduct scanning, penetration testing, and vulnerability scans as
deemed appropriate. The OIG has the authority to scan and conduct
penetration testing and vulnerability scans on his or her own network and IT
infrastructure. Reports resulting from these vulnerability actions are sent to
the program managers with a copy to the Corporate Information Security
Office/ISSO for each system. The ISSOs will include these vulnerabilities into
Risk Mitigation Plans for each system or Risk Register.

Vulnerability Scans

Vulnerability scans are required to systematically examine an information
system or product to determine the adequacy of security measures, identify
security deficiencies, provide daia from which to predict the effectiveness of
proposed security measures, and confirm the adequacy of such measures
after implementation. Requests for vulnerability scans must be directed to the
manager, CISO ISS, for approval. Vulnerability scans are conducted on
Fostal Service information resources by C1SO IS8 or thelr designee.

Intrusion Detection and Protection -
Intrusion detection is required to monitor network and/or system activities for
malicious activity. The main functicns of intrusion detection/prevention are to
identify malicious activity, log information about said activity, attempt to
block/stop activity, and report activity. All policy configurations will be
managed by CISQ ISS,

Requests for intrusion detection must be directed to the manager, CISO ISS,
for approval. Intrusion detection is conducted for Postal Service networks by
CISO ISS or their designee. The QIG conducts intrusion detection at its
discretion.

The intrusion detection process consists of the following:
a. Monitor the network for suspicious traffic.

b.  Examine network traffic to identify threats.

c.  Utilize cne of three detection methods:
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(1)  Signature-based detection.

(2) Statistical anomaly-based detection.
(3) Stateful protocol analysis detection.
(4) Dynamic analysis,

Take appropriate actions to mitigate the detected threats,
This includes, but is not limited to, the following:

{1} Produce alert.
{2) Reset current session with/without alerts.
(3} Drop current session with/without aletts,

11-4 Internet Technologies

11-5

190

11-4.1

11-4.2

11-4.3

The Postal Service uses Internet technelogies in the following environments:
a. Internet.
b.  Intranet,
C. Extranet.

Internet

Access to the Internet from Postal Service information resources must be
routed through Postal Service-approved access control technology (e.g.,
firewalls, proxies and IPS).

Intranet

An intranet is a network based on Internet technologies located within an
organization’s network perimeter. The Postal Service operates and maintains
an intranet for the conduct of Postal Service business. Access control
technology, such as firewalls and fittering routers, IDS, and IPS, must be
used to protect the Postal Service intranet at the network perimeter to
provide access control and support for auditing and logging.

Extranet .

An extranet is a network based on Internet technologies that allows an
organization to conduct business and share information among business
partners, vendors (supplier), and customers. Business partners must comply
with the requirements and process of the NCRB contained in the Handbook
AS-805-D, Informafion Security Network Connectivity Process. Business’
partners must be limited in their access to the specific information resources
identifled in the network connectivity request that is approved by the NCRB.

Protecting the Network/Internet Perimeter
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The perimeter between the Postal Service network and the Internet
environments must be protected through the following:
Implementing Internet security requirements.

Implementing firewalls.
Implementing routers,

Implemsanting IDS/IPS services.

a
b
c
d.  Establishing demilitarized zones (DMZs).
e
f. Monitoring network |ayer traffic.

g

Monitoring and inspecting application layer traffic.

Implementing Internet Security Requirements
Internet-accessible information resources, such as those residing on DMZs,
must implement security requirements that include, but are net limited to, the
following:

a.  Securely partitioning each Internet-accessible environment (e.g., the
intranet and extranet) from each other.

b, Using firewalls or filtering devices to screen and menitor incoming and
outgoing traffic,

C. Supporting encryption to protect the storage and transmission of
sensitive-enhancsd and sensitive information.

d.  Performing continual evaluation, testing, monitoring, and maintenance
of the firewalls.

e.  Applying real-time monitoring, auditing, and alerting to detect intrusion,
fraud, abuse, or misuse.

Access control technology, such as firewalls and filtering routers, must be
used to protect the Postal Service intranet at the network perimeter to
provide access control and support for auditing and logging.

Implementing Firewalls

A firewall is a safeguard or type of gateway that is used to control access to
information resources. A firewall can control access between separate
networks, between network segments, or between a single computer and a
network. A current-generation firewall is generally not a single component but
a strategy composed of both hardware and software for protecting an
organization’s resources. :

Direct public access between the Internet and the Postal Service intranet
must be controlled by a firewall. A firewall must be installed at each Internet
connection and between any DMZ (and all PCI enclaves) and the Postal
Service infranet.

Secure NCRB approval in advance of establishing network connectivity to an
information resource involving firewall changes.

Firewalls must implement Postal Service hardening standards. These
hardening standards must be updated as new vuinerabilities are uncovered
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and updates are available. Firewall hardening standards must be reviewed
and updated at least annually.

A firewall must also be installed at each connection between the Postal
Service intranet and mail processing equipment and mail processing
infrastructure (MPE/MPI) devices. MPE/MPI firewall rule changes do not
require NCRB approval.

11-52.1 Firewall Configurations
Postal Service firewalls must be configured to do the following:

a.

Deny all services not expressly permitted (i.e., deny all inbound and
outbound traffic not specifically allowsd).

Restrict inbound Internet traffic to internet Protocol (IP) address with
the DMZ (ingress filters),

Prevent internal addresses from the Internet into the DMZ. Use antk
spoofing commands and techniques to prevent internal addresses
from being spoofed and passed from the Internet to the DMZ.

implement dynamic packet filtering (i.e., only allow "established"
connections into the network).

Secure and synchronize router configuration files (i.e., running
configuration files and start-up configuration files used to reboot
machines must have the same secure configuration}.

Audit and monitor all services to detect intrusions or misuse,

Notify the firewall administrator and system administrator in near real
time of any item that may need immediate attention.

Run on a dedicated computer,
Stop passing packets if the logging function becomes disabied.

Disable or delete all nonessential firgwali-related software, such as
compilers, editors, and communications software,

11-5.22 Firewall Administrators
Each firewall or logical group of firewalls must have adequate resources
assigned for firewall administration. Firewall administrators are responsible
for ensuring compliance with standards for configuration and approved
services and protocols.

11-5.2.3 Firewall Administration
All Postal Service firewalls must be located in a contralled environment.
Firewall configuration standards must include a description of roles and
rasponsibilities for management of all components.

Firewall administration must be performed from the local console or via
remote access If approved by the manager, CISO 188, and appropriately
secured through strong authentication and encryption. Firewall configurations
must be protected and treated as sensitive. Access to firewall configuration
information must be based upon the security principles of need to know and
least privilege.
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11-5.2.5

11-5.3

11-8.3.1

Firewall System Integrity

Firewall rule sets must be reviewed every 6 months. Firewall system
configuration and integrity must be validated and tested monthly by the
firewall administrator,

Firewail Backup

The firewall (e.g., system software, configuration data, and database files)
must be backed up as determined in the appropriate business continuity
plan.

Implementing Routers

A router is a networking device whose software and hardware are usually
tailored to the tasks of routing and forwarding information. Routers connect
two or more logical subnets, allowing interconnectivity with hosts on intranets
and exiranets.

Router Configurations ,
Postal Service routers must be configured to do the following:

a. Implement Postal Service network security controls.
Suppress router advertisements.
Disabie the finger service on all routers.
Disable File Transfer Protocol [FTP] server on all routers.

b
c
d
e.  Disable Hypertext Transfer Protocol [HTTP] server on all routers.
f Disable the boot-'up service on all routers,

g Disable configuration auto-loading on all routers.

h Disable Internet Protocol [IP] source routing on all routers.

Disabie IP directed broadcasts when not required.

j. Disable service Packet Assembler Disassembler [PAD] on all routers,
k. Disable proxy Address Resolution Protocol [ARP] when not required.
L Disable gratuitous ARP on all routers.

m. Disable Simple Network Management Protocol [SNMP] write access to
the router.

n.  Disable Transmission Control Protocol [TCP] and User Datagram
Protocol [UDP] small server services,

0. Disable Berkley Software Distribution [BSD] commands on remote
systems.

Enable TCP keep-alive messages.

Enable Cisco Express Forwarding (CEF) on all Cisco routers.
r. Filter Internet Control Message Protocol [ICMP] on external interface.
s.  Configure Data Name System [DNS] servers as a client resolver,
t. Configure virtual private network [VPN] as a tunnel type VPN.
u.  Log severity levels 0 through B.
V. Block IPv& routing header.
w.  Block IPv8 Undetermined Transport.
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ae.

af,

ag.
ah.

ai.

Ifformation Security
Block inbound traceroute responses.

Block RFC1918 addrasses.

Set routers to intercept TGP SYN attacks.

aa.  Limit TCP connection request wait times.
ab. Restrict access to stored configuration files.
ac. Restrict IPSec traffic.

ad. Require a log or syslog statement that follows every deny, discard,

or reject statement.

Require all network infrastructure component resources have latest

operating system release level.
Require SNMP version 3 or higher be installed.

Restrict SNMP access by |IP address.
Block SNMP at all external interfaces,

Classify and mark management traffic fo ensure it receives preferred treatment

at each forwarding device along the path,
Restrict messages to the Syslog Server.
Synchronize Run and Startup configurations.

aj.

ak.

al.

Configure Console Port to time out in 15 minutes or less,

am. Encrypt In-band traffic.

an. Log In-band management access attempts,

ao. Configure SSH timeout to 80 seconds or less,

ap. Implement SSH Version 2.

11-6.3.2

11-5.4

Router Administration

Router rule sets must be reviewed at least every six months.

Establishing Demilitarized Zones

DMZs are network segments between intranets, extranets, and the Internet
that provide increased security for data transfer between information
resources, vendors (supplier), and the public. DMZ requirements include the
following:

a.

Web servers and electronic commerce systems accessible to the public
must reside within a DMZ with approved access control implemented
via a firewall or gateway.

Sensitive-enhanced, sensitive, and critical information must not reside
within the DMZ. Sensitive-enhanced, sensitive, and critical information
must be installed on an internal network zone (i.e., enclave segregated
from the DMZ},

All inbound traffic to the Intranet from the DMZ must be passed through
a proxy-capable device.

Virtualization is not allowed in the DMZ.
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Monitoring Network Traffic

The Postal Service network perimeter must be monitored for network
connectivity, services, and traffic. Monitoring must be cenducted on both
active and inactive connections.

Firewalls and IDS/IPS should be part of the path requirements as part of
Compliance and Menitoring requirements as follows:

11-7, BP connectivity requirements.
11-8, Third-Party network connectlvity,
11-9, Remote access requirements,
11-11, Wireless Network requirements.

o0 oo

11-6 Network Connections

11-8.1

11-8.2

11-6.3

11-8.4

‘Establishing Network Connections

The NCRB must approve all system network access before connectivity is
established to the USPS network. Systems with high or moderate impact
values with respective confidentiality, integrity, or availability security
objectives have unique identity and authenticate network devices before
establishing a connection to the USPS network. All connectivity to the USPS
network must be monitored and audited in advance of the establishment of
network connectlvity. Any connectivity to the Postal Service network must
allow monitering.

Requesting Connections

The NCRB provides the mechanism for requesting, reviewing, evaluating,
and approving connectivity between non-Postal Service individuals and
organizations wishing to establish connectivity to the Postal Service intranet,

Approving Connections

Requests for connectivity to the Postal Service intranet must be reviewed,
evaluated, and approved by the NCRB. Al requests for connectivity must
follow and comply with the requirements identified in the NCRB request
process described in Handbook AS-805-D.

Physical Protection of Network Connections
Physical access to publicly available network jacks must be restricted to
authorized personnel and enabled only when neaded. Disable unused
network connections in areas such as conference rcoms where visitors and
unauthorized network users are not escorted.

11-7 Business Partner Connectivity Requirements

November 2019

Business partner/contractor/supplier (business partner) connectivity must be
requested and funded by a Postal Service sponsor.
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Connections using either existing BP ISP connectivity or frame relay service
directly connected to the Postal Enterprise are protected by firewalls and
security processes that restrict business partners to the |P address or
addresses, server or servers, and ports or protocols they are explicitly
authorized to access.
Business partners must be limited in thelr access to the specific information
resources identified in the network connectivity request that is approved by
tHe NCRB. No business partner is ever granted "open access” to Postal
Service computing resources. These connections must be based on least
privilege for both source and destination address. The use of blanket rules,
such as wildcard masks and subnets larger than /24, will not be permitted
without additional approval.

To protect the integrity of the Postal computing environment, business
partners must have written information security policies describing how they
will protect their proposed connection to the Postal Service and must include
a copy of these security policies with their NCRB request.

Business partners must comply with the requirements and process of the
NCRB contained in the Network Connectivity Process including, but not
limited to, the following:

a. Initiating requests with the executive sponsor for access to the Postal
Service intranet,

Complying with all Postal Service information security policies.
Allowing site reviews by the Inspection Service or CI1S0.
Allowing audits by the OIG,

Reporting any security incident inmediately to CyberSafe and
executive sponsor. :

2 o -

f. Notifying the executive sponsor when connectivity is no longer
required.

g.  The executive sponsor will notify CISO/NCRB and open a request to
remove access within 7 days of connectivity no longer being reguired
{SLA).

11-8 Limiting Third-Party Network Services

196

Network services approved for third-party connectivity must be governed by
the principlé of least privilege and limited to those services and devices
needed to perform the business function requested. The default must be to
deny all access except those services specifically approved by the NCRB.
The default must be to deny all access except those services specifically
approved by the NCRB. The principle of least privilege applies to both source
and destination addresses. The use of blanket rules such as wildcard masks
and subnets larger than /24 will not be permitted without additional levels of
approval. :

When establishing third-party connections, access controls and administrative
procedures must be implemented to protect the confidentiality of Postal
Service information resources. The third party must be responsible for
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protecting its private network infrastructure and information and must not rely
on the Postal Service to perform this function. Part of securing the connection
should include the Postal Service ability to monitor and inspect traffic.

11-9 Remote Access Requirements

November 2019

11-9.1

11-6.2

Remote access privileges are restricted to autherized personnel and must be
approved by appropriate management through eAccess/ARIS before being
granted. Remote workstations and laptops must be pnhysically secured to
prevent unauthorized access to the device and the Postal Service intranet.
The use of personal information resources to remotely connect to the Postal
Service intranet must be approved and connectivity must be managed
through an approved virtual private network (VPN) solution.

An automatic session disconnect must be implemented for remote access
technology after the standard time-out requirement, (See 9-6.10.3, Time-Out
Reguirements (Re-authenticaticn) for the standard.)

Authentication |
Information resources should be capable of strong authentication on
application or network connections raquiring remote access. Remote access
requires users or devices to authenticate at the perimeter or connect through
a firewall. Remote user communications must cccur through encrypted VPN
channels. Where possible, the authentication should use eAccess/ARIS.
Remote PCl-related access must implement two-factor authentication.

Virtual Private Network

A VPN provides end users with a way to securely access information on the
Postal Service intranet over an untrusted network infrastructure or an
untrusted public natwork such as the Internet. Postal Service VPN
requirements include, but are not limited to, the following:

a.  Any Postal Service VPN solution must provide end-to-end encrypt:on
and strong authentication capability.

b.  Employees must submit an electronic request for computer access, or
its equivalent, to obtain access to Postal Service information resources
through a VPN,

C. Business partners requiring access to Postal Service information

resources through a VPN must submit a formal request to the NCRB in
accordance with Handbook AS-805-D, Information Security Nelwork
Change Procass.

d.  Any VPN solution used for business partner connectivity must be

capable of filtering access to specific information resources, and the
connection must allow monitoring.

€. Any computing device connecting to the Postal Service intranet through

a VPN must implement an approved personal firewall configured to
Postal Service standards, as defined by CISO.
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f. The end user must use a Postal-approved device or remote connection

method and has the responsibility to gain access and fund the Internet
Service Provider (ISP} service when accessing Postal Service
resources. The Postal Service does not provide recommendations for
any local ISP access. Once a communication path to the Internet
through the ISP has been established, the VPN session is initialized
through the Internet to the Postal Service network.

g. Upon management approval, contractors with unique Active Directory

(AD) credentials and two-factor authentication may use a shared ACE
computer where work requirements do not support the assignment of an
individual ACE computer.

Modem Access

Modem access for all information resources to and from Postal Service

networks must be approved in writing in advance by the manager, CISO
IS8, and must implement the information resource protection measures
described below,

Note: Additional modem approval by the manager, CISO 1SS, is not
required for approved remote access services (8.g., VPN or point-to-point
protocol (PPP).

Any workstation on the Postal Service intranet with approved modem sccess
must.

a.  Implement an approved personal firewall configured to Postal
Service standards as defined by CISO ISS.

b. Disconnect from the Postal Service intranet prior fo establishing
alternate or additional connections to any network such as the
Internet,

c. Initiate protection measures to ensure that the system has been
cleaned of any malicious code prior to being parmitted to connect
to the Postal Service infrastructure.

d.  Deactivate modem immediately after use,

Dial-in Access

All dial-in access to and from Postal Service networks must be approved in
advance by the responsible Postal Service manager and implemented by
the manager, TS. All approved dial-in access must be established through
Postal Service centralized dial-in services. '

Telecommuting

Personnel working at alternative work sites must only use Postal Service
approved computer hardware, software, and virus protection software when
working on Postal Service business, when sharing files with the Postal
Service, or when communicating through phone lines or the [nternet with the
Postal Service. Any approved personal hardware must have the latest
security patches installed, Postal Service-approved virus software instalied
with the latest pattern recogrition file, and, if connecting via the Internet, a
Postal Service-approved personal firewall must be implemented.
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Remote Management and Maintenance

To protect the integrity of the Postal computing environment, use of remote
administration and maintenance software and associated security controls
must be approved by the manager, CISO IS8, in ccoperation with the
requesting organization.

Remote management and maintenance must be controlled and activity logs
maintained. The remote access links, frequency of access, and associated
controls must be documented in the security plan for the information
resource. Two-factor authentication must be implemented and all
communications must be encrypted. Vendor maintenance accounts must be
enabled only when needed. When remote management and maintenance is
completed, the remote accaess connection must be disconnected and
disconnection verified.

Organizations performing remote access must implement the same general
level of security as the system being accessed. Instances of remote
management and maintenance must be audited on a regular basis.

11-10 Network Audit Log Requirements

11-11 Wireless

Networks including firewalls and controlled interfaces must have an audit
capability to create, maintaln, and protect an audit trail from modification or
unauthorized access or destruction. Network audit logs must include the
means for identifying, journaling, reporting, and assigning accountability for
potantiai compromises or violations of network integrity. Network audit logs
must be sufficient in detail to facilitate reconstruction of security-related
events if a compromisa or malfunction is suspectad or has occurred. For
events where immediate attention is required, the audit utility must trigger
alarms that are directed to the proper location for action.

Network audit logs must be reviewed daily for potential security incidents and
security breaches, The reviews may be made by automated methods. Audit
logs may be reviewed to evaluate the damage caused by a security breach
and support the recovery of data lost or modified. (See 8-11, Audit Logging,
for additional requirements.)

Networking Requirements

November 2019

Wireless devices and the supporting network infrastructure are subject to the
following wireless security requirements and standards: a. Wireless baseline
requirements.

b.  Wireless solutions.

c Standard wireless solution.

d.  Process for requesting nonstandard wireless solutions,
e Bluetooth and personal area network applications.
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f. Wireless LAN device managemant.

g.  Compliance and monitoring requirements.
h.  Firewalls and IDS/IPS.

Note: This policy does not cover wireless devices (e.g., cellular phones,
pagers, and radio systems) unless they transmit data (see M| AS-8602003-2,
Data Stewardship: Data Sharing Roles and Responsibilities).

Wireless Baseline Requirements
The following baseline requirements are key to ensuring basic functionality,
maximum bandwidth, and appropriate network security:

a.  Wireless applications must be capable of "mutual® device and user
authentication (i.e., the device, the user, and the network must
recognize each to be who they say they are).

b.  There must be a secure link hetween a device and an access point
(AP). |
¢. In addition to approval by the EAC, all wireless technology must be

approved by the Spectrum Management Office before any
implementation activities are initiated.

d.  The installation of access points, wirelsess cards, or any wireless
technology must be approved in advance by the manager,
Telecommunication Services, and the NCRB because of the risks such
installations can introduce to the Postal Service intranet, networks, and
all connected information resources,

e.  Telecommunications Services is authorized to deploy the standard
wirgless solution without additional approvals.

f. Wireless and wired networks must be developed and maintained
separately and distinctly. A firewall is required between the wired and
wireless network segments if Postal Service certificates are not used to
Connecting APs ar using wireless technology without proper prior
approval Introduces an unacceptable risk to the Postal Service intranet
and other assets. Non-approved wireless technology must be removed
from the Postal Service computing environment.

Wireless Solutions

Wireless technologies enable one or more devices to communicate without
physical connections — without requiring network or peripheral cabling.
Wireless technologies use the radio frequency spectrum to transmit data and
such technologies present security-related challenges. Wireless solutions are
grouped as follows:

a, Standard wireless solution.
b. Nonstandard wireless solution,

Devices that meet the current WLAN standard solution do hot require a
firewall between wireless devices and wired networks. All other devices
require a firewall between wireless devices and wired networks.
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11-11.3 Standard Wireless Solution

11-11.3.1

11-11.3.2

General Requirements
This standard technology solution is predicated on the implementation of the
following general requirsments:

a.

Assurance that the davice is authorized to access the Postal Service
netwerk domains.

Assurance that it Is a Postal Service-managed device using approved
virus protection, security patches, and personat firewalis.

Authentication of the user through Active Directory (AD) credentials.

Mutual authentication of device/client and remote authentication dial-in
user service (RADIUS) server through Postal Service internal
Certification Authority (CA) machine certificates.

Architecture Requirements

Wireless solutions must be compliant with the Mobile Computing Enterprise
Architecture, The complete Architecture document can be found in the
following documents folder: http://it. blueshare.usps.gov/sites/itme/
Shared%20Documents/Forms/

Allitems. aspx ?RootFolder=%2F sites% 2Fitmc % 2E Shared%20D0cuments %2
FMobile % 20Architecture% 20and%20Strategy % 20Documents

Technical requirements for standard wireless architecture solutions are:

The standard architecture for WLAN authentication/encryption
must be a Postal Service device capabie of using:

(1) A Postal Service internat CA machine ceriificate
~ authenticating to AD.

(2)  Temporal key integrity protocol (TKIP) encryption.

(3}  Wi-Fi Protected Access 2 {(WPA2) or higher based on best
practices for key management,

(4)  Application and network device owners using PKl-based
ancryption on any wireless device implement and maintain
a key management plan as identified within this policy
document and approved by CISO.

Users must authenticate to AD and be authorized for wireless
access.

Users and devices must be registered members of AD.
Users must be able to authenticate using AD credentials.

Devices such as workstations must be able to mutually
authenticate to a RADIUS server using Postal Sarvice Intemal CA
certificates.

The technology solution must use an approved supplicant client
and the device must be a Postal Service device.

Clients must be able to download, store, and use a Postal Service
internal CA machine certificate,

Protocols (e.g., PEAP) capable of supporting Postal Service
machine certificates must be used.
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Workstation/wireless card ciients must be registered for central
device management,

Drivers and cards must be compatible with Postal Service
standards and certified by TS for use within the Postal Service
network..

Service set identifier (SSID) standardization must be implemented
to support mobility. '

Firewall segmentation must be implemented at the demarcation of
wireless networks to mitigate the risk of attack through
compromised wireless networks.

11-11.33 How to Request Standard Wireless Services
Standard wireless connectivity is requested as follows:

a.
b.

Wireless infrastructure must be requested through TS,
Wireless infrastructure must be deployed, documented, and managed
by TS,

Wireless cards/client devices must be purchased via Postal Service
processes and contracts. The acquisition of mobile computing devices
must be approved through IT Mobile Computing.

User wireless services must be requested via eAccess/ARIS at
hitps./eaccess.usps.gov

11-11.4 Process for Requesting Nonstandard Wireless
Solutions

The following process must be followed for business solutions including the
use of wireless technology that do not meet the standards previously defined:

a.

Obtain NCRB approval to proceed. Bafore pursuing a nonstandard
wireless technology solution, approval to proceed from the NCRB must
be obtained. The NCRB requires a business case for the alternate
sclution. The NCRB dictates the nen-negotiable standards that the
alternate solution must be compilant with,

Develop an architecture design. Develop an engineering architectural
deslgn in conjunction with TS. TS should validate compliance and
functionality of the design to ensure that it will not adversely affect the
current Postal Service solutions. TS will submit the solution design to IT
Mobile Computing for review to ensure compatibility with the overall
managed mobile computing technical architecture and strategy.

Obtain NCRB approval of the architectural design.

(1) Obtain approval of the application, the engineering architecture,
and all wireless devices from the NCRB.

(@}  For implementations involving MPE/MHE, contact the
responsible design engineering organization that will send
an e-mail to NCRB@email.usps.gov or submit a request
through the NCRB Web site. The design engineering
organization may also present the MPE/MHE project to the
NCRB,
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{b)  For other Impiementations, contact the Business
Relationship Management portfolio manager who will send
an e-mail to NCRB@email.usps.gov or submit a request
through the NCRB Web page on the IT Wab. The Business
Relationship Management portfolio manager will also act
as a presenter to the NCRB an the requsastor's behalf.

(2} Ata minimum, the NCRB will evaluate against the following
criteria prior to approval for implementation of wireless
technology:

(a)  Proper naming with regards to SSID.
{b) SSID broadcast turned off.

(c}  Encryption of data between a device and an access point,
or an ancillary downstream device. The majority of wireless
APs have some inherent encryption capabilities.

(d}  Trust between wireless devices. When setting up APs,
there should be appropriate authentication - particularly a
mutual authentication mechanism between a wireless
device and an access point {802.1x) and user-based
authentication when applicabie {i.e., two-factor).

(e) Appropriate logging/intrusion detecticn on the wireless
segment, either on the accass point or related device.

() The requirement for whether a firewall is needed between
the wireless AP and WAN,

(9) Centralized, secure administration using unigue user name
and passwords that are compliant with Postal Service
policy. Ideally, all wireless user accounts should be located
in a common repository.

(h)  Firewall and virus protection implementation on devices.

(i)  Request through eAccessARIS if Postal Service Internal
CA machine certificates are required.

(i)  Devices are remotely manageable by TS.

d. Obtain a wireless site survey. A wireless site survey must be
performed to obtain maximum benefit of the wireless devices and to
maintain appropriate security. TS arranges for the site survey via the
Postal Service intranet contract. Normal turn-around time is 62 days;
expedited is 30 days. The survey results will place the APs, offer
channel sections, and specify other physical and programming
parameters.

g. Acquire, program, and install device. After NCRB approval and
review of the site survey report, the wireless infrastructure devices may
be purchased by the customer through TS, who will then configure the
devices. When the devices are programmaed, they are sent to the site
ready to be installed by the Postal Service intranet vendor,
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Bluetooth and Personal Area Network Applications
Postal Service initiatives using Bluetooth and personal area networks
require approval from the NCRB prior to deployment.

All implementations of Biuetooth and personal area networks must meet the
requirements for a nonstandard wireless solution and the following
requirements:

a.  Radio frequency range must be managed, using only the minimum
signal required, to perform the task and checked semiannually for
confinement.

b.  Device pair bonding {(mutual authentication) must be used. Ensure
the Blustooth bonding environment is secure from eavesdroppers.
if the authenticator {e.g., PIN, password, and shared secret) meets
Postal Service aging and storage requirements, the standard
password criteria apply (see 9-6.1, Passwords), otherwise the
authenticator must be complex and a minimum of 16 characters.

c.  The link between devices must be encrypted during the
authentication exchange process and also when sensitive-
enhanced or sensitive information is transmitted. Use security
mode 3.

d.  Bluetooth or personal area networks configuration files must be 7
checked semiannually to ensure the security policy is enabled on
devices where the files are accessible by end users.

e Personal use of Biuetooth on Postal Service premises must be
approved by the user's vice president or his or her designee
because of the potential for interference to Postal Service systems
such as Surface Visibility and Yard Management,

Wireless LAN Device Management

TS or its designee remotely manage all devices that connect to the network
using 802.11x technology, that incorporate TACACS, and have RADIUS
authentication. Periodic software updates and preduct enhancements are
downloaded to APs as required to improve performance and enhance
security. Access point management also includes constant operating
assessments of the device. Any malfunctions or loss of effectiveness
generate an alert for resolution.

Purchasing Requirements

Purchasing requests for wireless hardware, software, and services must
address the requirements stated in items a through s below in order to
comply with the Postal Service wireless security policy. For any particular
wireless application, all of the requirements may not apply. The security
requirements should be included in purchasing specifications procurement
documents to adequately protect the wireless application and reduce the
residual risk to an acceptable level.

Procurements must be compatible with the Mobile Computing Enterprise
Architecture, An extract of the Best Practices and Standards can be found in
the following documaents folder: hitp:/it.blueshare.usps.gov/sites/itme/
Shared%2000cuments/Forms/

Allltems. aspx ?RootFolder=%2F sites%2Fitmc%2F Shared%20Documents %2
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FMobile %20Architecture%QOand%zOStrate'gy%Z'ODocuments
Wireless devices should be capable of supporting the following requirements:

a,

For devices intended for stationary deployment (e.g., in vehicles or on
loading docks), capable of being solidly secured (e.9., to the vehicle or
building). This requirement also applies to add-on modules.

Capable of requiring a “power-on” password prior to the device
operating. This password is in addition to the specific user
authentication passwerd,

Capable of ensuring device authentication and strong (at ieast two-
factor) user authentication. The wireless device must have the
capability to be configured to guery a secondary device for access
when the primary server is offline.

Be Wi-Fi protected access (WPA) certified. Has built-in security
features, including data link-level encryption, 802.1x-compliant
authentication model, and regular rotation of encryption keys.

Contain secure authorization softwareffirmware.,

- Where extensible authentication protocol (EAP) is used, capable of

proper password management (e.g., aging and complexity criteria).
The wireless device must have the capability to support password
changes in a pre-established timeframe.

Capable of ensuring that users can be securely authenticated when
operating locally or remotely. The device automatically senses when it
is operating in a connected manner and uses the proper authentication.

Capable of implementing mutual authentication between the device
and an access point.

Capable of being Active Directory-compliant for authentication
purposes. Exceptions must be documented.

Capable of logging events,
Capable of meeting the Postal Service minimum encryption standard.
Capable of providing a secure channel for access point administration.

Capable of supporting end-to-end cryptographic protection for
transmitting sensitive-enhanced and sensitive information where the
traffic traverses network segments other than the wireless segment.

Capable of dynamic encryption key rotation. The wirsless device must
have the capability to support rotation of encryption keys in a pre-
established timeframe.

Capable of supporting a timeout mechanism that automatically prompts
the user for a password after a period of inactivity. The period of
inactivity must be configurable via the device set-up procedure and
ignore the keep-alive process (pings or loop socket-to-socket packets)
for automated programs.

Capable of deactivating all communication ports and network
associations during pericds of inactivity,

Capable of implementing a personal firewall on wiraless clients.

Capable of supporting static IP addresses ang dynamic host
configuration protocol (DHCP) on remote wireiess equipment,
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s.  Capable of shielding authentication credentials against interception
through short interval “authentication tunnels” (i.e., TLS standard).

Technical support for the integration of the wireless devices into the Postal
Service infrastructure with other technological initiatives must be scoped,
planned, and available in a timely and accurate manner (e.g., remote access
for MP1, structured wiring switches, and SEF access).

Deployment Requirements

Itis imperative to carefully plan the deployment of wireless technology. It is
much moare difficult to address security once deployment and
implementation have occurred, therefore, security should be considered
from the initial planning stage through deployment and operation.

Fulfilling the requirements stated in this section will ensure compliance with
the Postal Service wireless security policy. For any particular wireless
application, all of the requirements may not apply. The information systems
security officer (ISSO) must work with the executive sponsor to select the
security requirements that must be implemented to adequately protect that
application and reduce the residual risk to an acceptable level.

Administrative Security Requirements

Wireless infrastructure administrative security controis and management
practices are crucial to operating and maintaining a secure wireless
network. Wireless administrative security requirements are:

a. Do not instal! access points, wireless cards, or wireless devices to
gain access to the Postal Service intranet without prior written
approval from the NCRB.

b.  Submit a detailed Security Plan to the NCRB along with the
request for wireless connectivity.

c. Implement configuration/change control to ensure that equipment
(.., access points) has the latest software release that includes
security feature enhancements and patches for discovered
vulnerabilities.

d.  Review security-related mailing lists for the latest security
vulnerabilities and alerts and respond accordingly.

8.  Test software patches and upgrades.

f. Install security patches in a timely manner (within 30 days for
information resources supporting PCl applications).

g.  Use approved standardized configurations that reflect the
information security policy and hardening standards to ensure
consistency of operation.

h.  Change system defaults that come with the wireless access points,
including SSID, password, read/write community strings, and IP
addresses set by the manufacturer.

i, Implement firewalls between access points and the wired network.

i Conduct scans continuously to identify unauthorized access points
and other devices that can disrupt the wireless network or
compromise the security of the Postal Service intranet. For the PCl
cardholder environment, the scans must be conducted quarterly.
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Disable wireless devices not included in the authorized wireless
inventory.

Conduct information security training to raise awareness about the
threats and vulnerabilities inherent in the use of wireless
technologies (including the fact that robust cryptography is
essential to protect the “radio” channel, and that theft of equipment
is a concern).

Ensure that users know where to report lost or stolen wireless
davices.

Perform a risk assessment to understand the vaiue of the assets
that need protection and document the residual risk following the
application of all security countermeasures in the wireless
deployment.

Centralize wireless security administration and actively monitor
user connactions.

Turn off communication ports and network associations during
periods of inactivity when possible.

Perform perimeter surveys to review and adjust radio transmit
power settings fo prevent spillover (i.e., the laakage of Postal
Service wireless radio signals beyond the perimeter of Postal
Service property).

Use non-intelligible SSID identifiers, cryptographic keys, and
administrative passwords.

Access point information fields must not be populated with Postal
Service-identifiable information.

Bridging must always be disabled on access points and on remote
wireless equipment that also has wired connectivity.

Disable SSID broadcasts on all wireless eguipment,

Minimize broadcasts from access points or broadcasts on a
segment (e.g., access point connected to a wired hub), and limit
access point associations,

Ensure no microwave ovens or cordless phones ate within
sufficient range to create interference on WLANS.

Install antivirus software and malicious and unauthorized content
inspection monitors on portable wirelass devices.

Ensure access control lists clearly identify application rights
(authentication) for all wireless users.

Avoid placing sensitive-enhanced or sensitive information on a
handheld devics. Store sensitive-enhanced or sensitive information
encrypted and delete it from the handheld device when no longer
needed,

Synchronize mobile wireless devices with the corresponding workstations regularly.

Do not use Postal Service-owned equipment on home

wireless networks without a personal firewall and virus protection.
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11-11.82 Physical Security Requirements
Physical security controls should be implemented to mitigate some of the
risks such as theft of equipment and insertion of rogue access points,
including wireless network monitoring devices. Physical security controls
(e.g., barriers, access control systems, and guards) are the first line of
defense. Wireless physical security requirements are as follows:

a.  Deploy physical access controls (e.g., photo ID, card badge
readers) to the building and other secure areas to protect against
tampering and thett,

b.  Solidly fix devices not under continuous user control (e.g., left in
vehicles or on loading docks) to the vehicle or building through the
use of physical locks and cables to minimize the risk of loss or
theft.

c.  Stow handheld devices in locked rooms and cabinets especially
when left unattended for long periods (e.g., ovarnight).

d. Secure add-on modules to minimize the risk of loss or theft, since
they sometimes are as much of a target as the primary handheld
device.’

e.  Ensure access points are physically secure from tampering.

f. . Locate authentication servers in protected areas behind access
points.

d. Where sensitive-enhanced or sensitive information is transmitted,
ensure external boundary protection (e.g., a fence or locked doors)
is in place around the perimeter of the building or buildings.

11-11.8.3 Technical Security Requirements _ :
Technical security controls should be implemented to mitigate risks such as
eavesdropping, traffic analysis, masquerading, replay, message modification,
and denial of service. Wireless technical security requirements are as
follows:

a. Implement a “power-on” password based on Postal Service
standards for each mobile wireless handheld device.

b.  Implement appropriate password management (e.g., aging) for all
handheld devices.

¢.  Implement mutual authentication between a wireless device and an
access point,

d.  Implement authentication for users whether operating focally or
remotely (i.e., authenticate to the device or to the network).

e.  Provide only specific services (e.g., HTTP, HTTPS, and SMTP).
f. Control access between the WLAN and wired LAN with a firewall.

g.  Implement timeout mechanisms that automatically prompt the user
for a password after a period of device inactivity.

h.  Implement nonrepudiation access check for financial transactions.
i. Use the wireless access point for access only.
j. Configure the wireless access point properly.
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Set wireless access points at 1, 8, and 11 so they do not compete
and interfere with each other. If a nonstandard channel is used, it
will indicate a possible "man-in-the-middle" attack.

Routinely test the inherent security features (e.g., authentication
and encryption) that exist in wireless algorithms to protect
sensitive-enhanced and sensitive information.

Encrypt data between a device and an access point, or ancillary
downstream device utilizing Postal Service minimum encryption
standards,

Use a VPN to secure communication between WLAN and LAN
resources.

Implement mandatory access control (MAC) address filtering.
Use a HTTP/SHTTP proxy to access the Internst.

Turn off ad hoc networking and ensure your wireless network
interface card (NIC) remains in “infrastructure only* mode.

Use temporal key integrity protocol (TKIP) to provide data
encryption including a pre-packet key mixing function, a message
integrity check (MIC), an extended initialization vector with
sequencing rules, and a rekeying mechanism.

Implement 802.1x and EAP to provide a framework for strong user
authentication,

Employ Postal Service standard end-to-end cryptographic
protection to transmit sensitive-enhanced and sensitive information
over other network segments, including wired segments or the
Internet. ‘

Even when approved cryptography is used, employ additional
countermeasures (e.q., strategically locating access points, firewall
filtering, blocking, and installation of antivirus software) as required.

Employ automated key rotation.

Install parsonal firewall software on all mobile networked wireless
devices.

Implement appropriate logging and intrusion detection where any _
wireless equipment is used.

11-11.8.4 Maintenance Security Requirements
Maintaining a secure wireless network and associated devices requires
significant effort, resources, and vigilance. Wireless maintenance security
reguirements are as follows:

a.
b.

Maintain a full topology of the wireless network.

Label and keep inventories of the fielded wireless and handheld
devices including MAC addresses and serial numbers.

Create frequent backups of data on mobile wireless equipment.

Perform quarterly security tasting and vulnerability assessments of
the wireless network.

Perform ongoing, randomly timed security audits to monitor and
track wireless and handheld devices.
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f. Apply patches and security enhancements in a timely manner
(within 30 days for information resources supporting PCI
applications).
g.  Vigilantly monitor wireless technology for new threats and
vulnerabilities.

h. Install the latest antivirus software on mobile wireless equipment,
i Implement a secure channel for access point administration.
j- Configure alerts to data volume, packet collisions, and retries.

k. Conduct site surveys and adjust radio transmit power settings to
avoid transmissions beyond Postal Service-owned property.

l. When disposing of handheld devices that will no longer be used,
sanitize memory to prevent the disclosure of sensitive-enhanced or
sensitive information and clear ¢onfiguration settings to prevent the
disclosure of restricted network information. Where portable hard
drives are used, sanitize the disk in accordance with this
handbook.

Security Requirements for Using a Public Hot Spot
Personnel connecting to public WLANSs in airports, hotels, restaurants and
such must take the following precautions:

a.  Turnoff file and print sharing from your wireless device,
b.  Clear your list of “preferred networks.”

c.  Turn off ad hoc networking and ensure your wireless card remains
in “infrasfructure only” mode.

~d.  When using a virtual private network to connect back to the Postal
Service Intranet, disable split tunneling.

e. Use a personal firewall that detects malicious scanning of your
wireless device.

11-119  Compliance and Monitoring Requirements

Security assessments and audits are essential tools for checking the security
posture of a wireless technology and for determining corrective action to
ensure the network remains secure, It is important fo perform regular audits
using wireless diagnostic hardware and software. Administrators shoutd
periodically check for rogue access points and against other unauthorized
access. '

Only authorized personnel may use diagnostic hardware and software that
enable the bypass of implemented security features or allow network
monitoring (e.g., network scanning and sniffers).

Dedicated wireless monitoring that performs a full traffic analysis must be
implemented to identify wired and wireless security issues and respond '
appropriately.
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Service Continuity (SC) consists of the alignment of Business Continuity
Pltans (including Emergency Action Plans) and Disaster Recover Plans. CIO
SC enhances the operational resilience of ClO organizations, their systems,
and processes.

The Service Continuity Plan develops the management and governance
framework for Postal Service CIO organizations to prepare for, respond to,
and recover from any event that disrupts, or threatens to disrupt, normal
operations. This policy is applicable to all CIO Service Partners and Owners
(see Chapter 2, Security Roles and Responsibilities).

This policy ensures creation of missing plans (including Postal Service -
Disaster Recovery (DR) Plans, Business Continuity (BC) Plans, Functional
(FF) Plans, and Emergency Action Plans (EAP), as well as review of
alignment or augmentation of existing plans, by the CIO organizations as
defined and mandated elsewhere in this document (Handbock AS-805) and
Management Instruction {(MI) AS-280-2018-1, Integrated Emergency
Management Supporting Field Business Continuity, (published January
2018),

This policy, its recommendations, and resulting products (ptans) are in
compliance with the following:

a.  The National Institute of Standards and Technology (NIST) SP 800.34.
b.  Homeland Security Exercise and Evaluation Program (HSEEP).

. €. Postal Service Employee Labor Manual (ELM), 810, Occupational

Safety and Health Program; 840, — Safety Awareness Pragram; and
850, Emergency Action Plans and Fire Prevention and Control,

d. MI AS-280-2018-1, Integrated Emergency Management Supporting
Field Business Continuity.

~ Spacifically, this policy provides for the: identification, prioritization, vetting,

and approval of CIO VP High-Value Services (HVS); compliance with
Federal and Postal Service standards and guidelines for recovery plan(s}
documentation, maintenance (updating), testing, exercising, and evaluation
(TT&E); and personnel training.

The CIO SC policy ensures development of all Postal Service CIQ
organization’s (ClO, Business Services Organization (BSO), Corporate
Information Security Office (CISO), Enterprise Analytics {EA), Engineering
(ENG), Information Technology {IT), and Mail Entry and Payment Technology
(MEPT)) capability to prepare for, respond to, and recover from any event
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that disrupts, of threatens to disrupt, normal operations which depend on
services provided through the ClO organization. The program improves
organizational and technology resilience processes and capabilities to
ensure critical ClO setvices continue during and after an incident and applies
to all Postal Service functional organizational elements and personnel,

This is achieved through the establishment and implementation of standards
and guidelines for CIO SC including emergency management, service
continuity and disaster recovery activities, and standards and plans
(operational risk). Its focus is based on the Identification and prioritization of
the C10’s and VP’s high-value servicas and their recovery/hardening/
resilience through a governance program which ensures maintenance and
training on service continuity,

Specifically, through the development, documentation, and implementation of
testing, exercising and evaluation processes, and documentation which
validate compliance {or noncompliance) to ClO setvice continuity standards,
guidelines, and processes, and effectively address noncompliance and
corrective action the developed strategies and plans to sustain functions
during a disruption can be practiced.

Service Continuity Management (formerly Business Continuity Management)
focuses on resilience. Resiliency is not a process, but rather an end-state for
organizations in which the organizations have the ability to quickly adapt and
recover from any known or unknown changes to the environment. The goal
of a resilient organization is to continue mission essential functions at all
times during any type of disruption. Resilient organizations continually work
to adapt to changes and risks that can affect their ability to continue critical
functions. Risk management, contingency, and continuity planning are
individual security and emergency management activities that can alsc be
implemented in a holistic manner across an organization as components of a
resiliancy program.

Organizations require a suite of plans to prepare themselves for response,
continuity, recovery, and resumption of mission/business processes and
information systems in the event of a disruption. Each plan has a specific
purpose and scope; however, because of the lack of standard definitions for
these types of plans, in some cases, the scope of actual plans developed by
organizations may vary from the following basic descriptions:

a.  Business Continuity Plan (BCP) is the documentation of a
predetermined set of instructions or procedures that describe how an
organization’s mission/business processes will be sustained during and
after a significant disruption. https./csre.nist.gov/glossaryfterm/
business-continuity-plan

b.  Contingency plan normally applies to information systems, and
provides the steps needed to recover the operation of all or part of
designated information systems at an existing or new location in an
emergency.

c.  Emergency Response (ER) Plan serves as a documented, organized
process to manage an unexpected or dangerous occurrence and limit
negative impact.
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Searvice Continuity Plan d. Incident Response (IR): IR serves as a documented organized process
to manage the aftermath of any incident. The goal Is to limit negative
consequences of the event.

e IT incident Response Plan (IT-IRP) serves as a process to address the
aftermath of any technology event or incident and at a minimum
" includes: Incident Severity definitions, IT IR Procedure, Contact
Information and Communications expectations.

f. . Cyber Incident Response Plan (C-IRP normally focuses on detection,
response, and recovery to a computer security incidert or event.

g.  Disaster Recovery (DR) Plan defines how work can be resumed after a
disaster.

12-2 Service Continuity Plan Requirements

The purpose of business continuity plans are to ensure that business
processes which rely upon personnel to perform specific functions will
continue after an unpianned emergent event. This event may affect the
prerequisite or dependent personnel, tools, or facilities and require that the
function be relocated or that an alternate process be initiated.

Business Continuity Plans mitigate operational risk by doing the following:
a. Protecting personnel and identifying essential business processes
during an incident or disaster,

b.  Reducing the impact of an incident or disaster on facilities' personnel
and business processes.

C. Satisfying business continuity needs as defined by USPS management
and aligning with industry best practices and United States faderal
government requirements and guidance.

The minimum requirements for Business Continuity Plans are defined in the

following documents:

a.  ASM, 28, Emergency Preparedness.

b.  Management Instruction (MI} AS-280-2018-1, Infegrated Emergency
Management Supporting Field Business Continuity (published October
24, 2018), '

c. Federal Continuity Directive 1 (FCD 1), "Federal Executive Branch
Nationat Continuity Program and Requirements” dated January 2017.

All CIO managed facilities will use the structure, tools, products, and
nomenclature of the integrated emergency management (IEMM / IEMP)
discipling to include the following: '

a.  Emergency Management Team {EMT) concept of operations.

b.  Integrated Emergency Management Module (IEMM) within the
Facilities Database System for data entry.
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c. Integrated Emergency Management Plan (IEMP) that consists of
emergency action, fire prevention, and continulty of operations (COOP)
plans, and emergency response checklists.

d.  Business Continuity Preparedness (BCP) cyclical requirements for
testing, training, exercise, and review.

e. |EMP update and certification requirements.

12-3 Disaster Recovery Plan Requirements

12.31 General
All Application and Infrastructure Service owners must develop Disaster
Recovery (DR) plans to provide for the resumption of automated systems in
the event that those systems are unable to operate as built. Application teams
develop Application Disaster Recovery Plans (ADRP). These plans make a
reference to dependent Infrastructure Services but recovery of those services
is not in scope for the ADRP. Infrastructure Services develop Infrastructure
Disaster Recovery Plans (IDRP) that are designed to achieve the RTC
(Recovery Time Objective) of the applications that rely on these services.

Both Applications and Information Technology Infrastructure systems need to
be designed to achieve availability targets required to sustain the business
functions they support, See 8-9 of this document for Availability requirements.

Application and Infrastructure Service owners may use templates when
developing DR plans.

1232 Application Disaster Recovery Plan Requirements
The Application Disaster Recovery Plan (ADRP) Requirements are as
follows:

a. Each application that is registered in the Enterprise Information
Repository (EIR) must have an ADRP.

b.  The requirements for the plan are determined based on the Criticality
resuits of the Business Impact Assessment {BIA). See 3-2.3 of this
document for requirements of Criticality determination. The ADRP must
be designed to achieve the recovery time objectives (RTO) required to
meet the business requirements as specified in the BIA.

c.  The ADRP does not include the recovery plans for the infrastructure
that it's depend upon.

d.  The ADRP documentation is stored in the Technical Solution Life Cycle
(TSLC) IT Artifact Library systems documentation testing section of the
application as a Program-Level Artifacts and is considered “Sensitive”.

e. © The ADRP must be reviewed, tested, and the results certified by the
development organization and the executive sponsor, Evidence of the
testing and certification must be kept in the TSLC IT Artifact Library as
a Program-Level Artifacts and is considered "Sensitive”. Test results

" are also recorded in the EIR system.
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ADRP’s Critical-High and Critical-Moderate applications must be tested
within 180 days of the application going into production and within 180
days of changes which would invalidate previous tests.

Applications designated as Critical-High must be tested within 18
months of the last successful test.

Applications designated as Critical-Moderate must be tested within 36
months of the last successful test and within 12 months of changes
which would invalidate previous tests.

Non-Critical {Low) applications are not required to conduct testing of
their ADRP. As a result, the application may not be recovered in the
event of a site cutage. It is recommended that when the BIA is
reviewed as required in 6-2 of Handbook AS-805A the criticality
classification is carefully considered in light of an extended outage.

Failed tests must be re-attempted within 90 days of the failed test.
All recovery documents must be protected as restricted information.

1233 Infrastructure Disaster Recovery Pian (IDRP)
Infrastructure Disaster Recovery Plan is an internal documented process or
set of procedures to recover and protect the Postal Service IT Infrastructure
in the event of a disaster as follows:

a.

Many applications are dependent on shared information technology
infrastructure services. Therefore these saervices must be designed to
meet the availability requirements of the applications using the service.
See 9-9 for availability requirements,

The IDRP must support the RTO for the most critical application that
uses the Infrastructure Service.

The IDRP must be developed and certified by the Infrastructure Service
Owner and the executive sponsor (see 2-2.11, Executive Sponsors).

The IDRP must be maintained in the designated plan repository. The
availability to the repository must not be dependent on any one facility.

Infrastructure Services must have contingency pians that address the
following:

(1) Loss of capacity due to failures of underiying requirements

{power, coaling, facilities, servers, network, etc.).
(2)  Loss of connactivity,
(3) Denial of Service attacks.
(4) Data corruption.

The IDRP must be exercised quarterly to insure DR infrastructure
services provide the same functionality as production.

Test activities and results are documented as part of the normal
change and configuration management services.

The IDRP must Include essential personnel to support and validate recovery.

This page intentionally left blank

November 2019

215



Information Security

13 Security Incident Management

13-1 Policy

Postal Service information resources must be protected against events that
may jeopardize information security by contaminating, damaging, or
destroying information resources. The Postal Service requires that all
information security incldents be immediately reported to CyberSafe
regardless of whether damage appears to have been incurred.

Security incident management topics addressed in this chapter include the
fotlowing:

a.  Information security incident identification.
b. Incident prevention, reporting, response, and containment.
c. CyberSafe incident process and activities.

All personnel must adhere to the incident prevention, reporting, and
containment standards to ensure adequate protection of Postal Service
information resources.

13-2 Information Security Incident Identification

216

Information securlty incidents are events, whether suspected or proven,
deliberate or inadvertent, that threaten the integrity, availability, or
confidentiality of information resources. The reporting of incidents enables the
responsible organizations to review the security controls and procedures,
establish additional, appropriate corrective measures, if required; and reduce
the likelinood of recurrence. To protect the Postal Service computing
environment, the manager, Corporate Information Security Office (CISO),
may becoma involved at any point on any level for information security-related
incidents impacting the Postal Service,

Reportable incidents include, but are not limited to, the following:

a.  Physical loss, theft, or unauthorized destruction of Postal Service
information resources (e.g., missing or damaged hardware, software, or
electronic media). ' '

b.  Unauthorized disclosure, modification, misuse, or inappropriate
disposal of Postal Service information.

c.  Internal or external unauthorized access attempts to access information
or the facility where the information resides.
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d.  Unauthorized activity or transmissions using Postal Service information
resources.

e Internal or external intrusions or interference with Postal Service
networks {a.9., denial-of-service attacks, unauthorized activity on
restricted systems, unauthorized modification or deletion of files, or
unauthorized attempts to control information resources).

- Information resources with system software that Is not patched to the
current level.
g.  Information resources with virus protection software that is not patched
to the current leve! or is disabled.
h. Information rescurces with virus pattern recognition files that are not
current.

i. Sudden unavailability of files or data normally accessible.

i Unexpected processes (e.g., e-mail transmissions) that start without
user input).

k.  Files being modified when no changes in the files should have
occurred.

I Files appearing, disappearing, or undergoing significant and
unexpected changes in size.

m.  Systems displaying strange messages or mislabeled files or directories.

n.  Systems becoming slow, unstable, or inaccessible (e.g., will not boot
properly).

0. Data altered or destroyed or access denied outside of normal business
procedures.

p.  Detection of unauthorized personnel in controlled information security
areas.

g Security violation, suspicious actions, or suspicion or occurrence of
embezzlement or other fraudulent activities.

r. Suspected brivery, kickbacks, and confiicts of interest.
8. Revenue loss involving an information system.

—

Prohibited mass electronic mailings.

Potentially dangerous activities or conditions.

lllegal activities,

Violation of Postal Service information security policies and procedures,
tdentity theft,

Detection of unauthorized wireless access points.

< % g < €
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13-3 Incident Prevention, Reporting, Response, and
Containment
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1331 Incident Prevention
The following actions by Postal Service personne! can help prevent
information security incldents:

a.
b.

Display proper badge when in any Postal Service facility.

Be aware of your physical surroundings, including weaknesses in
physical security and the presence of any unauthorized visitor.

Use only approved computer hardware and software with the latest
patchas installed.

Use updated virus protection software and pattern recognition files.

Do not download, install, or run a program unless you know it to be
authored by a person or company that you trust.

Use a personal firewall,

Use a strong password of at least eight characters composed of
upper- and lower-case alphabetic, numeric, and special characters.

Encrypt sensitive-enhanced and sensitive information physically
removed from a Postal Service facility.

Encrypt sensitive-enhanced and sensitive information in transit.

Back up data stored on local workstation and physically secure the
backup copies.

Be wary of unexpected attachments, Know the source of the
attachment before opening it. Remember that many viruses
originate from a familiar e-maii address.

Be wary of URLs in e-mail or instant messages. A common social
engineering technique known as phishing uses misleading URLs to
entice users to visit malicious Web sites. URLs can link to
malicious content that, in some cases, may he executed without
your Intervention.

Be wary of social engineering attempts to solicit sensitive-
enhanced or sensitive information (e.g., account numbers and
passwords).

Users of technology such as instant messaging and file-sharing
services should be careful of following links or running software
sent by other users.

218



Security Compliance and Monitoring

1332 Incident Reporting
Information security incidents must be immediately reported to CyberSafe via
telephone at 1-800-USPS-HELP or via an e-mail to CyberSafe@usps.gov.
The CyberSafe talephone number is a 24 X 7 hotline. Do not dismiss a
suspected incident or discount its serlousness.

In addition to CyberSafe, the following personnel may be notified, as
appropriate:
a.  Heip Desk at 1-800-USPS-HELP or 1-800-877-7435,
Immediate supervisor or manager.

b
C. Local system administrator or local technical support.
d Security control officer (SCQ).

e

. Inspaction Service at 1-877-876-2455.
f. Office of the Inspector General (OIG) at 1-888-877-7644.

A PS Form 1380, Information Security Incident Report, must be completed
and submitted to CyberSafe. An acceptable facsimile with the same
information required on the form may be submitted.

13-3.3 Incident Response
Information security situations and incidents must be handled in a way that
minimizes damage, reduces recovery time and costs, and mitigates the risks
to our customers and personnel. CyberSafe coordinates responses to
information security situations and incidents.

13-3.4 Incident Containment
When an information security-related situation or incident is suspected or
discovered, personnel must take steps, as directed by CyberSafe, to protect
the information rescurce(s) at risk. Appropriate actions are the foliowing: '

a. Do not shut down or power off a system after a computer incident
occurs. All suspect systems and devices that are already powered
down should remain in that state.

b. Do not make any changes to the equipment or network in question
without direction from CyberSafe. :

C. Do not discuss or e-mail anyone about the situaticn or incident
unless directed to do so by CyberSafe.

d.  Follow CyberSafe instructions with regard to options and strategies
for containment and recovery from the incident.

e Close and lock doors to protect unattended aquipment.

f. Do not touch the keybeard. Take a nhotegraph of the screen or
make a note of the information displayed before turning off the
computer moniter so the screen cannot be viewed.

g.  Challenge personnel without badges.

Supervisors or managers who suspect, discover, or are notiflad of a security-
related event must initiate the following response procedures to contain the
incident, protect the confidentiality and integrity of Postal Service information,
and ensure business continuity:
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Notify CyberSafe for assistance to contain, eradicate, and recover
from the security incident.

Notify the Inspection Service of a physical security incident.

Document in a journal or log all conversations and actions taken
during the incident handling and response process and make this
log available to management personnel on request.

Ensure personnel follow contingency plans for recovering from
disruptive incidents.

Ensure the completion of a PS Form 1360.

1335 Mass Data Compromise Plan
Implement a Mass Data Compromise Plan (MDCP) to provide a strategy for
addressing the dynamics of a critical incident. A critical incident is one that
threatens confidentiality, integrity or availability of Postal Service information
assets with high impact, high threat involving high risk and great vulnerability.
The MDCP defines the roles and responsibilities for critical incident response
team members, defines critical incident severity levels, outlines a process
flow for critical Incident management, and includes methodologies for
conducting response activities,

CyberSafe Incident Process and Activities

1341 Preliminary CyberSafe Activities
The following preliminary activities can improve CyberSafe's ability to
respond to information security incidents:

a.

Develop an incident response plan. Predetermine necessary actions
and responses to specific classes of incidents to facilitate making
decisions under pressure with minimal information.

Implement secure connections to make intrusion detection system
(IDS) policy changes and attack signature updates.

Verify automated responses from IDS.

Conduct penetration testing at times known only to personnel with a
need to know.

Regularly review available information sources (e.g., advisories and
research findings) to maintain currency.

Notify management of potentially harmful events.
Prioritize the severity of information security incidents,
Document lessons learned to improve CyberSafe operations.
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13-4.2

13-4.2.1

13-4.2.2

13-4.2.3

CyberSafe Incident Process

Incident Categorization

Incidents must be categorized based on severity and associated response
times. The severity of the incident will determine the appropriate notification
process and escalation procedure. Incident severity levels and response
times are defined as follows (per the Postal Service CyberSafe severity code
procedures):

a.  Severity 1 — National Impact: Incidents with the greatest negative
impact on the Postal Service, Severity level 1 is assigned when an
incident has national impact or when multiple systems or sites are
down or seriously affected.

b.  Severity 2— Site Impact: Incidents impacting a major IT or field site or
local area network (LAN) segment,

c. Severity 3 — Customer Impact: Incidents impacting one or more
workstations, employees, contractors, or customers.

d.  Severity 4 — Minimal Impact: Incidents with minimal or no impact,

Processing Incidents Reports
CyberSafe is responsible for the following:

a.  Categorizing incidents.

b. Protecting the confidentiality of information contained in the incident
report and subsequent information identified in the analysis,

c. Ensuring legal issues, requirements, and restraints caused by criminal
and civil investigations are appropriated addressed.

d.  Logging and tracking security incident reports.

e.  Monitoring incidents to ensure appropriate response and immediate
resolution of security incidents.

f. Engaging appropriate organizational resources (e.g., virus response
team, OIG, and Inspection Service).

g.  Notifying the CPQ and responsible functional VP (data steward) of any

suspected breaches involving sensitive or sensitive-enhanced
information.

h.  Evaluating and escalating incident reports requiring further action.

i. Retaining incident reports, supporting evidence, and journals for 1 year
or for a time pericd determined by the CIG,

j. Providing Inspection Service and OIG access to al! reported
information security incidents.

k. Complying with federal sector security incident reporting requirements.

Incident Investigation

A member of the OIG-CCU team Is co-residant with CyberSafe and
investigates, along with the Inspection Service, violations of state and
federal laws enacted to protect the authenticity, privacy, integrity, and
availability of electronically stored and transmitted information.

221



Information Security
13-42.4 Incident Analysis
CyberSafe analyzes security incidents and prepares reports summarizing
the causes, frequency, and damage assessments of information security
incidents. '

CyberSafe management analyzes CyberSafe reports to improve the
information security program and keep Postal Service executive
management apprised on the state of information security.

13-425 Incident Escalation
it may be necessary to escalate an individual incident up the management
chain based on the following criteria:

a.  Number of sites and systems under attack.

b Type of data at risk.

c Severity of the attack.

d State of the attack.

e.  Source cr target of the attack.

f Impact on the integrity of the infrastructure or cost of recovery.
g Attack on a seemingly “secure” information resource.

h Personnel awareness of the attack.

i New attack method use,

13-426 Incident Closure
Before an incident is closed the incident must be categorized; the root
cause must be determined; damage must be assessed and reported to
management and one or more of the national CyberSafe if required; and
the incident's closure confirmed with the initiator. ‘
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14 Security Compliance and Monitoring

14-1 Policy

All Postai Service information resources are the property of the Postal
Service. The Postal Service has the legal right to monitor and audit the use
of its information resources as necessary for compliance with policies,
processes, procedures, and standards to ensure the appropriate use and
protectien of Postal Service information resources.

The activities of all Postal Service personnel who use Postal Service
computing resources may be subject to audit or monitoring, and any detected
misuse of Postal Service computing resources may be subject to disciplinary
action up to and inciuding removal, termination, and criminal prosecution.

Security topics addressed in this chapter include the following:
a.  Compliance.

b.  Monitoring.

¢ Audits,

d.  Confiscation and removal of information resources.

This monitoring policy does not appty to Postal Service customers who visit
the Postal Service Web site (i.e., no attempt is made to identify individual
customers or their usage habits). See the Postal Service Privacy Policy on
hitp://www.usps.com for additional information.

14-2 Compliance

November 2019

The Postal Service exercises due care in ensuring all personnel and
contractors working on its behalf are in compliance with information security
policies and associated standards and procedures as defined by the Postal
Service. Additionally, the Postal Service monitors, reviews, and properly
mitigates all instances of noncompliance throughout the organization using
pracesses that include, but are not limited to, the following:

a.  Regular testing of security systems and processes.

Confiscation and removal of information resources.

b.  Vulnerability scans.

c. Inspections, reviews, and evaluations.
d. Monitoring.

e, Audits,

f.

g.

Information security compliance training.
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Information Security
The importance of compliance with government and industry regulations and
standards is to prevent data breaches, loss of reputation and customers, fines
and lawsuits,

Regular Testing of Security Systems and Processes
Systems, processes, and custom software must be tested regularly because
hackars and others continually discover vulnerabilities introduced in new
software inadvertently by employees, contractors, and business partners.
How testing is conducted is described in Exhibit 14-2.1.

Security testing must replicate real world attacks to [1] determine the
effectiveness of preventive controls and if critical assets are exposed and [2]
to provide insight into the actual risk posture of the information resource and
highlight trends.

Exhibit 14-2.1

Regular Testing of Security Systems and Processes

Frequency Testing Activities

Continuously Monitor all network traffic and alert personnel to suspected
compromises using network intrusion-detection systems,
host-based intrusion detection systems, and intrusion
prevention systems. ‘

Weekly Use file integrity manitoring soflware to alert personne! when
files have heen modifled without authorization. Configure
software so it can compare files.

Quarterly Use a wireless analyzer to identify all wireless devices in
use.

Scan for vulnerabilities in Internal and external networks (or
when system components have been added, network
topology has changed, firewall rules have been modified, or
products have been updated).

Annually Test security controls, limitations, network connections, and
resfrictions to identify unauthorized access attempts.
Perform network-layer penetration testing (or when the
infrastructure has been upgraded or modified (i.e., the
operating system has been upgraded or a subnetwork or
\Web server has baen added).

Perform application-layer penstration testing (or when an
application has been modified) to understand the intricate
interactions and exploitable paths hidden in the code.

As Required Whenever changes are made to the PCI environment,
Whenever the Hardening Standards Team requests a-
hardening standards compliance check to ensure Postal
Service hardening standards ars being implemented.

The risks associated with newly discovered vulnerabilities must be
documented and forwarded to the Corporate Information Security Office/
ISSO for inclusion into either the Risk Mitigation Plan for each system or Risk
Reqister.

14-3
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14-2.2

14-2.3

Vulnerability Scans

The Corporate Information Security Office Information Systems Security
(CISO 188) conducts vulnerability scans on applications, infrastructure
components, and facilities, The vulnerability scan process identifies and
assigns a risk ranking to security vulnerabilities based on Industry best
practices. For example, a *High” risk vulnerability will include a CVSS base
score of 4.0 and above, and/or a vender-supplied patch missing that is
classified as “critical” and/or a vulnerability affecting a critical system
component. The executive sponsor is responsible for coordinating the
resolution of the vulnerabilities identified with the responsible organization
(e.g., the manager IT Computer Cperations for operating system and
database software, the Business Relationship Management manager for
application software, etc.).

Inspections, Reviews, and Evaluations

fnspections, reviews, and evaluations must be conducted for information
resources and facilities to snsure compliance with Posta! Service information
security policies. A process is in place to monitor internal control compliance
on an onhgeing basis,

The CISO conducts inspections, reviews, and evaluations of information
resources: '

a.  As part of the certification and accreditation {C&A) process,

b.  When informally or formally requested by the supervisér or manager of
an information resource.

c.  Atthe discretion of the CISO or the VP IT Operations as necessary to
evaluate the security of information resources.

The Inspection Service and/or CISO conducts inspeactions, reviews, and
evaluations of Postal Service facilities.

14-2.4 Penetration Testing

The Corporate Information Security Office Cybersecurity Risk Penetration
Testers conduct penetration testing on applications, infrastructure
components, and facilities. Although USPS leaders and Information System
managers are expacted to engage in scheduled penetration testing
engagements, such as those prescribed elsewhere within this document,
CISC Risk reserves the right to perform penetration testing as needed
threughout the organization,

Postal personnel are expected to provide assistance as directed by the
needs of the penetration testers in the course of thelr assessment activities,
to include disclosure of documentation and access te perform testing.
Engagemeants may he performed as neaded at the direction of the CISO and
Cybersecurity Risk Managers to provide independent validation, assist in
investigations, and to help audit processes and procedures thraughout The
Postal Service.
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14-3 Monitoring

Monitoring Is used to improve security for Postal Service information
resources to ensure appropriate use of those resources and to protect
Postal Service resources from attack. Use of Postal Service information
resources constitutes permission to monitor that use. Nenbusiness (i.e.,
personal) information may be viewed when monitoring Postal Service
information resources.
All personnel are advised that the information on Postal Service non-publicly
available information resources may be monitored and viewed by
appropriate, authorized personnel, regardless of privacy concerns. The
Postal Service reserves the right to do the following:
a.  Review the information contained in or traversing Postal Service
information resources.

b. Review the activities on such information resources.

c.  Acton Information discovered as a result of monitoring and disclose
this information to law enforcement and other organizations as deemed
appropriate by Postal Service personnel.
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14-3.1

14-3.2

14-3.3

What Is Monitored

Monitoring of Postal Service information resources may include, but is not
limited to, the foliowing:
a.  Network traffic.

b.  Application and data access.
Keystrokes and user commands.
E-mail and Internet usage.
Message and data content,

~ o oo

Unauthorized access points.

User Agreement to Monitoring

Any use of Postal Service information rescurces constitutes consent to
monitoring activities that may be conducted whether or not a warning
kanner is displayed. Users of Postal Service information resources:

a.  Agree to comply with Postal Service policy concerning the use of
information resources.

b.  Acknowledge that their activities may be subject to monitoring.

¢.  Acknowledge that any detected misuse of Postal Service
information resources may be subject to disciplinary action and
prosecution pursuant to the United States Criminal Code (Title 18
U.S.C. §1030).

User Monitoring Notification

Where possible, users are notified by the display of an authorized Postal
Setvice warning banner (see Exhibit 14-3.3) that the information on Postal
Service networks and workstations may be monitored and viewed by
authorized personnel, regardless of privacy concerns.

The Postal Service-authorized warning banner must be displayed to users
prior to granting session access to Postal Service information resources and
be included in information security awareness training. The legal authority
and obligations as indicated in the warning banner will apply throughout the
entire session users have on the Postal Service information resources.
Applications that are single sign-on {SSO) or single log-on (SLO) compliant
are not required to display an additional warning banner page as long as the
executive sponsor can guarantee the user will see a warning banrer at login
for the session. Applications that are not SSO or SLO compliant must display
a warning banner page,

Internal warning banners are not intended for display on Postal Service
externally facing Internet Web sites where the Postal Service Internet Privacy
Policy applies.

At a minimum, the warning banner must accomplish the following:

a.  Identify the computer system as a Postal Service computer system
protected by the United States Criminal Code.

b. Frovide notification of monitoring.
C. Be followed by a pause requiring manual intervention to continue.
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d. Identify the information resource as a Postal Service information
resource and alert users that they have no expectation of privacy.

e.  Warn users that activities may be monitored and that unauthorized
access is prosecutable pursuant to the United States Criminal Code
(Title 18 U.S.C. § 1030).
Note: Deviations from the authorized standard warning banner are not
allowed unless approved in writing by the manager, CISO.

Exhibit 14-3.3
Authorized Standard Postal Service Warning Banner

WARNING! FOR OFFICIAL USE ONLY...

This is a U.S. Government computer system or mobile device
and is intended for official and other authorized use only.
Unauthorized access or use of this system or mobile device may
subject violators to administrative action, civil, and/or criminal
prosecution under the United States Criminal Code (Title 18
U.S.C. §1030).

All information on this computer system or mobile device to
include GPS location services may be monitored, intercepted,
recorded, read, copied, captured, and disclosed by and to
authorized personnel for official purposes, including criminal
prosecution. You have no expectations of privacy using this
system or mobile device. Any authorized or unauthorized use of
this computer system or mobile device signifies consent to and
compliance with Postal Service policies and these terms.

| agree.

Requesting User Monitoring

Requests for monitoring network traffic, application and data access,
keystrokes and user commands, and e-mail and Internet usage must be in
writing and directed to the manager, CISO.

Requests for monitoring message data content or Internet usage must be in
writing and directed to the chief privacy officer {CFO).

Approving User Monitoring

The manager, CISO, has the responsibility to authorize in writing monitoring
or scanning activities for network traffic, application and data access,
keystrokes and user commands, and e-mail and Internet usage for Postal
Service infrastructure or information resources. Personnel (except the
Inspection Service and OIG) must receive authorization from the CISO prior
to conducting monitoring and scanning activities.

The CPO has the responsibility to authorize, in writing, requests for message
data content, or Internet usage monitoring. The Information Catalog Program
(ICP) Office is responsible for documenting and servicing the request.
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In case of threats to the Postal Service infrastructure, network, or cperations,
the manager, CISO, is authorized to take appropriate action, which may
include viewing and/or disclosing data to protect Postal Service resources or
the nation's communications Infrastructure.

Infrastructure Monitoring
The manager, CISO, is responsibie for ensuring the security of the Postal
Service infrastructure through the following:

a.  Providing security incident detection through perimeter virus
scanning, intrusion-detection services, and security event
correlation tools,

b.  Performing network, Web, host, application, and database
vulnerability analyses.

c. Performing data loss prevention analyses to prevent sensitive and
sensitive-enhanced information from leaving the protected
anvironment.

d.  Performing data at rest searches for unprotected sensitive and
sensitive-enhanced information.

e.  Monitoring the Postal Service infrastructure, investigating incidents,
and resolving or reassigning incidents immediately to the
appropriate group for action,

f. Monitoring system-level audit logging.

g.  Monitoring PCI service providers for compliance with the current
PCI DSS.

‘Intrusion Detection
Intrusion-detection devices are implemented to monitor the infrastructure.
The use of all monitoring devices, except those used by the OIG, must be
approved by the manager, CISO I1SS. Unauthorized installation and use of
manitoring devices are strictly prohibited.

Data Loss Protection Program

The Data Loss Protection (DLP) program was implemented to protect
sansitive and proprietary information entrusted to the Postal Service by its
employees, customers, contractors, and vendors (suppliers). The DLP
program supports Postal Service compliance with the Privacy Act, the PCI
industry, many state identity theft notification laws, the Gramm-Leach-Bliley
(GLB) Act, and the Sarbanes Oxley (SOX) Act. The software-based solution
uses business rules to analyze the contents of all outbound electronic
communications including email, web mall, fils transfers, other web-based
(HTTP) messages to look for sensitive information. The current business
rules loak for the existence of credit card numbers and social security
numbers being transmitted in clear text. When sensitive information is
found, the message is flagged for further analysis by CISO.

Continuous Monitoring Guidelines
To ensure compliance with information security policies, the Postal Service
must regularly assess its information security readiness and implement
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Information Security
solutions that mitigate vulnerabilities, misconfigurations, and prevent
unnecessary exposures by providing real-time visibility and control over
servers, desktops, laptops, notebooks, and other mobile devices.

Given that threats are constantly evolving, the Postal Service must monitor
critical assets more frequently so they can detect if something iliegal or
unauthorized has occurred and respond quickly to minimize the damage.

The most important actions/assets to monitor continuously are the cnes that
are most volatile (e.g., new versions of software and new hardware) and the
ones the attackers are exploiting. The Consensus Audit Guidelines (were
developed to address the continuous monitoring requirements delineated in
National Institute of Standards and Technology Special Publication 800-53,
Recommended Security Controls for Federal Information Systems and
Organizations.

The Consensus Audit Guidelines recommended frequencies for meeting the
requirement for continuous monitoring are:

a.  Test the computing environment, including servers and
workstations, three times a day.

b.  Check for vulnarabilities at least once a week.
c.  Check configuration settings no less than once every 15 days.

For example, the Department of Homeland Security Continuous Diagnostics
and Mitigation program goal is to scan critical systems every 20 minutes (all
systems every 1 to 3 days), collect results, triage and analyze results, and fix
the worst problems first.

The Postal Service must understand the day-to-day operational status of
controls deployed and how those controls are standing up to cyber threats.

Areas of focus must be hardware and software asset managemsnt,
configuration settings, account and privilege management, ports/protocols/
services for infrastructure devices, local computing environment events,
network and infrastructure events, and enclave events.

14-4.1

14-4.2

Conducting Audits

The OIG has the authority to conduct audits, investigations, and evaluations
of Postal Service programs and operations to ensure the efficiency and
integrity of the Postal Service. The OIG coordinates investigative audits
through the manager, CISO. Audits associated with financials [e.g., year-end
audits and Sarbanes-Oxley Act (SOX) audits] are coordinated through the
SOX Program Managemsnt Office,

Responding to Audits

Corporate management responsible for the audited information resource
must respond to internal and external audit findings and ensure that the
information resources under their control comply with Postal Service
information security policies and procedures.
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12.4.3  Audit Guidelines
The following critical information sacurity controls identifiad in the CAG
represent the highest-priority defenses that the Postal Service should focus
on, based on the iikelihood of real-world attacks:

a. Inventory of aulthorlzed and unautncrized devices.
b.  Inventory of authorized and unautherized softwars.

c.  Secure configurations for hardware and software on laptops,
workstations, and servers,

d Secure configurations for network devices including firewalls, routers,
and switches.

e.  Boundary defense.

oh

Maintenance, monitoring, and analysis of security audit logs.

g.  Application software security.

h.  Controlled use of administrative privileges.

i. Controlled access based on neead to know.

i Continuous vuinerability assessment and remediation.

k. Account monitoring and control.

Malware defenses.

Limitation and controf of network ports, protocols, and services.
Wireless device control.

Data loss prevention.

Secure network engineering.

Penetration tests.

"o T o 5 o3

Incident response capability,

B

Data recovery capability.

—

Security skills assessment and appropriate training to fill gaps.

14-5 Confiscation and Removal of Information Resources

The CISO, OIG, Inspection Service, or their designee may confiscate and
remove any information resource suspected to be the object of inappropriate
use or viclation of Postal Service information security policies to preserve
evidence that might be used in forensic analysis of a security incident. The
CISO, OIG, Inspection Service, or their designee, as appropriate, must verify
that the chain of evidence (associated with the possession of the confiscated
information resource) is preserved and documented.
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