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November 18, 2019

Mr. Brian J. Wagner Certified Mail Tracking Number:
President 7018 0360 0001 6256 8629
National Association of Postal Supervisors

1727 King Street, Suite 400

Alexandria, VA 22314-2753

Dear Brian:

As a matter of general interest, the Postal Service is implementing scanning two-dimensional
(2D) government identifications (IDs) for Hold Mail Requests, Hold Mail Pickup, and Change of
Address Requests in retail locations using the Retail Systems Software (RSS) and mobile Point
of Sales (MPOS) devices. The service will be available at all RSS sites by November 21.

The purpose of this initiative is to implement the ability to capture and store information provided
in the 2D barcode for government issued photo IDs to mitigate fraud and to protect customer’s
mail. Scanning of 2D government IDs is not mandatory, but suggested for the protection of the
customer's mail.

Enclosed for review are the following documents:

Scanning 2D Government ID Standard Operating Procedure (SOP) RSS
Scanning 2D Government ID SOP mPOS

Scanning 2D Government ID Retail Service Talk

Frequently Asked Questions (FAQ's)

Please contact April Cutchember at extension 6612, if you have any questions concerning this
matter.

Sincerely,

Rickey R. Dean
Manager
Contract Administration (APWU)

Enclosures

475 L'ENFANT PLaza SW
WasHNGTON DG 20260-4100 (CA2019-354)

WWW.USPS.COM
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POSTAL SERVICE - Standard Operating Procedures (SOP)

Scanning Two-Dimensional
(2D) Government ID

Standard Operating Procedure (SOP)

Mobile Point of Sales (mPOS)
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UNITED STATES

POSTAL SERVICE - Standard Operating Procedures (SOP)

1. Select Non Revenue from the main menu.

@ Fwupdate = 8:38 AM 7 -
Menu A E H

ﬁ Prepaid Acceptance
Product Sales

Flat Rate Mailing

Mail Pickup

I_l! Non Revenue

cm= Qther Services

g Back Office

EGCLERK11 9/25/2019

2. Select the option related to the type of customer request.

FWUpdate = 8:38 AM < =

iPod = 9:41 AM < .
Non R -
€ NonRoverie. 4 4 [+ B & NonRevenue 4% A (= [

Select Non-Revenue Type
Select Non-Revenue Type

Hold Mail Pickup T

Voter Registration Inqui
P.O. Box Overflow 9 ALY

o Request / Submit Selective Service Form
Unnumbered Parcel Mail Pickup

Provide Philatelic Info or Catalog
Summon Supervisor at Customer's Request

Accept Change of Address Request
Respond to CFS Issues

Supply P.O. Box Holder Name / Address
Accept Hold Mail Request

Supply Permit Holder Name / Address
Product / Service Rate Inguiries

Accept Consumer Service Form
Give Local Directions

EGCLERK11 9/25/2019 EGCLERK11 9/25/2019
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/ POSTAL SERVICE - Standard Operating Procedures (SOP)

3. Is this a known customer? Select “No” (Note: Sales and Service Associate selecting
“Yes” will be taken to the main menu and the ID verification transaction is completed).

@ FWUpdate = 8:38 AM < A

e Known Mailer * A E EI

Is this a known customer?

EGCLERK11 9/25/2019

4. Sales and Service Associate selects the correct Photo ID type from options based on
what the customer is presenting.

@ FwUpdate = 8:38 AM < . < FWUpdate - 9:08 AM -
e Photo ID Type  4f§f &H ED @ e Photo ID Type ‘ &H E:D ﬁl
Select Photo 1D Type Select Photo ID Type

State Driver's License Alien Registration Card

7 z ertification of Naturalization
State Non-Driver's License Card L <t

Uniformed Services Identification Card Governmant |dentification Card

Passport Passport Card

Alien Registration Card University Identification Card

Certification of Naturalization Matricula Consular (Mexico)

Government Identification Card NEXUS Consular (Canada)

Passport Card Customer has no valid ID

Next / Finish Next / Finish

EGCLERK11 9/25/2019 EGCLERK11 10/8/2019
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POSTAL SERVICE - Standard Operating Procedures (SOP)

5. If State Driver’s License or State Non-Driver’s License ID is selected, Privacy Act
Statement is presented for customer to review. Customer selects continue on display. If
customer or Sales and Service Associate selects cancel, Sales and Service Associate is
taken to the main screen and transaction is complete). (Note: Select Cancel If
customer does not wish for their ID to be scanned).

@ FWupdate = 8:38 AM < =
< AARD

Privacy Act Statement: Information
scanned from your U.S.
Government issued photo 1.D. will
be used to verify your identity when
applying for Change of Address
(COA) and Hold Mail services, and
to identify and mitigate potential
fraud in the COA and Hold Mail
processes. Collection is authorized
by 39 U.S.C. 401, 403, and 404.
Scanning your U.S. Government
issued photo ID is voluntary. If not
scanned, your U.S. Government ID
must still be provided as a primary
form of acceptable identification
when presenting your COA and

CI010 fVid e g regue a 1

Continue

Cancel

EGCLERK11 9/25/2019

6. Sales and Service Associate is prompted to scan the barcode on the back of 2D
Government ID.

FWUpdate = 8:38 AM < .

e Non Revenue * {E

Scan the barcode on the back of

customer's 1D
mmul
Unable to Scan ID

EGCLERK11 9/25/2019
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POSTAL SERVICE - Standard Operating Procedures (SOP)

7. Sales and Service Associate scans ID and selects if a secondary ID was used and/or
if customer was an authorized agent.

FwUpdate & 8:44 AM 5
\ HA[E

Did the customer’s ID
Validation include

Secondary Form of ID
(current lease,
mortgage, or deed of
trust; voter or

vehicle registration card;
or home or vehicle
insurance policy)

Authorized Agent (legal
notification of executor
or administrator)

EGCLERK11 9/25/2019

8. Selecting Finish will take the Sales and Service Associate back to the shopping
basket.

@ Fwupdate = 8:44 AM v -
Menu AR @
E Prepaid Acceptance

T/ Product Sales

Flat Rate Mailing

| Mail Pickup

I! Non Revenue

== Other Services

E Back Office

EGCLERK11 9/25/2019

Checkout - 1 item(s)
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Standard Operating Procedures (SOP)

9. Sales and Service Associate selects finish.

iPod 9:37 AM 7 -

e Checkout # A E [i]

Vac/HId Mail Pkup
1
$0.00

EGCLERK11 9/25/2019

Checkout - 1 item(s) $0.00 ®

10. Selecting Finish will take Sales and Service Associate back to the main menu, and
transaction is complete.

iPod = 9:37 AM < =
Mens AB 1

E Prepaid Acceptance

=/ Product Sales

Flat Rate Mailing

Mail Pickup

I! Non Revenue

s== Other Services

E Back Office

EGCLERK11 9/25/2019
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Scanning Two-Dimensional
(2D) Government ID

Standard Operating Procedure (SOP)

Retail Systems Software (RSS)
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UNITED STATES
F‘: POSTAL SERVICE Standard Operating Procedures (SOP)

1. Select Non-Revenue key under Other Transactions from the Main Menu.

UNITED STATES
= POSTAL SERVICE

Mailing / Shipping

mnmmmm
ammmcmm Sales / Disbursements

=) =) B =

Money Orders / Services PO Boxes / Caller Services

HaEE | E

Other Transactions

S =000 =3

Admin Functions

= ) = =)

Mode: Full Window Service (FWS)

2. Select the option related to the type of customer reqguest.

Desktop 55 Home Brev  esc Delete  Del Help _ wip Sunp

ﬁ UNITED STATES
PO‘\YAL SERVIC!'

Non-Revenue:

P.0. Box Overflow

Unnumbered Parcel Mail Pickup

Summaon Supervisor ol Customer's Request

Aespond to CF S Issues
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POSTAL SERVICE - Standard Operating Procedures (SOP)

2A. Select the option related to the type of customer request.

s Hame: Prmy Eae ek el Helg g Susp_

UNITED STATES q
POSTAL SERVICE | £

Non-Revenue:

Transaciion Typar
Request Tox Form
Voter Registration Inquiry

e i 4 |
Provide Philatelic Info or Catalog n
Accepl Change ol Address Request E s =

Supply P.O. Box Holder Name / Address

Supply Permit Holder Name [ Address

Accept Consumer Service Form

PGSRt

3. Is this a known customer? Sales and Service Associate selects appropriate key.

Desklop Home

- UNITEDSTATES

= POSTAL SERVICE

Known Customer

Is this a known customer?
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| POSTAL SERVICE Standard Operating Procedures (SOP)

3A. Is this a known customer? If no, select NO and

Desktep L bk

proceed to step 4.

= UNITEDSTATES

A POSTAL SERVICE

Known Customer

Is this a known customer?

3B. If this is a known customer, select YES. Proceed to 3C.

— UNITEDSTATES
/l POSTAL SERVICE

Known Customer

Is this a known customer?
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POSTAL SERVICE

Standard Operating Procedures (SOP)

3C. Sales and Service Associate is taken to the Main Menu and the verification transaction is
complete.

== UNITEDSTATES
= E,

Maili Shi

i
Scan USPS packaging barcode,
MMtodaumracrmmtmmfow Sales / Disbursements

=) o] (MR 50

Money Orders / Services PO Boxes / Caller Services

= (2 0

Other Transactions

e (=0 =0 (2

Admin Functions

= ) (=0 (=0

Mode: Full Window Service (FWS)
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DATE:
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4. Sales and Service Associate selects the correct Photo ID type from the options provided

based on what the customer is

Desktop Hpme

s UNITEDSTATES
POSTAL SERVICE

Select Photo ID Type

Phatu 10 Type

presenting.
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UNITED STATES
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Standard Operating Procedures (SOP)

5. The Privacy Act Statement is displayed on the Customer Display Unit (CDU). The below

screenshot is displayed for Sales and Service Associate.

Deskion Home Delete  pel g} Susp

=~ UuNITEDSTATES S

= POSTAL SERVICE

Privacy Act Statement

Customer prompted with the Privacy
Act Statement. Press CANCEL to
display on this screen.

6. Customer selects continue on the CDU (NOTE: if the customer or Sales and Service
Associate selects cancel, the Sales and Service Associate is taken to the Main Menu and the

verification transaction is comp

Desktop Home Deste el Help tip Sy

= UNITEDSTATES
- POSTAL SERVICE

Privacy Act Statement: Information scanned from your U.S. Government issued
photo L.D. will be used to verify your identity when applying for Change of Address
(COA) and Hold Mail services, and to identify and mitigate potential fraud in the COA

and Hold Mail prc Collection is authorized by 39 U.S.C. 401, 403, and 404.
Scanning your U.S. Government issued photo ID is voluntary. If not scanned, your
U.S. Government ID must still be provided as a primary form of acceptable
identification when presenting your COA and Hold Mail service request at the Post
Office. We do not disclose your information to third parties without your consent,
except to act on your behalf or request, or as legally required. This includes the
following limited circumstances: to a congressional office on your behalf; to
agencies and entities to facilitate or resolve financial transactions; to a U.S. Postal
Service auditor; for law enforcement purposes, to labor organizations as required
by applicable law; incident to legal proceedings involving the Postal Service; to
government agencies in connection with decisions as necessary; to agents or

tractors when y to fulfill a business function or provide products and
services to s; and for 1er service purp For more information
regarding our privacy policies visit www.usps.com/privacypolicy.
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7. Sales and Service Associate is prompted to scan the two dimensional (2D) barcode on the
back of the customer’s government ID.

ot

Hame

=~ UNITED STATES
A POSTAL SERVICE

Scan the barcode on the back of
customer's ID

Select Cancel if unable to scan.

=

8. Sales and Service Associate scans ID and selects the appropriate validation ID type if a
secondary ID was used.

L .. NSHESISRLORE

. UNITED STATES

POSTAL SERVICE

Did the customer’s ID Validation include

Type of iD Validotion Status
Sncondary Form of 1) {curront loaso, morigage, or deed of frust voter or Yes
| _vehicle «card. or home of vehiclo insurance policy)
Austh d Agent (legal of exaculor or No
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POSTAL SERVICE - Standard Operating Procedures (SOP)

9. Sales and Service Associate selects the Take Payment key to end the verification
transaction.

= UNITED STATES
B, SERVICE.

Maili Shippi g
Scan USPS packaging barcodea, PS Form
3849 barcode or select an option below | Sales / Disbursements

=5 @

Money Orders / Services PO Boxes / Caller Services

= 00 2 &8

Other Transactions

e (= 023 =3

Admin Functions

(@ =@
L ) Take Payment

Mode: Full Window Service (FWS) $0.00




== UNITED STATES Frequently Asked Questions (FAQ's)

| POSTAL SERVICE

Q1.

Q2.

Q3.

Q4.

Q5.

Q6.

Q7.

Q8.

Q9.

Scanning Two Dimensional (2D) Government ID
Frequently Asked Questions (FAQs)

Does scanning 2D government ID apply to manual locations?
No. Manual locations do not have the technology to support scanning 2D government IDs.

What data is captured from scanning 2D government IDs?
The customer’s full name and address is captured when scanning the 2D government ID.

Is the customer’s full name and address stored when it is captured?
Yes, the information captured during the scanning of 2D government IDs is stored on a secured
server.

What does USPS do with the data captured?
Information will be used in the event of a needed investigation by the USPS Inspection Service
resulting from fraud, etc.

How long is the data stored?
Information that is captured during the scanning of 2D government ID is stored for a period of five
(5) years.

Does scanning apply to the Intelligent Mail Device (IMD) or Mobile Delivery Device (MDD)?
Currently, the IMD and MDD are NOT used for scanning 2D government [D.

What systems are used for scanning 2D government ID?
Retail Systems Software (RSS) and Mobile Point of Sale (mPOS) are the systems that support
scanning 2D government ID.

Why is the Postal Service now scanning 2D government IDs?
The Postal Service is scanning 2D government IDs in an effort to support the mitigation of fraud
and to help protect our customers mail.

What products and/or services does scanning 2D government ID apply to?
Currently, the scanning 2D government ID applies to Hold Mail request, Hold Mail Pickup and
Change of Address (COA) requests.

Q10. What if the customer has privacy concerns or refuses the scanning option?

The customer is presented with the privacy statement on the Customer Display Unit (CDU) and
has the option of not having their ID scanned. Scanning 2D government ID is not mandatory.

CONFIDENTIAL
FOR INTERNAL USE ONLY



=/ UNITED STATES Frequently Asked Questions (FAQ's)

| POSTAL SERVICE »

Q11. What if this is a known customer?
If a known customer’s ID is prompted for scanning 2D government ID, the Sales and Services
Associate has an option to select “known customer” in the system and the ID will not be
required to scan.

Q12. Are we required to check IDs for in person Hold Mail Request at RSS locations?
No, checking identification for in person requests is optional. Hold Mail Pickup and Change of
Address Requests require ID verification.

Q13. What if a customer does NOT present an ID?
ID verification is currently not mandatory, however; we encourage verification for the protection
of our customers mail.

CONFIDENTIAL
FOR INTERNAL USE ONLY
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Retail Service Talk

Scanning Two-Dimensional (2D) Government ID

The United States Postal Service will have the option of scanning the two-dimensional (2D)
barcode on government IDs for Hold Mail Requests, Hold Mail Pickup and Change of Address
requests at Retail Systems Software (RSS) / mobile Point of Sales (mPOS) locations starting
November 15, 2019, with complete phase-in of RSS locations ending November 15, 2019. The
purpose of this initiative is to implement the ability to capture and store information provided in the
2D barcode on government issued photo IDs (e.g. State-Issued Drivers Licenses or Non-Driver
Licenses) to mitigate fraud and protect our customers mail. We will capture and store the full
name and address of the customer when scanning 2D government photo IDs.

oLl ZOoMEL  DRIVER LICENSE  USA

LR, O FEB2013
.JEI.AN‘E ?‘251

121 MAN
PHOEWDE A7 $5087

PLE

| Unigemed

- 02101/2018 .52 0111012013
N " VETERAN
ot e
s 02/01/5

:\ - ¥ { s b
§ OO IMMTIN I * L” c’-

21IFEB0

e ey

" a8GY

i

ol

-3 :f
* Corvertors saerotceton Card

The valid product or service options for scanning the government issued ID and obtaining the
required information are:

Product or Service Name and Address Validation
Change of Address Requests N
Hold Mail Requests N
Hold Mail Pickup N




